# lse PHF5 4 a5 default [Shared Server speciflcl
# AddHandl e+~ appl 1 cat1onsx-ht tpd-php54 . php

VA R S S e
# # NEDCIA TYFES AHD CHARACTER EHCODIHES #
VA R S S e

#
# 1 Media types /
#

# Serve resources with the proper media types Of, k. a3 HIME typess,
#

# httpos < Swww, 1503, orgsassi gnment s/medi -t ypessmedi -t ypes, xhtml
# https: <shttpd apache. orgsdocsscurt-ent S modymod_mi me. it ml #3000t ype

<IfModul e mod_mime. c>

# Data I1nterchange

AddTupe applicationsatom+xml at.om

AddTupe applications json json map topojson
AddTupe applicationsld+json jsonld

AddTupe applicationsrss+xml ras

AddTupe applicationswnd geo+json Qe json

AddTupe applicationsxml rdf xml

# Javascript

# Hormallze to standard type.
# https: </tools 1etf, orglhtml Arfod329%sect on-7, 2

AddTupe applications javascript is

# Manifest files

AddTupe application/mani fest+json webmani fest
AddTupe applicationsx-web-app-mani fest+json webapp
AddTupe text/cache-manifest appcache

T ¥ P kR S R



# redlg 111EeS

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus
AddType image/bmp bmp

AddType imagesswg+xml v SWOZ
AddType image/webp webp

AddType wi deo/mps fdv fdp mdv mpd
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideodx-f1w flw

I}

# Serving . ico’ Image files with a different media tupe
# prevents Internet Explorer from di splaying them as 1mages:
# https: </gi thub, comsh5bps/html 5-

bol 1 erpl 3t escommi ts3 7051 ecA90d0A1 3602690591 boddob2A5530f Gee
AddType imagesx-icon cur ico

# Web fonts

AddType applicationsfont-woff wof f
AddType applicationsfont-woff2 woff 2
AddType application/vnd ms-fontobject eot

# Browsers usually Ignore the font media types and simply snifr

# the bytes to figuwe out the font type

# https: <smimesnl £, spec, what wg, orgs#mat chi ng-a-font -t ype-pat tern
#

# Howewer, Blink and Webkit based browsers will show 3 warnd mg
#1in the console 1f the following font types are served with any
# other media types,

AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf

# 0t her
AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appwaorld bbaw

AddType applicationsx-chrome-extension (o



HddType applilcatlonx-opera-extension OEx

AddType applicationsx-xpinstall xpl
AddType text/wcard voard wof
AddType text/wnd rim location. xloc xl oo
AddType textswit wit
AddType text/x-component htc
</1fModul e
#
# | Character encodlngs /
#

# Serve all resources labeled as textshtml or textsplain’

# with the medias tuype "charset parameter set to UTF-5,

#

# https: /7Rt tpd apache, orgsdocsscurrent s modscore, it ml #3ddder aul tcharset

AddDef aul tCharset utf -5

# Serve the following file tupes with the media type charset’

# parameter set to UTF-8,

#

# https: #/httpd apache. orgsdocsscurtent modsmod_mi me. fitml #addcharset

<IfModule mod_mime, >

AddCharset utf-5 . atom
. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
.manifest %
Crdf o
PS54
. topojson b
vt
webapp M



. webmani fest 4

cxlac s
. xml
<41 fModul e
#
# 1 File access /
#

# Block access to directories without 5 default documernt,

#

# vou should 1eave the following uncommented, a5 you shouldn't a11ow
# anyone to suef through every directory on your server Cwhich may

# Includes rather private places such as the CHS' s directoriess,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# Block access to all hidden files and directories with the exception of
# the visible content from within the "/ well-kpnowns hidden directory,
#

# These types of files usually contain user preferences or the preserved
# state of an utility, and can Include rather private places 11ke, for
# example, the ", git’ or ', swn directories

#

# The '/ well-knowns directory represents the standard CRFC 57850 path
# prefix for "well-known 1ocations” e g 7 well-knownsmani fest, json,
# ' well -knownskeybase, txt 1, and therefore, access to Its visible

# content should not be bl ocked,

#

# https: <swww, moot, net o6l oge 261 8787870 wel 1—known

# https: </tools 1etf, orglhtml ArfcE 765

£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond ¥{REQUEST_URI T "7 /2%, well-knowndCC™ A1+, /A 70+4%" [HCI
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f



RewriteRule "C7 /% " - [F]
<A Modul e

# FBlock access to files that can expose sensitive 1nformation,

#

# By default, block access to backup and sowce files that may be

# lerft by some text editors and can pose 3 securlty risk when anyons
# has access to them,

#

# http A/ feross orgsomspl of tr

#

# 010 lUpdate the "<Filestiatch: regular expression from below to

# include any files that might end up on yow production server and
# can expose sensitive 1nformation about yow website These f1les may
# include: configuration files, files that contain metadata about the

# project (e g project dependencies), bulld scripts, etco,
£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swloplal "1 4"

# Apache « 23

# <IfHodul e ! mod_authz_core, c*
# Order allow, derny

# Deny from all

# Satisfy All

# <1 FHodul e

# Apache 2 2,3

<IfModul e mod_authz_care, c&
Fequire all denied

</TfModul e

</FilesMatchs
#

# | Reducing MIME type securlity risks /
#

# FPrevent some browsers from MIME-sni Ffing the response
#



# Thi=s reduces exposure to drive-by download attacks and cross-origin

# dats leaks, and should be 1eft uncommented, especially 1 the server

# 15 serving user-upl oaded content or content that could potentially be

# treated a5 executable by the browser,

#

# http /7w, 511 deshare, net s hasegawayosuk e owasp—-hasegaus

# httpe /7Bl ogs, msdn, comsbel esarchl ves 2086/ A7y 821 eE-securl ty-part —v-comprehenst ve—
protection aspx

# https: </msdn microsoft, comsen-ussl1brarusl esggbleadl, aspx

# https: <smimesnl £, spec, what wg, orgs”

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</1fModul e

#
# | Server-s1de technol ogy 1nformatlon /
#

# Remove the X-Fowered-By  response header that:

# 15 st by some frameworks and server-side 1anguages
(e g HSF, HET, PHFI, and I1ts walue contalns 1nformation
gbout them (e g : thelr name, version number

# goesn' t provide any value to users, contrlbutes to header
bloat, and 1n some cases, the Information 1t provides can

HOH O OB T OB w" W

expose wul nerabl 1111 es

#

# 010 If you can, you should di sable the = s5-Powered-By’ header from the
# 1anguage /' framework 1evel (e g for PHP, you can do that by setting
# ‘expose_php = off In php ini i

#

# https: </php netsmanual Sendlnd, core, php#i ol expose-php

<IfModul e mod_headers. c:
Header unset X-Powered-By
<ST Modul e

#
# | Server software Information /



# Frevent Apache from adding & tralling footer 11ne contal nd mg

# Information about the server to the server-generated documents

# (e g ertor messages, directory 11stings, eteo

#

# https: </ httpd apache. orgsdocsscurrent modscore, bt ml #serversi gnat ure

ServersSignature OFf

VA SR S S e
# # WEE FERFURMAHCE #
VA R S e

#
# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangled Accept-Encoding’ reguest headers
# https s sdevel oper, yahoo, comsbl ogs.sydns pushl ng-beyond-gz1 ppl ng-25661, At ml

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the following medis types,

#

# (13 For Apache versions below version 203 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod_filter, o

# and <A/ FHodul ex” 1ines as AddOutputFilterByType 1s still in

# the core directives

#

# https: //httpd apache, orgsdocss/current smodsmod_f11ter, html #addout put 111 terbyt ype



IfModule mod_filter, c

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”
“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A
"textsplain® A
"textvcard” N
"text/vnd rim location, xloc" %
"textsvtt" A
"text/ x—component” A
"text s x-cross-domai n-policy” A
"text s xml"

<A Modul e

# Map the followimg f11ename extensions to the specified

# Foradinn trne 1o onedes i make Anache setws the F11e frines
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# with the appropriate Content-Encoding response header

# (do note that this will HOT make Apache compress them! b,

#

# If these files types would be served without an approprl ate

# Content-Enable’ response header, client applications (e g :

# browsers) wouldn't know that they first need to uncompress

# the response, and thus, wouldn't be able to understand the

# content,

#

# https: </ httpd apache orgsdocss curtent s mods mod_mi me, bt ml #addencodl ng

<IfModul e mod_mime, c
AddEncoding gzip SWOZ
<ST Modul e

AT Modul e
#

# | ETags /
#

# Remove "ETags as resources are sent with far-future explres headers,
#

# https: Ardevel oper, yaboo, comspert ormancesrul es, At ml #et ags

# https: </tools 1etf, orgebtml Arfoc72324sectl on-2 3

# FileFTag Hone  doesn't work in all cases,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

FileETag Hone
#

# | Expires headers /
#

# serve resources with far-future expl res headers,
#
# 010 If you don't control wersioning with £11ename-based

] ] ] ]
# ~a~khas Rt Aea 1t =kl A ommms1 Ases 1 A1 A thas ssekas 1 mas
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# to something 11ke one week,

#

# https: </httpd apache. orgsdocsscurt-ent S modysmod_expl res, html

£IfModul e mod_expires, o

ExpiresActive on

Expireshefault "access plus 1 month"
# 55
ExpiresByTupe text/css "access plus 1 year”

# Data 1nterchange

ExpiresByTupe applicationsatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByTupe applicationd json "access plus @ seconds”
ExpiresByType applicationdld+json "access plus @ seconds”
ExpiresByTupe applicationsschema+json "access plus @ seconds”
ExpiresByTupe applicationdvnd, geo+json "access plus @ seconds”
ExpiresByTupe applicationsxml "access plus @ seconds”
ExpiresByTupe text/xml "access plus @ seconds”

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe imageswnd. microsoft, icon "access plus 1 week"
ExpiresByTupe images x-icon "access plus 1 week"

# HTHL
ExpiresByTupe text/himl "access plus @ seconds”

# Javascript

ExpiresByTupe application/ javascript "access plus 1 year”
ExpiresByTupe applicationsx-javascript "access plus 1 year”
ExpiresByTupe text/javascript "access plus 1 year”



# Manifest riles
ExpiresByTupe applicationdmani fest+json " access
ExpiresByTupe applicationdx-web-app-manifest+json " access

ExpiresByType text/cache-manifest " access

# Media riles

ExpiresByType audiosogg " access
ExpiresByTupe imagesbmp " access
ExpiresByType imagesqgif " access
ExpiresByType image’ jpeq " access
ExpiresByTupe imagespng " access
ExpiresByTupe imagesswg+xml " access
ExpiresByType image/webp " access
ExpiresByTuype wideos/mpd " access
ExpiresByType wideosogg " access
ExpiresByType wideoswebm " access

# Web fonts
# Embedded UpenType CEOT)
ExpiresByTupe applicationdvnd ms-fontobject Ip——

ExpiresByType font/eot " access

# OpenType
ExpiresByType font/opentype " access

# TrueType
ExpiresByTupe applicationdx-font-ttf " access

# Web Open Font Format CHOFFY 1, 8

ExpiresByTupe applicationsfont-woff " access
ExpiresByTuype applicationdx-font-woff " access
ExpiresByType font/woff " access

# Web Open Font Format CHOFFY 208
ExpiresByTuype applicationdfont-woff2 " access

# 0t her
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ExpiresByType text/x-cross-domain-policy "access plus 1 week"

AT T Modul e

# rewite to 1ndex ..

£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond #{REQUEST_URIY !index
RewriteRule 0, #)% index php [035A, L]

</1fModul e



