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» Utilisateurs bannis » LIste noire par défaut

Start HackRepalr, com Blacklist

FewriteEngine on

# Start Abuse Agent Blocking
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[HC, OR1
[HC, OR1

Mozilla, #Indy"
""Mozill a, #MEWT"
“g" [HC, OR]
""Maxthong" [HC, OR]

""Seafonkeyt” [HC, OR]

"“Acunetix" [HC, ORI

""hbinlar" [HC, ORI

"Bl acklidow" [HC, OR]

""Bolt @" [HC, ORI

"T"BOT for JCE" [HC, OR]

""Bot mailtow craftbot@gahoos, com” [HC, OR]
"“rasper” [HC, OR]

"“checkprivacy” [HC, OR]
""ChinaClaw" [HC, OR]
""rlshttp" [HC, ORI
"“ecmsworldmap” [HC, ORI
""comodo” [HC, OR]

""Custo” [HC, ORI

""Default Browser A" [HC, ORI
"“diavol" [HC, ORI

""DITbot" [HC, ORI

"TDISCo" [HC, ORI

"“dotbot" [HC, OR]

""Download Demon” [HC, OR]
""eCatch” [HC, OR]

" "EirGrabber" [HC, OR]
""EmailCollector” [HC, OR]
""EmailsSiphon” [HC, OR]
"TEmailllol " [HC, OR]

""Express WebPictures" [HC, OR]
"rextract” [HC, OR]
""ExtractorPro” [HC, ORI
""EyeMetIE" [HC, ORI
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FEWr 1l LELOrg
RewriteCond
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TEEATLTdEr L AL, UK
""FHscan" [HC, OR]
""FlashGet" [HC, ORI
"“flicky" [HC, ORI
""g@|Egle” [HC, ORI
""GetRight" [HC, ORI
"Getleby! " [HC, ORI

"GN Zi1la" [HC, OR]

" "GoN-Aheadh-Goth-It" [HC, OR]
""grab" [HC, 0R]

" "GrabMet” [HC, OR]
"Grafula” [HC, ORI

" “harvest" [HC, OR]

"HMYi ew" [HC, ORI
""a_archiver" [HC, ORI
"“Image Stripper" [HC, ORI
"“Image Sucker" [HC, ORI
"“InterGET" [HC, OR]
"“Internet Hinja" [HC, ORI
"InternetSeert, com” [HC, ORI
""jakarta" [HC, ORI
""Java" [HC, ORI

"“JetCar" [HC, ORI

“JO0C Web Spider” [HC, OR]
"“kanagawa" [HC, OR]
"kmccrew” [HC, ORI
""larbin” [HC, ORI
""LeechFTP" [HC, OR]

"1 bwww”  [HC, ORI

""Mass Downl oader” [HC, OR]
“microsofthy, url" [HC, ORI
""MIDown tool" [HC, OR]
“"miner" [HC, ORI

""Mister Pix" [HC,0R]

" "MSFront Page" [HC, ORI

" "Mavroad" [HC, ORI
""MearSite" [HC, ORI

""Het Mampire" [HC, OR]
""MetAnts" [HC, OR]
""HetSpider” [HC, OR]
""HetZIP" [HC, ORI
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Fewrl teCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
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RewriteCond

ELHTTP_USERE _HGEMT
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
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#CHTTP_USER_AGEMTX
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#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

“ndtoch”t LHC, OE
"“Octopus" [HC, ORI

“"Offline Explorer” [HC, ORI
“"Offline HMavigator" [HC, OR]
" “PageGrabber” [HC, OR]

"“Papa Foto" [HC, ORI
“pavuk” [HC, ORI
" “pcBrowser” [HC, OR]
"“PeoplePal"” [HC, OR]

“planetwork” [HC, OR]

““psbot" [HC, ORI
"“purebot"” [HC, ORI
““pycurl” [CHC, OR]

"“Real Downl oad" [HC, OR]

"“Reket" [HC, ORI
""Rippers 8" [HC, OR]

"*sitechecks, internetseers, com" [HC, ORI
""5itesSnagger” [HC, ORI

““skygrid" [HC, ORI

"“SmartDbownl oad” [HC, OR]

"sucker” [HC, OR]

""SuperBot” [HC, OR]
" SuperHTTP" [HC, OR]
“Surfbot” [HC, OR]
“"tAkelut" [HC, OR]

““Teleport Pro" [HC, ORI

n

““turnit" [CHC, OR]
"wiksplder" [HC, OR]
"ol dEYE" [HC, ORI

““leb Image Collector” [HC, OR]
““leb Sucker" [HC, ORI

““llebAuto" [HC, OR]
"“llebBandit" [HC, OR]
" “WebCopier" [HC, OR]
"“llebFetch" [HC, ORI
"“lleblko 15" [HC, ORI

"“lebLeacher" [HC, OR]

" “lebReaper” [HC, OR]
" “WebSauger” [HC, ORI

"“lebsite exXtractor" [HC, OR]

Toata dragostea mea pentro diawola" [HC, ORI
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""llebsite Quester" [HC, ORI

"“WebStripper” [HC, OR]
"“leblhacker"”

" “HebZI P"

[HC, DR
[HC, DR

"“Wget" [HC, OR]

Wi dow”

n A

WPScan”

UL -Mechani ze"
" WWWOFFLE"

[HC, DR
[HC, DR

[HC, DR

[HC, DR

"“¥aldon kebSpider" [HC, ORI
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[HC, DR
[HC, DR

" 3665pi der” [HC, OR]

"Ahref sBot"
"Cazoodl eBot"

"di scobot”

[HC, DR
[HC, DR
[HC, DR

"EasousSpi der” [HC, ORI

"eoxi"”

"heritri

“HTTPY: s Lite"

"HTTrack"
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[HC, DR
YETA N WK

[HC, DR
" [MC, OR]

[HC, DR

"{a_archiwver" [HC, OR]

"1dy-search"

"IDBot"

"IRLbot"

[HC, DR

[HC, OrR]
"Indy Library” [HC, OR]

[HC, DR

[HC, DR

"I5C Sustems iRc Search 241" [HC, OR]

"LinksCrawl er"

[HC, DR

"LinksManagetr., com_bot" [HC, OR]

"linkwal ker"
"lwp'-triwial” [HC, OR]

[HC, DR

"MFC_Tear_Sample" [HC, OR]

"Microsoft URL Control"

[HC, DR

"Missigua Locator” [HC, OR]

"MJ1 2bot”

"panscienty, com” [HC, ORI
"PECLY: % HTTP"
" PHPCrawl "
"PleaseCrawl "

"SBI der"

[HC, DR

[HC, DR
[HC, DR
[HC, DR

[HC, DR



RewriteCond
RewriteCond
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RewriteCond
# End Rbuse

#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
Agent Bl ocking

"SearchmetricsBot" [HC, OR]
"SeznamBot" [HC, ORI
"Snoopy” [HC, OR]
"Steeler" [HC, OR]
"URI%: i Fetch" [HC, ORI
"urllib" [HC, OR]

“Web Sucker" [HC, OR]
"webalta" [HC, OR]
“lebColl age" [HC, OR]
"Wells Search IT" [HMC, ORI
"WEP Search" [HC, OR]
"¥oviBot" [HC, ORI
“¥isouSpider” [HC, OR]
"zermelo" [HC, OR]
"FuBorg” [HC, ORI

# start Abuse HTTF Referter Blockimg

RewriteCond #¥{HTTP_REFERERY "“https? A/0T [7/1+h, 27semalts, com” [HC, OR]
RewriteCond ¥{HTTP_REFERERY "“https? A0 [7/1+h, 2 7kambasofth, com" [HC, OR]
RewriteCond ¥{HTTP_REFERERY "“https?: /40T [7414+h, 17savetubevi deos, com” [HC]
# End Abuse HTTF Referter Blockimg

RewriteRul e

“ % - [F,L]

# End HackRepalt, com Bl acklist, httpe s/pastebin comsushackrepal -

# Hotes bannis - Sécurite > Réglages »
REMOTE_ADDR " 4@, 1174, 2314, 524" DenyAccess
%-FORWARDED-FOR "~4@y, 1174, 2314, 524" DenyAccess
#-CLUSTER-CLIEMT-IP ""d@, 1174, 2314, 52¢" DenuAccess

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

-

Utilisateurs bannis

REMOTE_ADDR " 7914, 2884, 124, 114%" DenyAccess
#—-FORWARDED-FOR " “91%, 2688Y, 124, 114%" DenyAccess
A—-CLUSTER-CLIENT-IP "™91%, 2884, 124, 114%" DenyRccess

REMOTE_ADDR " “B9%, 1974, 1694, 2824" DenyAccess
#—-FORWARDED-FOR " “EB9%, 1974, 1694, 2824" DenyAccess
#—-CLUSTER-CLIENT-IP "7B9%, 1974, 1694, 224" Denyfccess

REMOTE_ADDR " ™91%, 2884, 124, 364" DenyAccess
#—-FORWARDED-FOR "“91%, 286Y, 124, 364" DenyPccess
#—-CLUSTER-CLIENT-IP "™91%, 288%, 124, 36%" DenyAccess



SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

REMOTE_ADDR " ™1 734, 285%, 1694, 583" DenyAccess
%-FORMWARDED-FOR " ™1 734, 2684, 1694, 58%" DenuAccess
#-CLUSTER-CLIENHT-IP "™173%, 2884 1694, 58%" DenuAccess

REMOTE_ADDR " “<@, 764, 2134, 184%" DenuAccess
%-FORWARDED-FOR " “d@h, 764, 2134, 184%" DenyAccess
#-CLUSTER-CLIENHT-IP "“d@s, 765, 2134, 184%" DenyAccess

REMOTE_ADDR " ™195%, 1544, 1944, 1164" DenyAccess
#-FORMWARDED-FOR " ™195%, 1544, 1944, 1164" DenyAccess
#-CLUSTER-CLIENHT-IP ""195%, 154, 1944, 116%" DenuyAccess

REMOTE_ADDR " ™195%, 154%, 1914, 1685%" DenyAccess
#-FORMWARDED-FOR " ™195%, 1544, 1914, 1685%" DenyAccess
#-CLUSTER-CLIENHT-IP "™195%, 154, 1914, 185%" DenyAccess

<IfModul e mod_authz_care, c
<RequireAll:
all
niot

Fequi re granted

eny DenyAccess
ip 48 117 231, 52
ip 91,2688, 12, 114
ip B9, 197 169, 282
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Fequire not
</Requirefll:
<41 Modul e
<IfModule ! mod_authz_care, c
Order allow, deny
Allow from all
from env=DenyAccess
231, 52
12,114
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Deny from 195, 154,191, 1685
<SIfModul e

# Frotéger 1es flchiers systéme - Sécurlté > Réglages > Modi fications systéme > Flchiers
systéme
<files . htaccess:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files readme, html:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files readme, txt:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files install. php:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:



£files wp-config php:
<IfModul e mod_authz_care, c&
Fequire all denied
</TfModul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all

</TfModul e
/files:
# DEsact] ver 17 exploration des répertoires - Sécuri té > Reéglages > Modi 1cations systéms
» Exploration des répertol res
Options -Indexes
I fModule mod_tewrite, o
RewriteEngi ne On
# Frotéger 1es fichiers systéme - S8curlté > Réglages > Modi F1cations systéme >
Fichiers systeéme
FewriteRule “wp-admin/includess - [F]
FewriteRule ! "wp-includes/ - [5=31
FewriteCond ¥{SCRIPT_FILEMAMET ! ™, #)wp-includes/ms-files, php
FewriteRule “wp-includes/["/1+\ php$ - [F]
FewriteRule “wp-includess js/tinumces]l angss. +%. php - [F]
FewriteRule “wp-includesstheme-compat, — [F]
# DEsact] wvez PHP dans Uploads - S8curlté > Réglages > Modi £1cations systéme > Lpl oads

FewriteRule “wph-content/uploads/, =\, (7 phpll1-6171 phtl phtml 2% - [HC, F]

‘‘‘‘‘

Hét hodes de reguéte

Rewri teCond #LREQUEST_METHOD: ~( TRACEI DELETEI TRACK) [HCI
RewriteRule ™ % - [F]

# Filtrer 1es requétes avec des chalnes de caractéres suspectes dans 1°URL - Sécurl te

A - %,

L Fequétes de chalfnes de caractéres suspectes
RewriteCond %{OUERY_STRIMGH %, % %/ [HC, ORI

FewriteCond ¥OUERY_STRIMGY ™~ +\, (bashl gitl hgl 1ogl svnl swpl cvsy [HC, ORI
FewriteCond ¥OUERY_STRIMGY etc/passwd [HC, OR]

RewriteCond %{OUERY_STRIMGY boot'. ini [HC, OR]

Rewri telond 270IFRY STRTHET ftrnv THE. NRT



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e
/I fModul e

<IfModul e mod_

g — e

HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG

bt
httpsh:

- e

tph [HC, ORI
[HC, OR]

O] BACY, #script, #08x] B3EY [HC, ORI
mosConfig_[a-zA-£_111, 21 3¢ =] #3020 [HC, OR]
basebd_encode, =40, %) [HC, OR]

.

.

.

.

] .
'

] .
'

cE( 2%, = [HC, OR]
CEC12T, B, % [HC, OR]
»#Cglobal 5l encodel 1ocal hostl Loopback), = [HC, ORI
. #(reguest| concat! insert! uni onl decl arel, # [HC]

] .
'

loggedout=true
action=jetpack-3so
action=rp

ECHTTP_COOKIEY ! ™, #wordpress_logged_in_. #§
#{HTTP_REFERERY ! "http: //mapsh. googl eapi sh, comd, =) &

“ % - [F]

rewrite, c»

RewriteEngine On

# Reduce Comment Spam - Security > Settings > WordPress Twesks > Comment Spam

RewriteCond #{REQUEST_METHODY POST

FewriteCond ¥REQUEST_URIY #wp-comments—posts. phps

RewriteCond #{HTTP_USER_RGEMTY “% [OR]

RewriteCond #{HTTP_REFERERZ ! "https? #/CCL™F1+4, 27
ascometalh, coml jetpackh. wordpressh, comd jet pack-comment) /1§20 [HCI

RewriteRule
AT Modul e

# EHD 1 Themes Securlty - He pas modi fier ou supprimer

“ % - [F]

HRHHRHHRHHRAHRRHHR A
# GZIF COMFRESSTON #
HRHHRHHRHHRAHRHHR A
#5etOutput F11ter DEFLATE

#AT0ut put F1 1 terByType DEFLATE textshtml textscss textsplain textsxml applicatlonx-

cette

11gne

Javascript appl1catlonsx-httpd-php

#Erowsertlatch “Mozillasd gzi p-onl y-text/html
#Erowsertlatch “Mozillasdy. BLGE7E] no-gzip

#Erowsertlatch ABMSTE ! no-gzip ! gzi p-onl y-text /At ml

#Erowsertlatch ABMSICET ! no-gzip ! gzi p-onl y-text. html

HOmt Eroal FRmMass Dams=+t [IOT 4 7@ =1 £ dmePml meetd mos—m=1 e
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#Header append Yary User-Agent enwv=! dont -vary

# Enable GZIP

£ifmodule mod_deflate, o

AddOutputFilterBuTupe DEFLATE text/text text/html text/plain text/xml text/css
applicationdx-javascript application/javascript

BrowserMatch “Mozillasd gzip-only-text/himl

BrowserMatch “Mozillasdh, BLETE] no-gzip

BrowserMatch “BMSIE ! no-gzip ! gzip-onlu-text/html

£/1 fmodul e

# Explres Headers - Z

[yt
':I'!

‘Gdpfs = 31 days

£ifmodul e mod_expires, o
ExpiresActive On
Expireshefault "access plus 1 seconds”
ExpiresByType text/html "access plus 7208 seconds"
ExpiresByType imagesgif "access plus 2673408 seconds"
ExpiresByTupe images jpeq "access plus 2678488 seconds”
ExpiresByTupe imagespng "access plus 2673408 seconds"
ExpiresByType text/css "access plus 518488 seconds"
ExpiresByTupe text/javascript "access plus 26758408 seconds"
ExpiresByTupe applicationdx-javascript "access plus 26758408 seconds”

£/1 fmodul e

# Cache Headers
£ifmodul e mod_headers. o
# Cache specified files for 31 days
£<filesmatch "% Cical f1vl jpal jpeagl pngl gi fl cssl swfa "
Header set Cache-Control "max-age=26758486, public”
£/filesmatch:
# Cache HTHL files for a couple hours
£filesmatch "% Chimll htmyg"
Header set Cache-Control "max-age=7208, private, must-revalidate”
£/filesmatch:
# Cache FOF= for 3 day
<filesmatch "5, Cpdfag"s
Header set Cache-Control "max-age=586488, public"
£/filesmatch:
# Cache Javascripts for 31 days
<filesmatch "5, 518"
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</filesmatch:
</1 fmodul e

# end TP headers

# BEGIN WordFress

I fModule mod_tewrite, o
RewriteEngi ne On

RewriteBase /ascometal /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . fascometal /index. php [L]
</TfModul e

# EHC WotrdPress



