# Apache conflguration file
# httpd apache orgsldocssZ, 20 modyqul ckref erence. hitml

# Hote ., htaccess files are an overhead, this 1ogic should be In your Apache
# config 1f possible: httpd apache orgsdocssZ, 2/ howt o/ bt access, html

# Technigues 1n here adapted from all over, 1ncloding:

#  Kroc Camern: camendesign, coms, ht access

#  perishabl epress, comspresss 2A8A6/A1 #1875t upl d-ht access-tri ckss
#  Sample . htaccess fI1l1e of CHS MOCx  modxcms. com

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a1 1 5/1-31 1 5/commi t.-1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, jsl cssl gi fl pnagl jpe?
gl pdfl xmll ogal oggl mdal ogyl mpdl mdvl webml svgl svgzl eotl L] ot fl wof 1 icol webpl appcachel mani fest|
*
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln Ajax requests, di sabled by defsul t,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0r gl nRequest Securl ty

# <IfHodul e mod_headers, o>
# Header set Access-Control -ALlow-0rigin "+"
# </ FHodul e



#
# CORS-enabl ed 1mages (Borossori ging
#

# send CORS headers 1fF browsers reqguest them: enabled by default for 1mages,
# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2611..11./us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:
# wiki, mozilla orgsSecuri tysRevl ewsscrossori gl nAt tri but e

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u no match by Content -Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, ¢
¢FilesMatch "5, (tifl ttcl otfl eotl woffl font, cssy g
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

<A Modul e

#
# FProper MIME type for all files
#

# Javascript

#  Homallize to standard type (it's spiffed in IE anyways)

[ . [



# tool s 1etf, orgshtml A1 ocdsZ9%sect1 on-r 2

AddTupe
AddTupe

# Audi o
AddTupe
AddTupe

# ¥ideo
AddTupe
AddTupe
AddTupe
AddTupe

# St

application/ javascript
applicationd json

audi o/ ogg
audi o/ mp<

videos ogg
vi deos mpd
v1deos webm
videosx-Tlv

# FReguired for svg webfonts on 1Fad

j5 Jjsonp
json

oga ogg
mda fda f4db

gy
mpd mdy v fdp
webm
flw

#  twitter, com/Font Sgul rrel /st at uss] 4655690545

AddTupe

1 mage/ svg+xml

AddEncoding gzip

# Webrfonts

AddTupe
AddTupe
AddTupe
AddTupe

applicationdvnd ms-fontobject
application/x-font-ttf
font/opentype
applicationdx-font-wof f

# Hzsorted types

AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe

1 mage/ x-1con

1 mage/ webp

text/cache-mani f est

text/ x-component
applicationdxml
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
application/octet-stream

svg SVOE
vz
ent
tif ttc
ot f
wof f
ico
webp

appcache mani fest
htc

trs5 atom xml rdf
Crx

DEX,

xpl

safariextz

applicationdx-web-app-mani fest+json webapp

text/x—vcard
applicationdx-shockwave—1ash
text/vit

wiof
st
wit



#
# Gzip compression
#

<IfModul e mod_defl ate, ¢

# Force compression for mangl ed headers,
# httpoe srdevel oper, yahoo, comsbl ogssydnspost s/ 2681 8,1 27 pushl ng-beyond-gz1 ppi ng
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl ${153 {1531 =153 % “Cgzipl det
HAYE _Accept —~Encodi ng
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iffiodule mod_filter c»’ and “</IfHodules” 11nes
# as AddoutputFilterByType 1s still in the core directivess,
<IfModule mod_filter, ci
AddOut putFilterBuTupe DEFLATE applicationsatom+xml %
applicationd javascript
applicationd json %
applicationd/ld+json &
application/rss+xml &
application/vnd ms-fontobject
applicationdx-font-ttf
application/ x—web-app-mani fest+json &
application/xhtml +xml %
applicationsxml %
fontsopentype
image/ swg+xml &
imagesx-icon %
text/css A
text/html
text/plain
text/x-component ™
text/xml
<41 fModul e



<A Modul e

#
# Expites headers (for better cache controll
#

# These are pretty far-future explires headers,
# They assume you control wersioning with £11ename-based cache bustimg
# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs2Aass gy 253/ rewvyl ng-r1 1 enames-dont —~use-querystri mgs

#If you don't use filenames to version, lower the C55 and J5 to something 11ke

# "access plus 1 week”,

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE?
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTuype text/xml "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# Feed

ExpiresByTupe application/rss+xml "access plus 1 hour”

ExpiresByTupe applicationdatom+xml "access plus 1 hour”

# Favicon (cannot be rensmed)
ExpiresByTupe image/x-1icon "access plus 1 week"

# Medi s 1mages, wideo, audio
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"



ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (css3plel
ExpiresByType text/x-component "access plus 1 month"
# Webrfont=
ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"

# C55 and Javascript

ExpiresByTuype text/css "access plus 1 year”
ExpiresByType applicationd javascript "access plus 1 year”
</1fModul e
#
# ETag removal
#

# FileETag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-ruture expires, we don't need ETags for
# static content,

#  devel oper, yahoo, comspertormances Ul s, [tml #et ags

FileETag Hone

#
# Start rewte englne
#

# Turnimg on the rewite engine 15 necessary for the followimg rul es and



# reatures, FollowSymllnks must be enabled for this to work,

Options +FollowSymlinks

RewriteEngine On

FewriteRule “Cinfol editl segment| delete) /(. +2/CLA-9]+2 7% $2, php7i d=$32action=%1
FewriteRule “infosl, +2/saved?$ $1. php?saved=true

FewriteRule “events/dashboard/C[B-91+) /7% event, dashboard. php?id=%$1

FewriteRule “checklist/templ ate/?% checklist, templ ate, php

FewriteRule “checklist/templ ate/category/add?$ checklist, category php
FewriteRule “eventss/checklist/C[B-91+2 /7% event, checklist, php?id=%$1

FewriteRule “whiteboard/([BA-91+) /0, +2/CLA-9]1+) /7% index, php?category=$1 41 d=$3
FewriteRule “whiteboard/([BA-91+) /0, +)/saved/ 7% index. phpTcategory=$1 &saved=true
FewriteRule “whiteboard/([B-91+) /0, +2/7% index php?category=$1

FewriteRule “standard/C. +)/edit/C[B-91+27% standard table, php?tabl e=$1 &1 d=$2
FewriteRule (. +2/1ist /7% $1. list, php

RewriteRule “confirm/CLB-91+2 /0, +2/7% newsletter, confivrm php?id=$1 2hash=%2
FewriteRule “peoplessearch/C[A-9]1+17% people list, php?search=trueievent =$1
FewriteRule “peoplessearchs/ 7% people. 1ist, php¥search=true

FewriteRule “peoplesfilters/ 7% people. filter, php

FewriteRule “peoplessegments/ 7% people seaments. php

FewriteRule “peoplesC[A-9]1+) /7% profile. php?id=%$1

FewriteRule “peoplesC[A-9]1+1 /0, +2/7% profile php?id=$1 &message=§2

FewriteRule “standard/C. +)/delete/C[B-3]1+2 7% standard table. php?tabl e=$l &del ete=$2
FewriteRule “standard/(. +)/saved?$ standard table php?saved=trueitabl e=$1
FewriteRule “standard/C. +2/7% standard. table php?tabl e=$l

FewriteRule “preferences/(, +)/edit/C[B-9]1+2 7% preferences. options, php?tupe=$1 4 d=%2
FewriteRule “preferences/(, +)/deletes/([A-9]1+2 7% preferences. options, php?tupe=%1 4del et e=$2
FewriteRule “preferences(, +1/saved?$ preferences. options. php?saved=trueitype=%1
FewriteRule “preferences(, +1/7% preferences. options. php?tupe=%1

FewriteRule “infofi, +2/7% $1. php

FewriteRule “signups/?$ confirmcall. php

RewriteRule “484/7¢ 484, php

FewriteRule “reportsC, +2/CLE-9]1+2 7% report, $1. php?id=$2

FewriteRule “cms/C, +)/7% cms, $1. php

FewriteRule “surveusresults/([B-91+) /7% survey, results, phpTid=$1

#
# Suppress or force the "www " at the beginning of URLs
#

# The same content should never be awallable under two diFrerent URLs -



"

# especially not with and without “www " 3t the beginning. since this can cause
# 5E0 problems (duplicate contentl, That's why you shoul d choose ome of the

# 3l ternatives and redirect the other one

# By default option 1 Cno "www, "3 15 activated,

# no—-ww, orgstag. phptgecl ass_b

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http: /4% ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

#
# Built-in f1lename-based cache busting
#

#If you're not using the build script to manage your £11ename version rewyl ng,
# you might want to consider enablimg this, which will route reguests for
# sosssstyle ZA11AZAS css to socss/style css

# To understand why this 15 Important and a better 1dea than all, css7wl 231,

# read gi thub, com/h5bpshtml 5-boi 1erpl at es/wl ki s cachebust 1 mg

I fModule mod_tewrite, o

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule “C, +2%, Chd+dh, O jsl cssl pngl jpal gif2 % $1. %3 [L]
</TfModul e

#
# Frevent 484 errors for non-exi sting redirected fol ders
#

# without —Mul tiviews, Apache will give a 464 for 3 rewrite 1f a folder of the
# same name does not exi st

# webmasterwor] d comsapaches 35685792 htm

Options -Multiviews




# Custom 484 page
#

# You can add custom pages to handle 566 or 463 pretty easily, 17 you 11ke
# If you are hosting your site 1n subdirectory, adjust this accordingl y
# & g Errorbocument 984 7subdi redad, bt ml

ErrorDocument 484 Sferror, php

#
# UTF-8 encodi ng
#

# Use UTF-8 encoding for anythling served textsplain or textshtml
AddDef aul tCharset utf-5

# Force UTF-8 for a number of fI1le formats
AddCharset utf-3 . atom . css . j5 . json . rss . wtt oxml

#
#A1ittle more security
#

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT Modul e

£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]

/I fModul e

£FilesMatch "C%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

<IfModule phpS_modul e

php_walue session, cookie_httponly true
A AT FMAadAnl ax~



Te L DL



