# Apache Server Configs w2 3 A1 MIT License
# https: s/gl thub, comshsbps server-conf] gs-apache

# 013 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf i, you should add
# this logic there: httoe sshttpd apache, orgsdocsscurrent howt o/ bt access, html,

# HERHHR R AR R AR R AR AR AR ARRRRRARRARRRRRARRBRRBRR AR R AR R AR AR R AR R AR AR R AR RAR AR R A
# # CROS5-0RIGIH RESOURCE SHARITHE (CURS? #
# HERHHR R AR R AR R AR AR R AR RRR R AR ARRRRRRRRARRRRRBRRBRR AR AR R B AR R AR AR R AR AR AR R A

#
# | Cross-domalin AJAY reguests /
#

# Allow cross-orligin AJAY requests,
# htto sscode googl e comspsht ml Bsecurt tuswl k1 SCrossorl gl nRequest Securl ty
# http: ~7enabl e-cors, orgs”

# <IfHodul e mod_headers, cr
# Header set Access-Control -ALlow-0rigin "+"
<1 FHodul e

#
# | CORS-enabl ed 1mages /
#

# Send the CORS header for 1mages when browsers reguest 1t

# https: s sdevel oper, mozi 113 orgsen-Ussdocs HTHL CORS_Enabl ed_Image

# httoe /7b1 og, chroml um orgs 261 17877 us] ng-cross-domal n-1 mages—1 n-webigl -and, ftml

# httpe /rhacks mozilla orgs2a11..117usi ng-cors-t o-1 0ad-webgl -t ext ures-from-cross-domal n-

1mages:

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
£FilesMatch "%, Ccurl gi flicol jpe®gl pngl svgz ¥l webp) § >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<41 fModul e

AT S kA T o
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#
# | Web fonts sccess /
#

# Allow access to web fonts from all domalns.

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl otfl ttlcf Il wof fog":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

e
# # ERRORS #
i

#
# 1 484 error prevention for non-exi sting redirected ol ders /
#

# Frevent Apache from retuning a 984 error as the result of 3 rewite

# when the directory with the same name does not exist,

# http /7ht tpd apache, orgsldocsscurrent <cont ent —-negot 1 3t 1o At ml #mul 11 vl ews
# httpe 77w, webmasterwor] do comsapaches 36685792 [tm

Options -Multiviews

#
# | Custom error messages ~ pages /
#

# Customl ze what Apache returns to the client 1n case of an error,
# httpe ~7httpd apache orgsdocsscurrent s modscore [t ml #errordocument

ErrorDocument 484 74904
It B R R R R A A i

# # THTERHET EXFLORER #
i



#
# | Better website experi ence /
#

# Force Internet Explorer to render pages In the highest avallabl e mode
# 1n the various cases when 1t may not,
# httpe /rhsi vonen 1k1. F12doct ypes] e-mode, pdf

<IfModul e mod_headers, ¢

Header set X-UA-Compatible "IE=edge"

# ‘mod_headers’ cannot match based on the content-tuype, howswver, this

# header should be send only for HTAL pages and not for the other resources

£<FilesMatch "%, Cappcachel atoml crxl cssl curl eotl f4Cabpyll f1vl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl t1Lcf1l wefl vitl webappl webl mpll wof f1 xmll xpi 2"

Header unset X-UA-Compatible

£/FilesMatch:

/I fModul e

#
# | Cookie setting from Iframes /
#

# Allow cookles to be set from 1frames 1n Internet Expl orer,
# httpe A/msdn mi crosoft, coms/en-ussl 1 brarys ms5E3 7345, aspx
# http A< www, w3 orgs TR 286867 CR-F5FP-2666] 21 57

# <IfHodul e mod_headers, cx

#  Header set P3P "policuref=%" wic/p3p xml 4", CP=Vv"IDC DSP COR ADKH DEYI TAITI FSA FPsh
IRl T¥DD COMI HIS OUR THD CHTY™"

# <71 FHodul e

# HHRHHRHHR AR AR AR AR AR R AR R AR AR AR AR R A AR AR R AR R AR R AR R AR R AR AR A AR AR AR AR AR A
# # MNIME TYFES AHD EHCODIHE #
# HHRHHR AR AR AR AR AR AR AR AR AR AR A AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR A

#
# | Proper MIME types for all files /
#




<IfModul e mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg 0Ja ogJg opus

# Data I1nterchange
AddTupe applications json json map
AddTupe applicationsld+json jsonld

# Javascript
# Hormallze to standard type.
# httpo: //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddTupe applications javascript is
# ¥ideo
AddTupe i deosmpd fdv fdp mdv mpd
AddTupe wideosogg ogy
AddTupe i deo/webm webm
AddTupe wideos x—f1w flw

# Web ronts
AddTupe applicationsfont-woff wof
AddType applicationswnd ms—fontobject eot

# Browsers usually 1gnore the font MIHE types and simply sni FF the bytes
# to figure out the font type,
# httoe s7mimesnd 7, spec, what wg, orgs#mat chi ng-3-ront -t ype-pat tern

# Chrome however, shows 3 wanimng I any other MIHE types are used for
# the following fonts,

AddTupe applicationsx-font-ttf tto tif
AddType font/sopentype otf

# Make 5YGEZ fonts work on the 1Pad

# https: </twi tter, comsFont Sgul Frel /st at uss1 4655690545
AddType i mage/ swg+xml A el
AddEncoding gzip svgz



# 0t her

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-web-app-mani fest+json webapp
AddType applicationsx-xpinstall xpi
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType imagesx-icon cur
AddType text/cache-mani fest appcache manifest
AddTupe ftextswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof
</TfModul e
#

# | UTF-8 encodimg

#

# lse UTF-8 encoding for anything served as textshtml or textsplain,
Addlef aul tCharset utf-3

# Force UTF-8 for certalin file formsts

£<IfModul e mod_mime,

AddCharset utf-3 . atom . css . js . json . jsonld . rss ., wit | webapp . xml

<A Modul e

S B
# # URL REWRITES #
S B

#
# | Rewrlte englne /
#

# Turn on the rewite engine and enable the "FollowSymlinks option (this Is

# necessary 1n order for the followling directives to workd,

# If your web host doesn't allow the FollowSymlinks' option, you may need to

# comment 1t out and use Options +5umlinksIfOwnertatch . but be aware of the



# performance 1mpact,
# httoe /7httpd apache, orgsdocscurrent /ml scsperf-tuni ng html #5uml 1 nk=s

# Also, some cloud hosting services require RewriteBase™ to be set,
# httoe /f i, Fackspace, comsknowl edge_cent ers freguent 1 y-asked-guest 1 onswhy—-1 s-mod-rewr] te-

rot —work 1 rg-on-my-si te

£IfModule mod_rewrite, o
Options +FollowSumlinks
RewriteEngine On
FewriteRule “researchs/([A-9]1+)/7% research. php?id=$1
RewriteRule “researchs/(. +)/%% research. $1. php
RewriteRule “publications/c, +)/C[B-91+) /7% publications, $1. php¥id=$2
RewriteRule “publications/c. +)/% publications. $1. php
RewriteRule “publications/c, +)% publications. $1. php
RewriteRule “tags/([A-91+2/C, +2/7% publications. list, php?tag=$1
FewriteRule “sources/C[A-9]1+) /7% publications. 1ist, php?source=$1
RewriteRule “updatesC[B-91+) /0, +) /7% research, add php?id=$12&hash=%2
FewriteRule “deletes/C[A-9]1+1/C, +2/7% research. add. php?id=%1 &hash=$24&del et e=true
FewriteRule “publicationsdC. +3/C[BA-91+)7% publication php?id=$2
RewriteRule “publication/CLA-91+) /7% publication, view php?id=$1
RewriteRule “publication/CCA-91+)/7% publication, php?id=$1
FewriteRule “info/CLA-9]1+2 /0, +2/7% content, php?id=$1
RewriteRule "analysis C[B-91+)/C[A-91+) /7% analysis case, php?id=$14tupe=§2
RewriteRule “pages/(. +) /0, +27% $1. php?message=$2
FewriteRule “pagesi, +2/7% $1. php
RewriteRule “casestudys, +2/7% casestudy php¥id=#1
FewriteRule “preview/casestudies$ casestudies. php?previ ew=true
FewriteRule “peoples/C[A-9]1+)-(, +2 7% profile. php¥id=$1
FewriteRule “peoples/?$ people. php
FewriteRule “omat/([A-9]1+)/sources/7$ omat. contacts, php?id=$1
FewriteRule “Comat| omat-public) /CLE-9]+) /sourcedetail 5/ CLE-91+) 7%
omat. sourcedetail s, php?project =$241 d=$34tupe=%1
RewriteRule “regional foptions/CLBE-9]1+2 /0, #)/7% analysis. options. php?id=$1
FewriteRule “omat/data-edit/C[E-91+) 7% omat. data-point. php¥id=$1
RewriteRule “omat/data-entry/C[E-91+)7% omat, data-point, php?material =$1
FewriteRule “omat/mul tiple-data-entry/CLA-9]1+)7% omat, data-point. php?
material =$1 &mul tipl e-entry=true
RewriteRule “omat/material -entrus/C[B-91+)/7% omat, material -entry. php?id=$1
RewriteRule “omat/material —entru/group-Cc[B-91+) /7% omat, materi al -entry, php?aroup=1
RewriteRule “omat/datagroup-entrys([BA-9]1+2 7% omat, datagroup-entry, php?id=$1



FewriteRule “omat/datagroup-entrusdataset-([B-91+)7% omat. datagroup-entru. php?
dat aset =$1

FewriteRule “omat/edit/CLB-91+2/7% omat. create, php?edit=%$1

FewriteRule “omat/([A-3]1+)/maintenance-dgi -scoressection-C[B-91+) /7% maintenance. dgi-
score, php?project =§1 &section=$2

FewriteRule “omat/C[A-9]1+)/maintenance-, +) /CLE-91+) /0, +2/7% maintenance. $2. php?
1d=$12%4=%3

FewriteRule “omat/C[A-3]1+)/maintenance-, +)/C[B-91+) /7% maintenance. $2. php?
project =$1 &1 d=%3

FewriteRule “omat/C[A-3]1+)/maintenance-C, +1/0, +1/7% maintenance. $2. php?id=$1 4%3=true

FewriteRule “omat/C[A-3]1+)/maintenance-i, +) /7% maintenance. 2. php7id=$1

RewriteRule “484% 484, php

FewriteRule “coll aborators$ collaborators, php

FewriteRule “omat/C[A-9]1+) /reports-datas([BA-91+) /([BA-91+) /7% reports, data, php?
project =f1 fyear=$24i d=$3

FewriteRule “omat-public/C[A-9]+) freports—datas[A-9]1+) /C[A-9]1+) /7% reports, data php?
project =% fyear=$24 d=$34public_l ogi n=true

FewriteRule “omat-public/C[A-3]+) /downl oad/C[A-3]1+2 7% omat. downl oad, php?
project=$1 i d=$2&public_l ogi n=true

RewriteRule “omat/CLA-9]1+) freports-activities/(LB-91+) /CLB-91+) /7%
teports, activities php?id=$1 2type=$2&subgroup=%3

FewriteRule “omat/C[A-9]1+) freports—0, +)AC0A-91+) /0, 42 /7% reports, $2.0 php?id=$1 234=%3

FewriteRule “omat-public/CLA-9]+) freports—(, +) /CLA-9]142 /0, +2/7% reports $2. php?
1d=$12%4=$34public_login=true

FewriteRule “omat/C[A-9]1+) freports—0, +)/C0A-9]1+) /7% reports. $2. php?project =$1 &1 d=%3

FewriteRule “omat-public/c[A-9]1+) freports—indi cators?$ omat. indicator-1ist, php?
id=%1Zpublic_login=true

FewriteRule “omat-public/CLB-9]+) freports—(, +)/C[A-9]1+) /7% reports. $2. php?
project=$1 i d=$3&public_l ogi n=true

FewriteRule “omat/C[A-9]1+) freports—0(, +1/0, +2/7% reports $2, php?i d=$1 2$3=true

FewriteRule “omat/C[A-9]1+) freports—(, +1/7% reports, $2. php?id=§1

FewriteRule “omat-public/CLB-9]1+) freports—(, +1 /7% reports. $2. php?
id=%1Zpublic_login=true

FewriteRule “omat/CLA-91+) /0, +2/CLA-9]+2 /0, +2/C[B-91+2 7% omat. $2. php?
project =1 41 d=$35%4=45

FewriteRule “omat/CLA-91+2 /0, +2/0, +2/C[B-91+2 /7% omat, $2, php?project =$1 4$3=%4

FewriteRule “omat/CLA-91+42 /0, +2/CLB-91+2 /0, +2/7% omat, $2. phpTproject =$1 &1 d=$34%d=t rue

FewriteRule “omat/CLA-9]1+) /0, +2/CLA-9]1+2 /7% omat. $2. php?project =$1 &1 d=%3

RewriteRule “omat/CLE-91+) /0, #2370, +2/7% omat, $2. php?id=$1 2$3=true



RewriteRul e

RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e

RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e

“omat/CLA-91+) /0, 42 /7% omat, $2. php?id=$1

“omat/C,
“omat/C,
“omat/C,

+1/CLA-91+2 /0, +2/([B-9]+) 7% omat, $1. php?id=$24$3=%4
+1ACLE-9]+2 40, #2778 omat, $1. php?i d=$2imessage=%3
+1/C[A-9]+2 /7% omat, $1. php?id=$2

“omat ./, +1 /0 del eted saved) 7% omat, $1. phpTmessage=%2
“omat/C, 42 /7% omat., $1. php

+1ACLE-91+2 40, #)7% cms, $1. php¥i d=$2443=t rue
+1/([A-9]1+2 7% cms. $1, php?id=42

+250, +27% cms, 1. php?$2=true

“ocmsdC, +247% cms, $1. php

“blog/C[A-91+) -, +2 /7% blog. php¥id=$1

“emsdi,
“emsdi,
“emsdi,

“access/([A-91+) /0, +1% access, php?i d=%1 2hash=$2
“access-datas([A-9]1+) /0, +2% access, php?id=$1 thash=$2&page=dat a
“profiles/i[A-9]1+) /publication/?$ publications. add php?profil e=true
“profilesCLA-91+) /0, +2/([BA-9]1+2 7% profile, $2, php?id=$1 ipaper=43
“profilesC[A-91+) /0, +2 /7% profile, $2. php¥id=$1

<A Modul e

#

# | Suppressing # Forcing the “www, =~ at the beginning of URLs

#

The same content should never be awallable under two di Frerent URLs,

especially not with and without “www, ~ &t the beginning, This can caus

and therefore,
the

SEQ probl ems (duplicate contentl, you shoul d choose one

BH R " W

of the alternatlves and redirFect ot her one,

# By default Option 1™ (oo “wew "3 15 activated,

# httpe 77 no—wew, orgsfag php?g=cl ass_b
# If you would prefer to use Option 27, just comment out all the 1ines

# from Option 1~ and uncomment the ones from "Option 27,

# IMPORTANT: HEYER LSE BOTH RULES AT THE SHME TIHE!

fatinn 1 Feuet te wnnd, Feamnl 2 rom + Sxamnl 2 rom
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£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /% B{REQUEST_URIF [R=381, L]
/I fModul e

# Option 20 rewlte exampl e com + www, Exampl 2 com

# Be aware that the followlng might not be 3 good 1dea I you use "real”
# subdomains for certalin parts of your website

# <IrfModul e mod_rewite c:
# Rewri teCond #CHTTPS: ! =on

# Rewri teCond ZCHTTP_HOST? ! “www', L[HCT

# Rewri teCond #SERVER_ADDR: ! =127, A, 6, 1

# Rewr teCond #SERVER_ADDR: ! =:: 1

# RewriteRule ™ http: /s www, ZEHTTP_HOST} ECREQUEST_LRI} [R=541, L]

# <71 FHodul e
B
# # SECURITY #
B

#
# 1 Clickjackimg /
#

# Frotect website agalnst clickjacklng.

# The example below sends the 5-Frame-0Options’ response header with the val ue
# "DEWY , Informing browsers not to display the web page content in any frame,

# This might not be the best setting for everyone, You shoul d read about the
# other two possible values for X-Frame-Options : " SAMEORIGIN & " ALLOW-FROM
# http /rtool s 1etf, orglhtml Zrforasdgsect 1 on-2, 1

# Keep in mind that while you could send the " s-Frame-Options  header for all

] ] ] ] ] ]
H mF - =1 ts” = mEAss th1 = hzs=s tha Artantcs 2] Asvms1 As thst 14 Fre-kia Aes swan



m o HULII -d L T HUHC;’; LR e [ = R By | == HULCIILJ.UJ. ey 1oL e Lrrde Lo L oL el
# non-malicious framing of gour content (e g when users visit your site using
# a Google Image Search results pagel,

# Honethel ess, you should ensure that you send the 5-Frame-0ptions  header for
# all pages that allow 3 user to make a state changing operation (e g pages

# that contain one-click purchase 1inks, checkout or bank-transfer confirmation
# pages, pages that make permanent conflgueation changes, ete, ),

# Sending the " X-Frame-Options  header can also protect your website against
# more than just clickjacking attacks: https: /7curess desxfo-click jacklng pdf,

# http Artool s 1etf, orgshtml /rfc7asd

# http: /7Bl ogs, msdn, comsbeT el nt ernal s/archi ves 281 /A5 38, combat 1 ng-cl 1 ok jackl my-wi th-x-
frame-opt1ons, aspx

# https: <l www, owasp, orgll ndex, phpesCl1 ok jackl mg

# <IfHodul e mod_headers, cr

# Header set X-Frame-Options "DEHY"

# ¢Filestlatch "%, (appeachel atoml crxl cssl curl eot! r40abpwd] £1vl gi 1 htol 1col jpe?
gl jsl jsoncldr?

| mdL 371 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £l pdfl pngl rdfl rssl safari extzl svgz?

| swrl ttLef1l vefl vt t! webappl webl mpd! worf] xml ] xpi 1 g" >

# Header unset X-Frame-0ptions

# </F11estiatch

# <1 FHodul e

#
# | Content Security Policy (CSF /
#

# Mitigate the risk of cross-site scripting and other content-injection attacks,

# This can be done by setting a Content Security Folicy which whitelists
# trusted sources of content for your website,

# The example header below allows OMLY scripts that are 1oaded from the current
# site's origin Cno inline scripts, no COH, etch, This almost certainly won't
# work as-1s for your sitel

# For more details on how to craft a reasonable policy for your site, read:

Y T S N R ) Sy N Y STy PSS (S Y N S R [N S i N [ N s i R R RS S N S



# NLLLY 7 TTLNL S DK S, GOy 27 CULOr D dL Sy SE0Ur 1 Loy CONLEN L =S200r 1 Ly—pori oy L or /e
# specification http /sw3 org/TRACSFY, Also, to make things easier, you can

# use an online C5F header generator such as: http #/cspl sawesome, coms,

# I fHodul & mod_headetrs, cx

# Header set Content-5ecuri ty-Pol1cy

"

y "script-sc 'selr'; object-src 'self'”

# CFilestiatch "%, Cappeachel atoml crxl cssl curl eot! r40abpw]] £1v gi 1 htcl 1col jpe?
gl j=l jsoncldr?

| mdL 37/ mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sarfarl ext zl svgz?

| swrl ttLer1l vefl vt t! webappl webl mpd! woffl xml ] xpi 13" >

# Header unset Content -5ecuri ty-Pol 1oy

# </F1lestiatch

# <1 FHodul e

#
# 1 File access /
#

# Elock access to directories without 5 default document.
# You should 1eawve the followimg uncommented, a5 you shouldn't allow angone to
# surt through every directory on your server (which may 1ncludes rather private

# places such as the CHS's directoriess,

<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

# Block access to hidden riles and directories,

# This includes directories used by wersion control systems such as Git and 59K,

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,



# By default, block access to backup and source files that may be 1eft by some
# text editors and can pose 3 securlty risk when anyone has access to them,
# http A/ feross orgsomspl ol tr

# TMPORTANT: lpdate the ~<Filestiatch: regular expression from below to 1nclude
# any riles that might end up on your production server and can expose sensitlve
# information about your website, These fi1les may 1nclude: configuration £11es,
# riles that contain metadata asbout the project (e g @ project dependenci ess,

# build scripts, etc..

£FilesMatch "C°#, =# %, (bakl configl distl flalinfcill 1ogl psdl shl sgll swlopl | "3 g"

# Hpache < 2 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

/I fModul e

# Apache = 2, 3

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs
#

# | Reducing MIME type securlty risks /
#

# Frevent some browsers from MIME-3ni FfIng the response

# Thi=s reduces exposure to drive-by download attacks and cross-origin data

# leaks, and should be 1eft uncommented, especially 1F the web server 15

# =erving user-upl oaded content or content that could potentially be treated
# a5 executable by the browser,

# http /7w, 511 deshare, net s hasegawayosuk e owasp—-hasegaus
# httpe /7Bl ogs, msdn, comsbll el archl ves 2085/ 8778201 eE-securl ty-part —v-comprehenst ve-
protection aspx



# http: Aomsdn microsoft, com/en-ussl1brarysl esggb22941, aspx
# http: /7mimesni £F, spec, whatwg, org

<IfModule mod_headers, c
Header set X-Content-Tupe-Options “nosniff"
<SIfModul e

#
# | Secure Sockets Layesr (5500 /
#

# Rewrite secure requests properly In order to prevent 550 certificate warni ngs,
# E g prevent https: /swww exampl e, com” when your certlficate only allows
# "https: //secure exampl e, com

# <IfModul e mod_rewite cx

# Rewri telond XCSERYER_FORTY | 7443

# RewriteRule ™ https: /sexampl e-domal n-pl ease-change-me, comiREQUEST_URI? [R=341, L]
# <1 FHodul e

#
# 1 HTTF 5trict Transport Security (HSTS /
#

# Force client-side 550 redirection,

# If 3 user tuypes example com™ In his browser, the above rule will redirect
# him to the secure version of the site, That still leaves & window of

# opportunity Cthe initial HTTP connectiont for an attacker to downgrade or
# redirect the reguest,

# The rollowing header ensures that browser will OHLY connect to your server
# via HTTPS, regardless of what the users type in the address bar,

# http #rtool s 1etf, orgshtml <draft-iet f-websec-stri ct-transport -sec-1 44secti on-6, 1
# http: /7w, Bt ml 5rocks, comsenstut ori 2l 5/5ecurl tystransport -1 ayer-securi tuys

# TMPORTANT: Remowe the 1ncludeSublomains’ optional directive 1f the subdomalns
# are not using HTTFS,

# <IfHodul & mod_headers, cx



#  Header set Strict-Transport-Secority "max-age=16676466; 1ncludeSubbonal ns"
# </IrModul e

B R
# # HWEE FERFUORMAHCE #
B R

<IfModul e mod_deflate, o

# Force compression for mangl ed headers,
# httpe /7 devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushil ng-beyond-gz1 ppl ng
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter c:’ and ~</IfHodulex  11nes
# a5 AddoutputFilterByType’ 1s still In the core directives),
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
application/ld+json &
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype
images svg+xml
images x—1icon M



text/css A
text/html 5
text/plain &
text/ x—component
text/xml

/I fModul e

AT Modul e

#
# | Content transformations
#

# Frevent mobile network providers from modi fying the website's content.
# http: AC i, w3 orgsFrotocol s/ fcl6] bArfcl6] b-5ec] 4, html #5ecl <, 4, 5

# <IfHodul & mod_headers, c»
# Header set Cache-Control "no-transform”
# <o Fodul ex

#
# | ETags
#

# Remove "ETags as resources are sent with far-future explres headers,
# httpe A7devel oper, yahoo, comsperf ormancesrul es, [t ml #et ags.

# FileFTag Hone  doesn't work in all cases,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

FileETag Hone

#

# | Expires headers
#

# The followlng explres headers are set pretty far in the futue I you
# don't control wersioning with fi1lename-based cache busting, consider
# lowering the cache time for resowces such a5 style sheets and Javascript



# riles to something 11ke one week,

£IfModul e mod_expires, o

ExpiresActive on

Expireshefault "access plus 1 month"
# [55
ExpiresByTupe text/css "access plus 1 year”

# Data 1nterchange

ExpiresByTupe applicationd json "access plus A seconds”
ExpiresByType applicationdld+json "access plus A seconds”
ExpiresByTupe applicationsxml "access plus A seconds”
ExpiresByTupe text/xml "access plus A seconds”
# Favicon {cannot be renamed! ) and corsor 1mages
ExpiresByTupe images x-icon "access plus 1 week"
# HTAL components (HTCS)
ExpiresByType text/x-component "access plus 1 month"
# HTHL
ExpiresByTupe text/himl "access plus A seconds”
# Javascript
ExpiresByTupe application/ javascript "access plus 1 year”

# Manifest files
ExpiresByTupe applicationdx-web-app-manifest+json  "access plus @ seconds”

ExpiresByTupe text/cache-manifest "access plus A seconds”
# Medi a
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe imagesaif "access plus 1 month"
ExpiresByTupe image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe wideos/mpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"



# Web feeds
ExpiresByTupe applicationdatom+xml "access plus 1 hour”
ExpiresByTupe application/rss+xml "access plus 1 hour”

# Web fonts

ExpiresByTupe applicationsfont-woff "access plus 1 month"
ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"
ExpiresByTupe applicationdx-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

</ fModul e

#

# | Filename-based cache bustimg /

#

#If you're not using & bulld process to manage your £11ename wersion Fewvl m,
# you might want to consider enabling the following directives to route all

# reguests such as sossostyle 120 45 css to Sossestyle css

# To understand why this 1s important and a better Idea than “# css?wa3l . read:

# http /7=t evesouders, comsbl ogs 2088, 85, 25 1wl ng-111 Eﬁ&/ﬂf:?—dﬂﬁl.‘—J5r_='—:_71_/r_='r'y5tr'1' g

I fModule mod_tewrite, o

RewriteCond #{REQUEST_FILEMAMEY ! -f

FewriteRule “C, +2%, Chd+dh, O sl cssl pngl jpe?gl gif) s $1. %3 [L]
</TfModul e



