Directoryl ndex index html

# Apache Server Configs w2 14 681 HIT License
# https: ssgl thub, comshsbpsserver-conf] gs-apache

# 01y Using . htaccess' files slows down Apache, therefore, 1f you have
# access to the main server configuration file (which 15 usually called
# "httpd conf i, you should add this 1ogic there

#

# https: /7httpd apache, orgsdocsscurrent s howt osht access, [tml,

#
# 1 Cross-origin Images /
#

# Send the CORS header for 1mages when browsers reguest 1t

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "N, Cbmpl curl gi flicol jpetal pnagl swgz?l webpa §
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# 1 Cross-origin web fonts /
#

# Allow cross-origin access to web fonts,

<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl tELcfll wof 270 g"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e

VA R S S e
# # ERFURS #

AL AL L AL LL AL LML LL AL AL AL L AL L AL L AL L AL L AL L AL AL AL AL AL AL AL L AL AL AL L AL L AL L AL L AL AL AL L AL L AL AL AL AL AL AL AL AL AL L AL L AL AL AL AL AL L AL AL AL AL AL LL



# HHHHH A AR H AR AR AR

# Customl ze what Apache returns to the client 1n case of an error,
ErrorDocument 484 /4844

# [i=able the pattern matching based on £11enames,
Options -Multiviews

#
# | Document modes /
#

# Force Internet Explorer G/9/18 to rendsr pages in the highest mode

# available 1n the various cases when 1t may not,

<IfModul e mod_headers, o

Header set X-UA-Compatible "IE=edge"

# ‘mod_headers cannot match based on the content-tupe, however,
# the s-UA-Compatible’ response header should be send only for

# HTHL documents and not for the other resources,

¢FilesMatch "\,
 appcachel atoml bbawl bmpl crxl cssl curl eotl 40 abpyedl f1vl geojsonl gi f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof F271 x1ocl xml| xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:

AT Modul e

#
# 1 Media types /
#

# Serve resources with the proper media types OF, k. 4 MIME types),
#
# https: < Swww, 1303 orgsassi gnment s/medi 5t ypessmedi a-t ypes, xhtml

# https: </httpd apache orgsdocsscurrent s mods mod_mi me, Bt ml #addt ype



<IfModul e mod_mime. c»

# Data I1nterchange

AddType applicationsatom+xml atom

AddType applications json json map topojson
AddType applications/ld+json jsonld

AddType applicationsrss+xml (=i

AddType applicationswnd. geo+json Qe jSon

AddType applicationsxml rdf xml

# JavaScript

# Hormal i ze to standard type
# https: #/tools 1etf, orglhtml Arfod329secti on-7, 2

AddType applications javascript is

# Manifest files

AddType application/mani fest+json webmani f est
AddType applicationsx-web-app-mani f est+json webapp
AddType text/cache-manifest appcache

# Media riles

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0ga 0gg opus
AddType image/bmp bmp

AddType 1imagesswg+xml Vg SVOE
AddType image/webp webp

AddType wideo/mps fdv fdp mdv mpd
AddType wideo/ogg agy

AddType wvideo/webm webm

AddType wideosx—-f1w flw

# Serving . ico’ Image files with a different media tupe
# prevents Internet Explorer from displaying then as 1mages:
# https: #/gl thub, comshSbps it ml 5-

bt 1 erpl at es'commi t-3 705 ecA980A01 5608640591 boddohbZA53a0f Gee



AddTupe images x—1icon cur ico

# Web fonts

AddType applicationsfont-woff wof
AddTupe applicationsfont-woffZ woff2
AddType applicationsvwnd ms—fontobject eot

# Browsers usually 1gnore the font medis types and simply sniff
# the bytes to figure out the font type,

# httpos: ssmimesni £, spec, what wg, orgs#mat chil ng-a-font -t ype-pat tern
#

# Howsver, Blink and Webklt based browsers will show & warni mg
#1n the console If the following font types are served with any

# other medis types,

AddTupe applicationsx-font-ttf tto tif
AddType font/sopentype otf
# Other

AddTupe applicationsoctet-stream safariextz
AddTupe applicationsx-bb-appworl d bbaw
AddTupe applicationsx-chrome-extension crx
AddTupe applicationsx-opera-extension OEx
AddTupe applicationsx-xpinstall xpi
AddType textswcard voard wef
AddType text/vnd rim location, xloc xl o
AddType textswit wit
AddType text/sx-component htc

<A1 fModul e

#

# | Character encodlngs /

#

AddDef aul tCharset utf-5



# Serve the following file tupes with the media type charset’

# parameter set to UTF-8,

#

# https: //httpd apache orgsdocss curtent s mods mod_mi me, bt ml #addcharset

<IfModule mod_mime, o
AddCharset utf-& . atom

. bbaw
L BS54
. geojson b
R
. json b
cjsonld N
cmanifest %
Crdf o
L PS54
topojson b
vty
webapp M
webmani fest
cxloc
. xml

</TfModul e

L SR S
# # FEWRITES #
L SR S

#
# | Rewrlte englne /
#

# 010 Twrn on the rewite engine (this 15 necessary 1n order for

# the "RewriteRule directives to work),

#

# https A7kt tpd, apache, orgsdocscurrent < modsmod_tewl te bt ml #Rewr1 t eEngi ne
#

# (20 Epable the FollowSymlinks  option 1f It isn't already.

#

# https= <7kt tpd, apache, orgsdocs/current modscore html #opt i ons



#
# 030 If your web host doesn't allow the FollowSymlinks™ option,

# you need to comment It out or remove 1t, and then uncomment

# the "Options +5ymlinkslfOwnertiatch’ 1ine ¢4, but be aware

# of the performance 1mpact,

#

# http= /7ht tpd, apache, orgs/docscurrent <ml sc/perf -t uni ng, bt ml #5yml 1 k=

#

# ¢ Some cloud hosting services will require you set  RewrlteBase’,

#

# https /7w, Fack space. comsknowl edge_cent e/ freguent 1 y-asked-guest 1 onswhy-1 5-
modtewrl te-not —workl ng-on-my-=1te

# http= 7kt tpd, apache, orgs/docscurrent <modsmod_rewrl te, html #rewrl t ebase

#

# (5 Depending on how your server 15 set up you may also need to

# use the Rewritellptions directive to enable some options for

# the rewrlte englne

#

# http= A7kt tpd, apache, orgs/docscurrent < modsmod_rewrl te, html #rewrl teopt 1 ons
#

# (B Set FCEWY: PROTO} variable, to allow rewrites to redirect with the

# appropri ate schema asutomatically Chttp or httpss,

<IfModul e mod_rewrite, o

# 01
FewriteEngine On

# (20
# Options +FollowSyml 1nks

# (350
# Options +5ymlinkslfOwnertat ch

# 0
# Fewrl teBase

# (51
# Fewrl telptions <optlons:

# (6



RewriteCond #LHTTPSY =on
FewriteRule ™ - [env=proto https]
RewriteCond #CHTTPSY ! =on
RewriteRule ™ - [env=proto: httpl

<SIfModul e
# Rewite www, exampl e com — exampol & com

£IfModule mod_rewrite. o

FewriteEngine On

RewriteCond #CHTTPSY ! =on

RewriteCond #CHTTP_HOSTY “wwwh, €, +)% [HC]

FewriteRule ™ %{EMYW: PROTOX: /%1 BCREQUEST_URI Y [R=381, L]
<A1 fModul e

VA R S S e
# # SECURITY #
VA R S S e

# Block access to directories without 3 default documernt,

<IfModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e

# Block access to all hidden files and directories with the exception of
# the visible content from within the "/ well-knowns hHidden directory,

£IfModule mod_rewrite. o
FewriteEngine On
RewriteCond ¥{REQUEST_URIY "' 71 A% well-knowndC07™ £+, £ 70+%" [HC]
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /0% " - [F]
<A1 fModul e

# Block access to fl1les that can expose sensitive 1nformation,

<FilesMatch "¢ ™# «# %, (bakl confl distl flalinfcill 1ogl psdl shl sgll swloplal g



# Apache « 2 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e

# Apache =2 2 3

<IfModul e mod_authz_care, c
Fequire all denied

</TfModul e

</FilesMatchs
#

# | Reducing MIME type securlty risks /
#

<IfModul e mod_headetrs, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e

#
# | Herver-s1de technol ogy 1nformation /
#

<IfModul e mod_headers. ¢
Header unset X-Powered-By
<STFModul e

Server3ignature Off

<IfModul e mod_deflate, o

# Force compression for mangled Accept-Encoding request headers

# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-25661, html



£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterhss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
/I fModul e
/I fModul e

Compress all output 1abeled with one of the following medis types,

(13 For Apache versions below version 2 3 7 you don't need to
enable “mod_filter’ and can remove the <IfModule mod filter, c»’
and "<s/IfHodul ex” 1ines as AddOutputFilterByType 1s still in
the core directives

#
#
#
#
#
#
#
#

https: /7ht tpd, apache, orgsdocs/current /modsmod_f11ter, html #addout put £11terbyt ype

<IfModule mod_filter, c
AddOutputFilterBuType DEFLATE "applicationdatom+xml” %

"applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json" A
“applicationsrdf +xml" A
"applicationsrss+xml” A
"applicationsschema+json” A
"applicationsvnd. geo+json” &
"application/vnd ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani f est+json" A
“applicationsxhtml+xml” %
“applicationsxml" %
“fontseot" &
“font/opentype” A
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon" A

' '
M manad vl ~am' L



A mMOYSr A= w3
“text/cache-mani fest" &
“textsoss" A

“textshtml" N

“text/ javascript” A
“text/splain® A

“textsvocard”
“textsvnd rim location, xloc" A
"textsvtt" 4
"text S x-component”

"text /x-cross-domai n-policy” A
“text s xml”

AT Modul e

# Map the following f11ename extensions to the specified

# encoding type 1n order to make Apache serve the file types
# with the aporopriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! b,

#

# If these rfiles types would be served without an approprl ate
# ‘Content-Enable’ response header, client applications (e ..
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: </httpd apache. orgsdocsscurrent Smodsmod_mi me. ht ml #addencodl ng

<IfModul e mod_mime, c
AddEncoding gzip svgz
< I T Modul e

AT Modul e
#

# /| ETags /
#

# Remove ETags as resources are sent with far-ruture explres headers,
<IfModule mod_headers, c
Header unset ETag

AT S kA T o



LT IadUL ex

FileETag Hone

#

# | Expires headers
#

£IfModul e mod_expires. o

ExpiresActive on
Expireshefaul t

I\I
L
[y}

ExpiresByTupe text/css

# Data 1nterchange
ExpiresByTupe applicationsatom+xml
ExpiresByTupe applicationsrdf+xml
ExpiresByTupe application/rss+xml
ExpiresByType applicationd json
ExpiresByTuype applicationdld+json
ExpiresByTupe applicationsschema+json
ExpiresByTupe applicationdwnd, geo+json
ExpiresByTuype applicationdxml
ExpiresByTupe text/xml

# Favicon {(cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. microsoft, icon
ExpiresByTupe imagesx-1icon

# HTHL
ExpiresByType text/himl
# JavaScript

ExpiresByTupe application/ javascript

"access

"access

"access
"access
"access

"access
"access
"access
"access
"access
"access

"access
"access

"access

"access

plus

plus

plus
plus
plus

plus
plus
plus
plus
plus
plus

plus
plus

plus

plus

[y

=@ @ @ @ @

mont R

year"

hiour"
hiour"
hiour"

seconds"
seconds"
seconds"
seconds"
seconds"
seconds"

week"
week"

seconds"

year"



ExplresBylype applilcatlond x-Javascript
ExpiresByType text/javascript

# Manifest files

ExpiresByTupe applicationdmanifest+json

ExpiresByTuype applicationdx-web-app-mani fest+json

ExpiresByType text/cache-manifest

# Media riles

ExpiresByType audiosogg
ExpiresByType imagesbmp
ExpiresByType imagesqgif
ExpiresByTuype images jpeq
ExpiresByType imagespng
ExpiresByTuype imagesswg+xml
ExpiresByType image/webp
ExpiresByType wvideosmpd
ExpiresByType wvideosogg
ExpiresByType wideoswebm

# Web fonts

# Embedded OpenType (EOTI
ExpiresByType applicationdvnd, ms-fontobject
ExpiresByType font/eot

# LpenType
ExpiresByType font/opentype

# TrusType
ExpiresByType applicationdx-font-ttf

# HWeb Opern Font Format CHOFFG 1, &
ExpiresByType applicationsfont-woff
ExpiresByTuype applicationdx-font-woff
ExpiresByType font/woff

# Web Open Font Format CHOFFD Z 8
ExpiresByTuype applicationdfont-woffZ2

= [ e

"access

"access
"access

"access

"access
"access
"access
"access
"access
"access
"access
"access
"access

"access

"access

"access

"access

"access

"access
"access

"access

"access

plus 1 year"
plus 1 year"
plus 1 week"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



# 0Ot her

ExpiresByTupe text/x-cross-domain-policy "access plus 1 week"

AT Modul e



