#
# 1 Cross-origin 1mages |
#
# Send the CORS header for 1mages when browsers reguest 1,

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
£FilesMatch "N, Cbmpl curl gi flicol jpetal pnagl swgz?l webp) $
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e
#
# 1 Cross-origin web fonts |
#

# Allow cross-origin access to web fonts,

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl tE0of1l wof 270 8"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<41 fModul e
#
# | Document modes |
#
# Force Internet Explorer G/9/18 to render pages In the bl ghest mode

# avallable in the various cases when It may not,
<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge”
# ‘mod_headers’ cannot match based on the content-type, howsver,
# the "Y-UA-Compatible’ response header should be send only for
# HTHAL documents and not o the other resources,
£FilesMatch "4,
 appcachel atoml bbawl bmpl crxl cssl curl eotl f40abpydl f1vl geojsonl i fl htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl veard vofl wittl webappl webl mpdl wof f 271 xlocl xmll x<pi 2 §"
Header unset X-UA-Compatible
£/FilesMatch:
#
#1 File access |

AL




#

# Elock access to directories without 5 default document.
<IfModule mod_autoi ndex, c:

Options -Indexes
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,
#
£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swloplal "1 4"
# Apache « 23
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e
# Apache 2 2,3
<IfModul e mod_authz_care, c&
Fequire all denied
</TfModul e
£/FilesMatch:
</TfModul e
#
# 1 Rewite engine |
#
I fModule mod_tewrite, o
# 01
RewriteEngi ne On
# (20
# Options +FollowSyml 1 ks
# (350
# Options +5ymlinkslfOwnertiat ch
# (40
# Rewrl teBase
# (51

# Rewrl tedptions <optlons:
# (6
</TfModul e
I fModule mod_tewrite, o
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
</TfModul e



#
# | Expitres headers /
#
# BEGIH Expire headetrs

£IfModul e mod_expires. o

ExpiresActive on

Expireshefaul t "access plus 1 month"
# L55
ExpiresByTuype text/css "access plus 1 year"
# Data I1nterchange
ExpiresByTuype applicationdatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe applicationsrss+xml "access plus 1 hour”
ExpiresByType applicationd json "access plus A seconds”
ExpiresByType applicationdld+json "access plus A seconds”
ExpiresByType applicationsschema+json "access plus A seconds”
ExpiresByType applicationdvnd. geo+json "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByType text/xml "access plus A seconds”
# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByType imageswnd. microsoft, icon "access plus 1 week"
ExpiresByType imagesx-1icon "access plus 1 week"
# HTHL
ExpiresByType text/html "access plus A seconds”
# JavaScript
ExpiresByType applicationd javascript "access plus 1 year"
ExpiresByType applicationdx-javascript "access plus 1 year"
ExpiresByType text/javascript "access plus 1 year"
# Manifest files
ExpiresByType applicationdmanifest+json "access plus 1 year"
ExpiresByTuype applicationdx-web-app-manifest+json  "access plus A seconds"
ExpiresByType text/cache-manifest "access plus A seconds”
# Media files
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesbmp "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"
ExpiresByType image/webp "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"



ExpiresByType wvideosogg "access plus

ExpiresByType wideos webm "access plus
# Web ronts

# Embedded OpenType (EOTI

ExpiresByType applicationdvwnd ms-fontobject “access plus

ExpiresByType font/eot "access plus

# OpenType

ExpiresByType font/opentype "access plus

# TrueType

ExpiresByType applicationdx-font-ttf "access plus
# Web Opern Font Format CHOFF 1, 8
ExpiresByTupe applicationfont-woff "access plus
ExpiresByTupe applicationsx-font-woff "access plus
ExpiresByTupe font/woff "access plus
# Web Open Font Format CHOFFD Z 8
ExpiresByTupe applicationfont-woff2 "access plus
# Other
ExpiresByTupe text/x-cross—domain-policy "access plus
<41 fModul e

# EHD Expire headers
# BEGIH Cache-Control Headers
<IfModul e mod_headets, c
£FilesMatch "M, Cicol jpetal pnagl gi fl swfl gz " >
Header set Cache-Control "max-age=2592808, public”
£/FilesMatch:
¢FilesMatch "W\, (cssig"s
Header set Cache-Control "max-age=6B45808, public”
£/FilesMatch:
£FilesMatch "MW, Cjsag" s
Header set Cache-Control "max-age=2592808, private
£/FilesMatch:
¢FilesMatch "M CxThiml 7o g"
Header set Cache-Control "max-age=6B45808, public”

#Header set Pragma “cache”

£/FilesMatch:

<FilesMatch "N, Cphpag" s
#Header set Cache-Control "max-age=666, prlvate, must-reval 1date”
Header unset Cache-Control
#Header set Pragma "no-cache”

£/FilesMatch:

<41 fModul e
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mant b
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mant b

mant b
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week"



# EHL Cache-Control Headetrs
# BEGIN Turn ETags Off
<IfModul e mod_headers, ¢
Header unset ETag
</TfModul e
FileETag Hone
# EHD Turn ETags OFf
# <IrModul & mod_headers, cx
# BEGIH Remove Last-Hodi £1ed Hesder
# Header unset Last—Modi £1ed
# AT FModul e
# EHD Remove Last—Modi £1ed Header
# BEGIM Compress text r1les
<IfModule mod_deflate, o
#Lerl at eCompressi onlevel 1
£FilesMatch ' H.ECSEIJEIx?html?lphp)$"}
SetOutputFilter DEFLATE
£/FilesMatch:
AddOut putFilterBuTupe DEFLATE text./xml
AddOut putFilterBuTupe DEFLATE text/css
AddOut putFilterBuTupe DEFLATE text/javascript
AddOut putFilterBuTupe DEFLATE text/html
AddOutputFilterBuTupe DEFLATE text/plain
AddOut putFilterBuTupe DEFLATE applicationsxml
AddOut putFilterBuTupe DEFLATE applicationsxbtml+xml
AddOut putFilterBuTupe DEFLATE applicationsrss+xml
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOut putFilterBuTupe DEFLATE applicationsx-javascript
# FProperly handle old browsers that do not support compression
BrowserMatch "Mozillasd gzip-only-text/himl
BrowserMatch "Mozillasdh, BLETE] no-gzip
BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html
# Explicitly exclude binary files from compression just In case
SetEnvI fHoCase Request_URI %, ¢ gifl jpe?qgl pngl pdfl swflicol zipd $ no-gzip

# Felow uses mod_deflate to compress text files, Hewver compress binary £iles,

<IfModul e mod_headers, ¢
# Make sure proxies don't deliver the wong content
Header append Yary User-Agent enwv=! dont-wvary
# set cache control to private to 1gnore proxies and avold edge cases
Header append Cache-Control "priwvate”
# Remove the wvary header for MSIE



BrowserMatch "MSIE" force-no-wary
/I fModul e
/I fModul e
#

# | Reducing MIME type securlty risks |/
#

<IfModul e mod_headers, ¢
Header set X-Content-Type-Options “nosniff"
/I fModul e
# EHD Compress text fi1les
#apa# Config (1obal
#

# | Character encodings /
#

AddDef aul tCharset utf -5

# Serve the following file tupes with the media type charset’
# parameter set to UTF-8,
<IfModule mod_mime, >
AddCharset utf-5 . atom
. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
Crdf o
PS54
. topojson b
vt
webapp M
Cxloc s
. xml
/I fModul e
<IfModul e mod_phpS, c
HARRRRRRRR BB R BB R RRRRRRRRRRRR R AR AR AR AR RRR AR AA
## adjust memory 1imit
#php_val ue memory_lIimit 12601
#php_val ue max_executlon_time 15666
HARRRRRRRRRRRRRRRRRRRRRRRRRRR AR AR AR AR RRRRRAA
## disable magic guotes for php reguest vars



#php_ 130 magl c_quotes_gpe of F
HARRRRRRRRRRRRR BB BB BB BB RRRRRRRRRRRRRRRRRRRRH
## di sable sutomatic session start
## before autoload was 1nitiallzed
#iphp_rlag session suto_start off
HRRHRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRH
# di sable user agent werlfication to not break mul tiple 1mage upl osd
#php_rlag subosin session cryptus of F
HRRHRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRH
# turn off compatibility with PHPY when dealing with objects
#php_rlag zend zel _compatibility mode OFF
<41 fModul e
## default 1ndex file
Directoryl ndex index php
#Rewrl teCond XCHTTP_HOST? 71 ocal host
£IfModule mod_rewrite, o
RewriteCond #CHTTP_HOSTY ! “www',
FewriteRule “C, #3% http /Awww, ¥CHTTP_HOST %1 [R=381, L]
<41 fModul e
#
# | EEWRITE
#
HRAH A AR AR AR AR Fubl 1 c SRS ER AR AR AR R
FewriteCond ¥{REQUEST_URIY ! “/(warl fag)
RewriteRule “([La-zA-Z1{1, 33270, #) SE27strLangue=$1 [Q35A, L]
RewriteRule ™07 actualites! newsl nieuws)/{A,13%  /news. php [Q35A, L]

RewriteRule ™07 actualites| newsl nieuws)i[/Ipagel A1CLAA-91+42 /A, 13%  /news php?page=%1
[OSA, L]

RewriteRule ™07 actualites| newsl nieuws) /CAdi{di) /{A, 13%  /news. php?oetyear=$1 [0SA, L]
RewriteRule ™07 actualites! newsl nieuws) ACd{di) /ONd0230 /A, 1%  /news, php?

getyear=%1 &getmonth=%$2 [0Q3A, L]

RewriteRule 07 actualitesl newsl nieuws) /O dodrAdi2sAdi230 /([- _A-9a-zA-Z1+) /([ -_A-9a-zA-
F1+)/7%  /news, phpPgetdate=$1 &uri _get _news=$24get news=%3 [0SA, L]

RewriteRule ™07 actualites| newsl nieuws) /tags/ [ —+_A-9a-zA-F1+) /{0, 13%  /news php?tag=$l
[OSA, L]

RewriteRule “(7 pages)/C[/B-91+)[-1([-_B-9a-zA-Z1+)[/1{0, 1}% foms, php?
getidpage=%1 &geturi _page=4$2 [05SA, L]

RewriteRule (7 pages)/([/8-91+)[-1C[-_B-9a-zA-Z1+:[/1([/B-91+)[-1C[-_B-9a-zRA-Z1+2/{A, 13 %
Joms. php?getidpage_p=%1 &geturi _page_p=$2&get i dpage=$3&get uri _page=$4 [05SA, L]
FewriteRule “(7 cataloguel catalogy /78, 135 fcatalog php

[O5A, L]



RewriteRule "7 cataloguel catalogi[A1C0/A-9]+0[-1([-_A-9a-zA-21+) /{0, 1 3%

Jratal og, php?idcl c=%1 dpathclibel 1 e=$2 [Q5A, L]

RewriteRule ™7 cataloguel catalogi[A1C0/A-9]1+)[-10([-_A-9a-zA-21+)[/1CL/A-9]+)[-1([-_A-9a-
ZA-C1+2 /18, 135 Jratal og, php?idcl c=%1 &pathclibel 1 e=$241 dcl s=$34pathslibel 1 e=%d
[OSA, LI

FewriteRule “(% cataloguel catalogi[ /100 /A-9]1+30-10[ -_B-9a-zA-Z1+2[ /10 [ -_A-9a-zA-21+1[ -]
CLAB-91+2 /418, 135 Jratal og, php?idcl c=%1 &pathclibel 1 e=$24url cat al og=$341 dproduct =$4
[OSA, LI

RewriteRule ™7 cataloguel catalogi[A1C0/A-9]1+)[-10([-_A-9a-zA-21+)[/1CL/A-9]+)[-1([-_A-9a-
ZRA-E1+0 0100 -_B-9a-zR-Z1+) [ -1 L B-9]+0 /78, 135 fcatalog php?

idclc=$1 &pathclibel 1e=$241 dol s=$34pat hslibel 1 e=$440r] cat al og=$5&1 dproduct =$6 [Q5A, L]
RewriteRule "webservice/{d, 13% %IEMY: RELRI TEBASEXwebservice, php [QSA, L]

RewriteRule "webservicel /1C[a-zA-21+) /{6, 13% #{EMY: REWRI TEBASE}webservice, php?
collection=$1 [QSA, L]

RewriteRule "webservicel /1C[a-zA-Z1+)[/1C[a-zA-Z1+2/{A, 13% %

£EMY: RELRI TEEASE Y webservice, phptool 1 ection=§1 &retrieve=$2 [035A, L]

RewriteRule "webservicel /1L a-zA-Z1+)[/1CLa-zA-Z1+2[A1C0A-9]+2 /A, 13% %

£EMY: RELRI TEEASE Y webservice, php¥ool 1 ection=%1 &retri eve=$241 d=$3 [0SA, L]

RewriteRule "webservicel /1C[a-zA-Z1+)[/1CLa-zA-Z1+2[/1CLA-9]1+2[/1([a—zA-21+) /€@, 1% %
LEHY: RELRI TEEASE Y webservice, phptool 1 ection=$1 &retri eve=$241 d=$3%action=%4 [Q35A, L]
RewriteRule "webservicel /1L a-zA-Z1+)[/1CLa-zA-Z1+2[A1CLBA-9]1+2[/1C[a—-zA-21+) [ /10 [ a-zA-
£1+2/4A, 13% ¥EMY: REWRI TEBASEXwebservice, php?

collection=$1 &retrieve=$241 d=$3%action=$44subaction=$5 [0SR, L]

HRBH AR AR AR AR AR AR AR RARE Pl ugl ns #ARRHTARER IR AR AR BRI RHR AR AR 1]

#Rew 1 teRule “Cadminys - [L]

RewriteCond #REQUEST_URIY ! “/Cadminl installl webservice)

RewriteRule “([A-9a-zA-Z1+) /{0, 13§ dplugins, php?magi xmod=%1 [Q5A, L]
FewriteRule “([A-9a-zA-Z1+1[/1C0B-91+2 /LA, 13% /plugins. phpmagi xmod=%1 &page=%$2 [0SA, L]
RewriteRule “([B-9a-zR-Z1+2[/ 107 sorta[ /10 a—zA-21+) /4@, 13% /plugins. php?

magi xmod=%$1 &sort=$2 [035A, L]

#ass Addi tionnal params #iE

RewriteRule "([B-9a-zR-Z1+2[/1([-_B-9a-zA-Z]1+)[-1([A-9]1+) /{8, 13% /plugins. php?

magi xmod=%$1 &pstringl =$2&pruml =$3 [Q35A, L]

RewriteRule “([A-9a-zA-21+1[/10[-_B-9a-zA-1+) /{0, 1% /plugins, php?magi xmod=%1 &pstringl =$2
[Q5A, L]

RewriteRule “([A-9a-zA-Z1+1[ /10 -_B-9a-zA-Z1+1[ /100 -_B-9a-zA-£1+) /1A, 13% /plugins. php?
magi xmod=%$1 &pstringl =$24pstring2=$3 [05SA, L]

RewriteRule “([A-9a-zA-21+1 0/ 10hd0adr a2y A 230 [/ 100 -_A-9a-zA-21+) [ -1C[B-91+) /{A, 1 1%
Jplugins, php?magi xmod=%1 &pdat e=$24pstringl =$34&pnuml =%4 [0OSA, L]

FewriteRule “([A-9a-zA-Z1+1[ /100 -_B-9a-zA-Z1+3[-1C[A-9]1+)[ /][ -_B-9a-zA-Z1+21[-1C[A-

Q1+ A7A.1 0% Al on ns. nhn?mani cmod=%1 Snst e ool =5280n0m! =4235%50st -1 nn?=$48nmm2=%5 TOSA. 11
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RewriteRule “([A-9a-zA-F1+1[/10(0—_A-9a-zA-Z1+1[-1C[A-9]1+1[ /1 —_A-9a-zA-21+1[-1C[A-91+1[ /]

i[-_A-9a-zA-£1+)-([B-91+) /{8, 137% /plugins. php?
magi xmod=%1 &pstringl =$2&pnuml =$34pstri ng2=$44pnum2=$54pst ri ng3=$6&pnum3=$7 [0QSA, L]



