php_wvalue upload_max_filesize ZA43M
php_wvalue post_max_size ZA48M
php_walue memory_limit 28430

# BEGIH W3TC Browser Cache
<IfModule mod_deflate, c
<IfModul & mod_headets, c
Header append Yary User-Agent enwv=! dont-wvary
<A1 fModul e

AddOutputFilterBuTupe DEFLATE text/css text/x-component applicationdx-javascript

application/ javascript text/javascript text/x-js text/html text/richtext imagesswg+xml

text/plain text/xsd text/xsl text/xml image/x-icon application/json
£IfModul e mod_mime.
# DEFLATE by extension
AddOutputFilter DEFLATE js css htm html xml
<A1 fModul e
<A1 fModul e
# EHD WZTC Browser Cache

# BEGIH I Themes Security - Do not modl fuy or remove this 11ne
# 1 Themes Security Config Details 2
# Enable HackRepalr. com's blacklist feature - Securlty > Settings
Defaul t Blacklist
Start HackRepalr, com Blacklist
FewriteEngine on
# Start Abuse Agent Blocklng

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

| o PSR R Y R |

HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX

WELITTA O Lern SaerLTma

""Mozilla #Indy" [HC, OR]
""Mozilla, #HEWT" [HC, ORI

“g" [HC, OR]

""Maxthong" [HC, OR]

""Seafonkeyt” [HC, ORI

"“Acunetix" [HC, ORI

""hbinlar" [HC, ORI

"Bl acklidow" [HC, OR]

""Bolt @" [HC, ORI

"T"BOT for JCE" [HC, OR]

"“Bot mailto craftbot@gahoot, com”
"“rasper” [HC, OR]

"“checkprivacy” [HC, OR]
""ChinaClaw" [HC, OR]

LI, [ E R R L LT o'l |

» Banned Lsers »

[HC, OR1



FEWr 1l LeLurg
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

&L IF_U2CK_HEEM | f
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

CLSMNLLp LG, U]

"“cmsworldmap” [HC, ORI

"“comodo” [HC, ORI
""Custo" [HC, OR]

"“Default Browser 8" [HC, OR]

““diavol" [HC, OR]
"CDIThbot" [HC, OR]
"TDISCo" [HC, OR]
"“dotbot" [HC, OR]

"“Downl oad Demon" [HC, OR]

""eCatch" [HC, OR]

"“EirGrabber" [HC, OR]
"“EmailCollector" [HC, OR]
""EmailSiphon” [HC, OR]

"TEmailMol " [HC, ORI

""Express WebPictures" [HC, OR]

"“extract" [HC, ORI

"“ExtractorPrao” [HC, OR]

" “EyeMetIE" [HC, ORI

"“feedfinder" [HC, OR]

""FHscan" [HC, OR]
""FlashGet" [HC, ORI
"“flicky" [HC, ORI
""g@|Egle” [HC, ORI
""GetRight" [HC, ORI
"Getleby! " [HC, ORI
"GN Zi1la" [HC, OR]

" “Gos-Aheads -Gots-It" [HC, OR]

""grab" [HC, 0R]

" "GrabMet” [HC, OR]
"Grafula” [HC, ORI
"“harvest" [HC, OR]
"THMYiew" [HC, ORI

" a_archiver" [HC, ORI

n

"“InterGET" [HC, OR]

“"Internet Hinja" [HC, ORI
"“InternetSeert, com" [HC, OR]

""jakarta" [HC, ORI
" Java" [HC, OR]

[ Q. —_—rem = ——

Image Stripper" [HC, ORI
"“Image Sucker" [HC, ORI



Fewrl teCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELHTTP_USERE _HGEMT
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

“rJetlar” LHC, ORI

“UJOC Web Spider” CHC, OR]

"“kanagawa" [HC, OR]
““kmccrew” [HC, ORI
“"larbin” [HC, ORI
" “LeechFTP" [HC, ORI
“ 11 bwww”  [HC, ORI

"*Mass Downloader" [HC, ORI
"“microsofths, url" [HC, OR]
"*MIDown tool" [HC, ORI

"““miner" [HC, OR]

“"Mister Pix" [HC, ORI
" "MSFrontPage" [HC, OR]

"“Mavroad" [HC, ORI
"“MearsSite" [HC, OR]

“"Het Mampire" [HC, OR]

""MetAnts" [HC, OR]
""HetSpider" [HC, OR]
""HetZIP" [HC, ORI
““rutch" [HC, OR]

"“Octopus" [HC, ORI

“"Offline Explorer" [HC, ORI
“"Offline Mavigator" [HC, OR]
" “PagelGrabber” [HC, OR]

"“Papa Foto" [HC, ORI
“pavuk” [HC, ORI
" “pcBrowser” [HC, OR]
"“PeoplePal" [HC, OR]

“planetwork” [HC, OR]

““psbot" [HC, ORI
"“purebot"” [HC, ORI
““pycurl” [CHC, OR]

"“Real Downl oad" [HC, OR]

"“Reket" [HC, ORI
""Rippers 8" [HC, OR]

"*sitechecks, internetseers, com" [HC, ORI
""5itesSnagger” [HC, ORI

““skygrid" [HC, ORI

"“SmartDbownl oad” [HC, OR]

"“sucker" [HC, ORI
"“SuperBot" [HC, OR]



RewriteCond %CHTTP_USER_AGEMTY " “SuperHTTP" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “Surfbot” [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “tAkelOut" L[HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “Teleport Prao" [HC, ORI
RewriteCond #%CHTTP_USER_AGEMTY "“Toata dragostea mea pentru diawola" [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY "“turnit" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “wikspider" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " ™ol dEYE" [HC, OR]
RewriteCond %CHTTP_USER_AGEHTY "“leb Image Collector” [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “keb Sucker" [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “kebAuto” [HC, OR]
RewriteCond #%CHTTP_USER_AGEMTY " “kebBandit" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “kebCopier" [HC, ORI
RewriteCond #%CHTTP_USER_AGEMTY " “kebFetch" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “kebGo I5" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “leblLeacher” [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “lebReaper" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “kebSauger" [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY "“Website eXtractor" [HC, ORI
RewriteCond #¥{HTTP_USER_AGEMTY "“Website Quester" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “kebStripper” [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “Mebllhacker" [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “LebZIP" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “lget" L[HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “kidow" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “MPScan” [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY " “LWWY-Mechanize" [HC, OR]
RewriteCond #%CHTTP_USER_AGEMTY " “LHWWOFFLE" [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " "¥aldon WebSpider” [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “Feus" [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY " “zmeu" L[HC, OR]
RewriteCond %CHTTP_USER_AGEMTY "36A5pider” [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY "AhrefsBot" [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY "CazoodleBot" [HC, ORI
RewriteCond #%CHTTP_USER_AGEMTY "discobot” [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY "EasouSpi der” [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY "ecxi" [HC, ORI

RewriteCond %CHTTP_USER_AGEMTY "GTw % WEW" [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY "heritrix" [HC, OR]
RewriteCond %CHTTP_USER_AGEMTY "HTTP%: % Lite" [HC, ORI
RewriteCond %CHTTP_USER_AGEMTY "HTTrack" [HC, ORI



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
# End Rbuse

#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
Agent Blocking

"ia_archiwver" [HC, OR]

"idy-search" [HC, OR]
"IDEBot" [HC, OR]

“Indy Library" [HC, OR]

"IRLbot" [HC, OR]

"I15C Systems iRc Search 241" [HC, OR]
"LinksCrawler" [HC, ORI
"LinksManagerh., com_bot" [HC, OR]

"linkwal ker" [HC, OR]

"Twph-triwial™ [HC, OR]
"MFC_Tear_Sample" [HC, ORI
"Microsoft URL Control" CHC, OR]
"Missigua Locator” [HC, ORI

"Ml Zbot" [HC, OR]

"panscients, com" [HC, OR]
“PECL%: % HTTP" [HC, OR]

"PHPCrawl" [HC, OR]

"PleaseCrawl" [HC, OR]

"SBEIder" [HC, ORI

"SearchmetricsBot" [HC, ORI

"SeznamBot" [HC, OR]
"Snoopy” [HC, OR]
"Steeler" [HC, ORI

“URIM: % Fetch" [HC, OR]

"urllib" [HC, OR]
“Web Sucker" [HC, OR]
"webalta" [HC, OR]
“lebColl age" [HC, OR]

"lells Search IT" [HC, OR]

"HEP Search" [HC, ORI
"roviBot" [HC, OR]

“YisouSpider” [HC, OR]

"zermelo" [HC, ORI
"FuBorg” [HC, ORI

# start Abuse HTTF Referter Blockimg

RewriteCond #¥{HTTP_REFERERY "“https? /0T [7/1+%, 27semalts, com” [HC, OR]
RewriteCond ¥{HTTP_REFERERY "“https? A0 [7/1+h, 2 7kambasofth, com" [HC, OR]
RewriteCond ¥{HTTP_REFERERY "“https?: /40T [7F14+4, 17savetubevi deos, com” [HC]
# End Abuse HTTF Referter Blockimg

RewriteRule ™ = - [F,L]



# End HackRepalr, com Blacklist, http: s/pastebln comsushackrepal -

# Frotect System Files - Security > Settings > System Twesks >

<files . htaccess:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e

<IfModul e ! mod_authz_core, o>

Order allow, deny
Deny from all
<41 Modul e
/files:
<files readme. html:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e

<IfModul e ! mod_authz_core, o>

Order allow, deny
Deny from all
<41 Modul e
/files:
<files readme, txt:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e

<IfModul e ! mod_authz_core, o>

Order allow, deny
Deny from all
<41 Modul e
/files:
<files install. php:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e

<IfModul e ! mod_authz_core, o>

Order allow, deny
Deny from all
<41 Modul e
/files:
<files wp-config php:
<IfModul e mod_authz_care, c

System Files



Require all denied
<A1 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<A1 fModul e
/files:

# [0 sable XHL-RPC - Securlty > Settings > WordPress Tweaks > XML-RFC
<files xmlrpc, phpe
<IfModul e mod_authz_core, c
Require all denied
<A1 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<A1 fModul e
/files:

# 0isable Directory Browsing - Securlty > Settings > System Twesks > [0frectory
Brow=1 g
Options -Indexes

<IfModul e mod_rewrite, o
FewriteEngine On

# Frotect System Files - Security > Settings > 5Suystem Twesks > System F1les
RewriteRule “wp-adminsincludess - [F]

RewriteRule ! “wp-includess - [5=3]

RewriteCond #{SCRIPT_FILEMAME: ! ™, #)wp-includes/ms-files, php

RewriteRule "wp-includess[~/1+%\, phpg - [F]

RewriteRule “wp-includes/ js/tinumceslangss. +5 php - [F]

RewriteRule “wp-includes/theme-compat,; - [F]

# [0isable PHP In Uploads - Security > Settings > System Twesks > Upl oads
FewriteRule “wph-content/uploads/, =\, (7 phpl1-6171 phtl phtml 2% - [HC, F]

# Filter Reguest Methods - Security > Settings > System Tweaks > Reguest Hethods
RewriteCond ¥{REQUEST_METHOD: “C TRACEl DELETEl TRACK) [HC]
RewriteRule ~ % - [F]



# Filter Suspicious Query Strings in the URL - Security > Settings > Suystem Twesks
» Suspl clous Query Stelngs

RewriteCond #COUERY_STRIMGY . . %/ [HC, OR]

FewriteCond ¥{OUERY_STRIMGY ~. #\, (bashl gitl hgl 1ogl svnl swpl cvs) [HC, OR1

FewriteCond ¥OUERY_STRIMGY etc/passwd [HC, OR]

RewriteCond #¥LOUERY_STRIMGY booth, ini [HC, ORI

RewriteCond #COUERY_STRIMGY fiph: [HC, OR]

RewriteCond #COUERY_STRIMGY https:  [HC, ORI

RewriteCond ¥{OUERY_STRIMGY httpsh: [HC, ORI

RewriteCond #COUERY_STRIMGY (Ml #3C), #script, =0h%:] ¥3E) [HC, OR]

RewriteCond #LOUERY_STRIMGY mosConfig_[a-zA-Z2_171,21%0=| #30) [HC, ORI

RewriteCond %{OUERY_STRIMGY basebd_sncode. =4¢, %) [HC, OR]

RewriteCond #COUERY_STRIMGY ©, #(#24&x), = [HC, ORI

RewriteCond ¥LOUERY_STRIMGY ©, #(127%, B), # [HC, OR]

FewriteCond ¥OUERY_STRIMGY ~. «(global sl encodel 1ocal hostl 1oopback?, = [HC, OR]

FewriteCond ¥OUERY_STRIMGY ~. #(request| concatl insertl unionl decl are), # [HC]

FewriteCond ¥OUERY_STRIMGY ! “1oggedout=true

FewriteCond #{OUERY_STRIMGY ! "action=jetpack-sso

FewriteCond ¥OUERY_STRIHGY ! "action=rp

FewriteCond ¥{HTTP_COOKIEY ! ™ #wordpress_logged_in_, =%

RewriteCond ¥{HTTP_REFERERY ! “http: //mapsh. googleapish, coml, 1%

RewriteRule ™ & - [F]

# Filter Mon-English Characters - Securlty > Settings » System Twesks > MHon-
English Characters
RewriteCond ¥COUERY_STRIMGE =, = %A1 %A1 #Bl %CI %Dl ¥E| ¥F), = [HC]

RewriteRule ™ % - [F]

# Reduce Comment Spam - Security > Settings > System Tweaks > Comment Spam
RewriteCond %{REQUEST_METHODY POST
FewriteCond ¥REQUEST_URIY fwp-comments—-posts, phps
RewriteCond #{HTTP_USER_RAGEMTY “% [OR]
RewriteCond %{HTTP_REFERERZ ! "https? A/CCL7/T+h, 27

thicloudh, coml jetpack'. wordpressh, comd jetpack-comment) (/1§ [HCI
RewriteRule ™ & - [F]

</TfModul e
# EHD 1 Themes Security - Do not modi fy or remove this 11ne



