# BEGIH WordFress

£IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh. phpd - [LI
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]

<A1 fModul e

# EHD HWordFress

#LHarse

AddCharzet utf-5 . himl . css . php

AddType applicationsrss+xml; charset=utf-3 . rss

#OIR 1 ndex
Directoryl ndex index php

# Redirect www urls to non-www

FewriteEngine on

RewriteCond #CHTTP_HOSTY ! “YOURDOMAL M. COM
RewriteRule (. %) http //YOURDOMAIM, COMA$l [R=381, L]

# Block the 1nclude-only files,

£IfModule mod_rewrite, o

FewriteEngine On

RewriteBase /

FewriteRule “wp-admin/includes/ - [F, L]

FewriteRule ! “wp-includes/ - [5=3]

FewriteRule “wp-includessL"/1+\ phps - [F.L]

FewriteRule “wp-includess js/tinumceslangss. +\. php - [F, L]
FewriteRule “wp-includes/theme-compats - CF, L]

<A1 fModul e

##To protect against script 1njections and attempts to modi fuy PHP’ s global and request wvarl.
£IfModule mod_rewrite, o

RewriteCond ¥{OUERY_STRIMGY (h<| %300, #script, =04 ¥3E) [HC, OR]

FewriteCond ¥{OUERY_STRIMGY GLOBALSC =l [l L B-9A-Z1{8, 23 [OR]

FewriteCond ¥{OUERY_STRIMGY _REQUESTC =l LI NELB-9A-Z14A, 230

FewriteRule . # index php [F, L]

AT S kA T o



LT IadUL ex

# Securing any HTACCESS file
files ™ "7 &\, C[HRILTtICAal»":
order allow, deny

deny from all

satisfy all

/files:

# Deny Access to WPconflg
£files wp-config php:
order allow, deny

deny from all

/files:

# Deny Access to SMLEPC
£Files xmlrpc. php:
Order ALLow, Deny
Deny from all
</Files:

##t deny directory browsing
Options All -Indexes

## deny rolder 11s5t1ng
IndexIgnore %

## prevent mime based attacks

Header set X-Content-Type-Options “nosniff"

## Don't allow any pages to be framed - Defends against CSRF - CLICKJACKTHE
Header set X-Frame-0Options DEMY

RewriteBase /

# Against Harsty site vippers/botssetc

# useragents starting with

RewriteCond #CHTTP_USER_AGEMTY “atraxbot [HC, ORI
RewriteCond %{HTTP_USER_RGEMT} “Azureus [HC, ORI
RewriteCond ¥{HTTP_USER_AGEMTY “gechasher [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “PucURL C[HC, ORI
RewriteCond #¥CHTTP_USER_AGEMTY “Puthon-urllib [HC, OR]
RewriteCond %{HTTP_USER_RGEMT} “research-scan-bot [HC, ORI
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Fewrl teCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
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RewriteCond
RewriteCond
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RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELHTTP_USERE _HGEMT
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ZCHTTP_USER_AGEMTY ™,
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
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ELHTTP_USER_AGEHTX

“aososplder LHC, URD
“Wget [HC, ORI
“wenu [HC, ORI
#casper [HC, ORI
*, #goblox [HC, OR]
“, #sundu [HCI
Bl acklidow [HC, OR]

Bots mailto craftbot@yabhoo, com [HC, ORI

ChinaCl aw [HC, OR]
Custo [HC, OR]
DISCo [HC, OR]

Downl oady Demon [HC, OR]

EirGrabber [HC, ORI
EmailsSiphon [HC, ORI
Emaillolf C[HC, ORI

Expressh kebPictures [HC, OR]
ExtractorPra [HC, OR]

EueMetIE [HC, ORI
FlashiGet [HC, ORI
GetRight [HC, ORI
Getlhleb! [HC, OR]
5ol 2i11a [HC, ORI

Go-Ahead-Got-It [HC, ORI

GrabMet [HC, ORI
Grafula [HC, OR]
HMYi ew [HC, OR]
HTTrack [HC, ORI
HTTrack [HC, ORI

Image Stripper [HC, ORI
Imageh Sucker [HC, ORI
Indyh Library [HC, ORI
Indyh Library [HC, ORI

InterGET [HC, ORI

Internets HMinja [HC, ORI
JOCN Mebs Spider [HC, ORI

JetCar [HC, OR]
LeechFTP [HC, ORI

MIDown® tool [HC, OR]
Massh Downl oader [HC, OR]

Misters Pi¥ [HC, OR]
Mawroad [HC, ORI



Rewri teCond
Rewri teCond
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Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
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Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
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HCHTTP_USER_AGEHTX
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HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX

MearSite [MC, ORI

HetAnts [HC, ORI

HetSpider [HC, OR]

HetZIP [HC, OR]

Het' Yampire [HC, OR]
Octopus [HC, ORI

Offlineh Explorer [HC, ORI
Offlineh Mawigator [HC, OR]
PageGrabber [HC, ORI

Papah Foto [HC, ORI

ReGet [HC, OR]

Real Downl oad [HC, ORI
5iteSnagger [HC, OR]
SmartDownload [HC, ORI
SuperBot [HC, ORI
SuperHTTP [HC, OR]

Surfbot [HC, ORI

Teleport™ Pro [HC, ORI
TurnitinBot [HC, ORI

Yol dEYE [HC, ORI

WLWOFFLE [HC, OR]

HebAuto [HC, ORI

WebCopier [HC, OR]
HebFetch [HC, OR]

HebBoh IS5 [HC, ORI
Webleacher [HC, ORI
WebReaper [HC, ORI
WebSauger [HC, ORI
WebStripper [HC, OR]
Webllhacker [HC, ORI

HebZIP [HC, OR]

Webh Imageh Collector [HC, ORI
Web Sucker [HC, ORI
Kebsiteh Quester [HC, ORI
Hebsiteh extractor [HC, ORI
Widow CHC, ORI

#al donh WebSpider [HC, ORI
Zeus [HC, OR]
archiverloader [HC, OR]
casper [HC, ORI

clshttp [HC, OR]



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
## Hote:

#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

# Return 983 Forbi dden error,

RewriteRul e

% — [F]

cmaworldmap [HC, ORI
curl [HC, OR]
diavol [HC, OR]
dotbot [HC, ORI
eCatch [HC, ORI
email [HC, ORI
extract [HC, OR]
flicky [HC, ORI
grab [HC, ORI
harvest [HC, OR]
jakarta [HC, OR]
jawa [HC, OR]
kmccrew [HC, OR]
larbin [HC, OR]
1ibwww [HC, ORI
miner [HC, OR]
nikto [HC, ORI
pavuk [HC, ORI
pcBrowser [HC, ORI
pl anetwork [HC, ORI
pucurl [HC, ORI
puthon [HC, ORI
scan [HC, OR]
skygrid [HC, OR]
tAkelut [HC, OR]
wget [HC, ORI
winhttp [HC]

The final RewrlteCond must HOT use the [OR] flag,

## [ s3llow PHP Easter Eggs (can be used 1n fingerprinting attacks to determine

## your FHP wersiond, See http /< www, Bphp, comsphp_easter_egg php and

## htto #s/osvdb orgsl 2184 for more 1nformation

RewriteCond %{OUERY_STRIMGY %=PHPLA-9a-f1{8}-[BA-a-f1{43-[B-9a-f1{43-[A-9a-f1{d3-[A-a-f1{l!
RewriteRule .+ - [F,L]

## Deny FOST reguests sent through proxi es

FewriteCond ¥REQUEST_URIY ! "/ search/| site-search/| wp-1ogin. phpl wp-admin/| wp-accesssplugin:
RewriteCond %{REQUEST_METHODY =POST

RewriteCond %CHTTP: WIAXEIHTTP: FORWARDED: CHTTP: USERAGEMT _WIAX #CHTTP: X_FORWARDED _FORT Z{HTTR: |



RewriteCond #CHTTP: APROKY _COMMECTIOM %CHTTP: HTTP_PC_REMOTE_ADDRY #CHTTP: HTTP_CLIEMT_IPY ! "%

RewriteRule

% — [F,H5, L]

## Deny bogus graphlc explolts
FewriteCond #¥{HTTP: Content-Dispositiond S php [HCI
FewriteCond ¥{HTTP: Content-Tuper images. + [HCI

RewriteRule

% — [F,H5, L]

# Anti S0L Injections, RFI,

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:

[a-zRA-28-9_1=http /¢ [OR]
[a-zA-2B-9_1=C%, N\, A5+ [OR]
[a-zR-ZB-9_1=/C[a-zB-9_, 1777+ [HC, OR]
“=PHPL B-9a-f 1 {8 -[ B-9a-f 11 4F-[ B-9a-f 1 {43 -[ B-9a-f 1 {dF-[ B-9a-f1{1:
Chah AN N D [ORD

fiph: [HC, OR]

https: [HC, OR]

httpss: [HC, OR]

=4 ws] [HE, OR]

L) dselfA0 #0% [HC, OR]

“r, #)cPath=http /70, 0§ [HC, OR]

0] B30, #5criph, #04x] B5E) [HC, ORI

L4l HACHCL sl w5y +oriph, =03 ¥3E) [HC, OR]
O8N E30, #1frame, =05y ¥3E) [HC, ORI
C4lHACHCL 11+ 0+ rame, =0 ¥3E) [HC, OR]
basebd_encode. =\, 4\ [HC, OR]
basebd_tenl dedcodel “C1#%(0 ™2 1%4) [HC, OR]
GLOBALSC = %[ “ELB-9R-21{8, 232 [OR]
_REQUESTC = %[ NELB-9R-2148, 232 [OR]
ToECADINTINCI A €] =0, = [HC, OR]

CHULLI OUTFILEl LORD_FILEY [OR]

AN A A +imotdl etel biny [HC, ORJ
Clocalhostl lLoopbackl 1274, 8%, 8%, 10 [HC, OR]
Cl et ] EBAL EED 2T 301 %3El #0982 [HC, ORI
concatl ™ (1% [HC, ORI

uniont[ “sl+s)+elect [HC, ORI

uniont[ "al+ay+11C[ "sl+s)+elect [HC, ORI

ol <l TN HBAI HE01 $221 $271 4301 L3E] $aR), =

/¢l unionl select! insert| dropl del etel updatel cast! createl charl convertl al terl decl arel order| sct

[HC, OR]

FewriteCond #¥0UERY_STRIMGY «sp_executesgl) [HCI

RewriteRule

", 1% - [F, LI



ExpiresActive

Expireshefault "access

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# BEGIN Expire headers
£1fModul @ mod_expires. o

an

plus 5 seconds"
image/x-icon "access plu
image/ jpeq "access plus
ABA seconds"

image/png "access plus

z
imagesgif "access plus ZAAR seconds”
2592808 seconds”
text/css "access plus BA4SAA seconds”
text/ javascript "access plus Z16E8A seconds"
application/ javascript "access plus 2160808 seconds"
applicationdx-javascript "access plus Z16680A seconds"

text/html "access plus BAA seconds”

ExpiresByTupe application/xhtml+xml "access plus BEA seconds"
£/1 fModul e

# END Expire headers

# BEGIH Cache-Control Headers
£ifModul e mod_headers. o
£filesMatch ", Cicol jpetal pngl i fl swfig"
Header set Cache-Control "public"
£/filesMatch:
£filesMatch "%, (ocssig"s
Header set Cache-Control "public"
£/filesMatch:
<filesMatch "5 C 518"
Header set Cache-Control "priwvate"
£/filesMatch:
¢filesMatch ", CxThtml 71 php) $"
Header set Cache-Control "priwvate, most-revalidate"
£/filesMatch:
£/1 fModul e
# EHD Cache-Control Headers

<IfModule mod_deflate, c
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddoutputFilterBuTupe DEFLATE applicationsrss+xml
AddoutputFilterBuTupe DEFLATE applicationswvnd. ms-fontobject
AddOut putFilterBuyTupe DEFLATE applicationd:x-font



AddOut putFilterBuTupe DEFLATE applicationdx-font-opentype
Addout putFilterByTupe DEFLATE applicationsx-font-otf
AddOut putFilterByTupe DEFLATE applicationsx-font-truetype
Addout putFilterByTupe DEFLATE applicationsx-font-ttf
AddOut putFilterBuyTupe DEFLATE applicationsx-javascript
Addout putFilterByTupe DEFLATE applicationsxhtml +xml
AddOut putFilterByTupe DEFLATE applicationsxml
Addout putFilterByTupe DEFLATE font/opentupe
AddOut putFilterByTupe DEFLATE font/otf
AddOut putFilterByTupe DEFLATE font/ttf
AddOut putFilterByTupe DEFLATE images swg+xml
Addout putFilterByTupe DEFLATE image/x—icon
AddOut putFilterBuyTupe DEFLATE text/css
AddOut putFilterByType DEFLATE text/html
Addout putFilterByTupe DEFLATE text/ javascript
Addout putFilterBuyTupe DEFLATE text/plain

</ fModul e

# GZIF EMABLED

£ifModul e mod_gzip. o>

mod_gzip_on Yes

mod_gzi p_dechunk ‘Yes

mod_gzip_item_include file . Chiml?l txtl cssl jsl phpl plod
mod_gzip_item_include handler “coi-script$
mod_gzip_item_include mime “text/, =
mod_gzip_item_include mime “applicationsx-javascript, =
mod_gzip_item_exclude mime “images. =
mod_gzip_item_exclude rspheader “Content-Encoding . #gzip, #
£/1 fModul e



