# BEGIH HTHLE Bollerpl ate

#H#
###t Thi= contains the HTHLS Boilerpl ate . htaccess that can be found at:
###t https: /7g1 thub, comsh5bos server—-confl gs/bl ob/mast ervapaches, ht access
#H#

### Added:

#t#  Block access to access to WordPress files that reveal version 1nformation,
###

#H## Femoved:

###t  Explres headers: Use W3 Total Cache

###  ETag removal: Use W3 Total Cache

##t  Start rewlte engine: Handled by WordPress

#H#E  SuppresssTorce Wil Hardl ed by WordFress

#H#  Custom <984 page: Hardl ed by WordFress

###

### Commmented out by defaul t;

###t  Options -Mul tiviews: Causes a server 568 error on most shared hosts
###

###t Anytime you update this file the . htaccess file In the root of your
###t WordFress [nstall 15 sutomatically uypdated with the changes whenswver
###t the permal inks ate rlushed o set (see 11bshtaccess phoo

###

#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, Cappcachel crxl cssl eotl gi fl htcl icol jpe?
gl j=l mdal mdvl mani fest! mpdl oexl ogal oggl ogwl ot f1 pdfl pngl saf ariextzl svgl svgzl 111 vofl webml webpl
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e



#
# Cross-domaln AJAY reqguests
#

# Serve cross-domain Ajax requests, di sabled by defaul t,
# enabl e-cors, org

# code googl e comspsfitml Bsecurl tuswl K1/ Cross0rT gl nRequest Securl ty

# <IfModul e mod_headers, cx
# Header set Access-Control -AlLow-0rigin "+"
# /T FHodul e

#
# CORS-enabl ed 1mages (Borossori ging
#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,
# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2611..11/us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orgslSecuri tysRevl ewsscrossori gl nAt tri but e

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Cgiflical jpe?gl pngl sval svwgzl webpl $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,



<1 fModul & mod_headers, o
¢FilesMatch "5, (eotl font, cssl otfl ttcl L1l woffog" >
Header set Access-Control-Allow-Origin " s"
£/FilesMatch:

AT Modul e

#

# Froper MIME type for all files

#

# Javascript
#  Hormalize to standsrd type (it's spiffed in IE anyways)

# tools 1etf, orglhtml Arfod329%section-7, 2
a,

AddType applications javascript j5 Jjsonp
AddType applications json json

# Audi o

AddType audi o/ mpa mda fda fdb
AddType audiofogg oga ogg

# ¥ideo

AddType i deo/mpa mpd mdy v fdp
AddType wideo/ogg ag

AddType wvideo/webm webm
AddType wideosx-f1w flw

# 5Vl

#  Reguired for svg webfonts on 1FPad

#  twitter, com/Font Sgul rrel /st at uss] 4655690545
AddType 1 mage/ svg+xml Vg SVOE
AddEncoding gzip SWOZ

# Webrfonts

AddType applicationsfont-woff wof f
AddType applications/wnd ms-fontobject eot
AddType applicationsx-font-ttf ttf ttc
AddType font/opentype ot f

# Hzsorted types
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!



AddTupe applicationsx-opera-extension OEx

AddTupe applicationsx-shockwave-1ash suf

AddTupe applicationsx-web-app-mani fest+json webapp

AddTupe applicationsx-xpinstall xpi

AddTupe applicationsxml r3s atom xml rdf
AddTupe image/webp webp

AddTupe images x—1icon ico

AddTupe text/cache-manifest appcache mani fest
AddType textswit wit

AddType text/x-component htc

AddType text/sx-wvcard wiof

#

# Allow concatenation from within specific j5 and css files
#

# e g Inside of script, comblned, js you coul d have

# < —-#include rile="11bs/jguery-1, 5 6 min js" —-3

# < ——#include £11e="pluginss jguery, 1dletimer, js" —-3
# and they would be Included into this single file

# This 15 not In use in the boilerplate a5 1t stands You may
# choose to use this technigue I you do not have 5 bulld process,

#oF11estiatch "y, combi nedt. jsg":

# Options +[ncludes

# AddoutputF1lterByType THCLUDES applications javasceipt applications json
# SetOutputFilter THCLUDES
#</F11estat chz

#<Filestatch "\ combi nedt. cssg":

# Options +[ncludes

# AddoutputFilterByType THCLUDES textscss
# SetOutputFilter THCLUDES

#</F11estat chz

#
# Gzip compression
#

<IfModul e mod_defl ate, ¢



# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushi ng—-b
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl ¥{1531 “C153] -{1532% "({gzipl deflated®
£4,13%% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter, o>’ and “</IfModule:’ 1ines as
# AddOutputFilterByType 15 still in the core directives:
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdxhtml +xml %
applicationdxml
font/opentype
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—-component

text/xml
</TfModul e
</TfModul e
#
# FPrevent mobile network providers from modi fylng goue site
#

# The rfollowing header prevents modi f1cation of your code over 36 on some

# European provi ders,



# This 15 the official 'bypass' suggested by 02 1n the UK,

# <IfHodul & mod_headers, o
# Header set Cache-Control "no-transform”
# <71 FlModul 23

#
# 5top screen flicker In IE on C55 rollovers
#

# The following directives stop screen flicker in IE on C55 rollovers - In
# combination with the "ExplresByType” rules for 1mages (see sbovel,

# Browserfiatch "MSIE" brokenvary=1

# Browsertiatch "Mozillasd, [A-9172" brokenvary=1
# Browserfiatch "Opera” ! brokenvary

# SetEnvIt brokenvary 1 force-rno-vary

#
# 52t Keep-Allve Header
#

# keep-Allve allows the server to send mul tiple reqguests through one
# TCP-connection Be swate of possible di sadvantages of this setting Turn on
#1f you serve 3 lot of static content,

# I rModul e mod_headers, cx
#  Header set Connection Keep-AlLve
# AT FModul e

#
# Cookie setting from Iframes
#

# Allow cookles to be set from 1frames (for IE onlul
# If needed, specify a path or regex 1n the Location directive

# <IffModul e mod_headers, c»

#  Header set P3P "policyref=v"/wic/pip xmly", CP=\"IDC DSP COR ADH DEVI TAID FSA FSh IYAI
OUR THD CHTY™"

# </TfHodul e



#
# Built-in filename-based cache busting
#

#If you're not using the build script to manage your £11ename version rewylng,
# you might want to consider enabling this, which will route reguests for
# sossestyle 2A11A263 css to scsssstule css,

# To understand why this 1s important and a better ides than all, css7wl 231,
# please refer to the bundl ed documentation about . htaccess

# <IfModul e mod_rewite cx

#  RewlteCond XCREQUEST_FILEHAMER ! -f

#  RewlteCond ZCREQUEST_FILEHAREY ! -d

#  RewiteRule 70, +3%, Cvd+rs, £ js/ css/pngl jpgl gi fag %1, 3 [L]
# <1 FHodul e

#
# FPrevent 550 cert warnil ngs
#

# Rewrite secure requests properly to prevent 550 cert warnings, e g prevent
# https: Arwww exampl e com when your cert only allows https: Zssecure exampl & com

# <IfModul e mod_rewite cx

#  RewlteCond XCSERVER_FORTR ! “443

#  RewiteRule ™ https: #/exampl e-domai n-pl ease-change-me, comitREGQUEST_LRT* [R=3A1, L]
# <1 FHodul e

#
# Force client-side 550 redirectlon
#

# If 3 user types "example com” 1n her browser, the above rule will redirect her
# to the secure version of the site That still l1eaves 3 window of opportuni ty
# (the initial HTTF connectiond for an attacker to downgrade or redirect the

# request, The rfollowing header ensures that browser will #+only## connect to

# your server wia HTTPS regardless of what users type 1n the address bar,

# <IfHodul & mod_headers, cx



#  Header set 5trict-Transport-Securl ty max-age=16A7A966;
# <1 FHodul e

#
# Frevent 484 errors for non-existing redirected ol ders
#

# without —Mul tiviews, Apache will give a 464 for 3 rewite 1f a folder of the
# same name does not exi st
# webmasterwor] d comsapaches 36685792 htm

# Options —Mul tivicws

#
# UTF-8 encodi mg
#

# Use UTF-8 encoding for anythling served textsplain or textshtml
AddbDef aul tCharset utf-5

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . atom . css . js . json . rss ., wtt L oxml

#
#A1ittle more securlty
#

# To avold displaying the exact wersion number of Apache belng used, add the
# following to httpd conf (it will not work In . htaccess):
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsing folders without 3
# derfaul t document Usually you should 1eave this activated, because you
# shouldn't allow everybody to suf through every folder on your server (bl ch
# 1ncludes rather private places 11ke CHS system fol derss,
<IfModule mod_autoi ndex, c:
Options -Indexes

<A Modul e

# FBlock access to "hidden” directories or files whose names begin with a

# nerind  This 1orlndes i rectorl @5 rsed Fer wersi oo conteal  sostems sich &5



P P e e e 5 e m s e e g 8 mms e s 8 s 8w e e e m st s 5 -

# Subversion or Git

£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]

/I fModul e

# Block access to backup and source fl1les, These files may be 1eft by some
# textshtml editors and pose a great secorlty danger, when angyone can Sccess
# them,
£FilesMatch "%, Cbakl configl distl flalincl inil logl psdl shl sgll Swpdl ™ 4"
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented In order to set PHP's register_global s option to OFF,
# This closes 3 major security hole that 15 abused by most %55 (cross-site

# scripting) attacks, For more Information: http s/pho. netsregl ster gl obal 5
#

# IF REGISTER _GLOBALS DIRECTIVE CALUSES 588 ITHTERHAL SERYER ERRORS:

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change In your php ind file instead I you are

# using a commercial web host, contact the adminl strators for assistance 1n
# doimg this Mot all servers allow local php Inl files, and they shoul d

# include all PHP configurations (not just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detal led

# information about setting FHP directives

# php_rlag register_global s OFf

# Fename session cookle to something else, than PHPSESSID
# php_wal ue session. name =14

# [isable magic quotes (This feature has been DEFRECATED a5 of PHP 5 5 A and REMOYED a5 of |
# php_rlag magl c_guotes_gpc OFfF

# Do not show you are using PHP

] ] I ] ] ]
H# Heter Mews this 1Tima o Abe 101 =1res 14 me’ 4 ol 16 kit srmmsss



m 112 L Ty Ll o L LS Lot ’_Flll_h FRNFA LIPS L L W L owur o LI g TR

# php_rlag expose_php OFF

# Level of log detail - 1og all errors
# php_val ue error_reporting -1

# Write errors to log file
# php_rlag 1og_errors On

# Do not display ervors In browser (production - OFF, devel opment - 0nd
# php_rlag di splay_errors OFF

# Do not di splay startup errors (production - OFF, dewvel opment - Ond
# php_rlag display_startup_errors OFF

# Format errors in plain text
# MHote: Leave this setting '0On' for xdebug' s war_dumpl output
# php_rlag html_errors OFF

# Show mul tiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same ertors from di frerent sources
# php_rlag 1gnore_repeated_source OFF

# 5ize limit for error messages
# php_value 1og_errors_max_Ilen 1824

# Don't precede error with string (doesn't accept empty string use whitespace 1F you need)

" "

# php_val ue error_prepend_strimg

# Don't prepend to ervor (doesn't accept empty string use whitespace 1F you need)

" "

# php_wval ue error_append_string

# Increase cookie securlty
<IfModul e mod_phpS, c
php_value session, cookie_httponly true
<41 fModul e
# EHD HTHLE Boilerplate

# BEGIH WordFress



# EHD WordFress



