Options +FollowSumlinks -Indexes

php_value max_execution_time 12@

# Use UTF-5 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

Directoryl ndex index php

FewriteEngine on
RewriteBase /virus/html/

FewriteCond ¥{REQUEST_FILEMAMEY ! -s
RewriteRule ™0, #)%, [hdl+h, Ccssl j50 % $1. %2 [L]

#Rewri teRule "% 1ndex, php [L]
#Rewrl teCond $1 ! 01 ndext. phpol 1magl c=55/ j5/ captchal robot s, txt! favi cont, 1col £avi con', prg)
#Rewrl teRule 0, #1§ 1ndex, phpsgl [LT

#Rewrl teRul & 0 home! <1 ndex 7 1 ndexc s, phpl 7/ 78 # [L, R=3A117
RewriteRule ™0, #)/index/7% $1 [L, R=3A11

RewriteCond $1 ! “Cindexh, phpl imgl c3sl js| captchal robot sy, txtl favicons, icol favicons, png?
RewriteRule ™. +)/% $1 [L, R=3A1]

RewriteCond $1 ! “Cindexh, phpl imgl c3sl js| captchal robot sy, txtl favicons, icol favicons, png?
RewriteRule ™0, #)% index php/$l [LI

php_flag magic_quotes_gpo OFfF

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directorles used by version control systems such a5 Subversion or GIE,
£IfModule mod_rewrite. o
RewriteRule "C71 /0% " - [F]
<A1 fModul e

# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<A1 fModul e



# Force the 1atest IE version, In warlous cases when 1t may rall back to IE7 mode
# github, com/railssralls commi t/123eb25#commi t comment -11 5926
# Use ChromeFrame 1f 1t's Installed for a better experience for the poor IE folk
<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ew
£FilesMatch "M, jsl cssl gi fl pngl jpef?
gl pdfl xmll ogal ogal mdal ogyl mpdl mdvl webml sval swigzl eotl tf1 ot fl wof f1 icol webpl appoachel mani festl
¥
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

# FProper MIME type for all files
# Javascript
#  HMHormallze to standard type (it's spiffed in IE anyways)

# tools 1etf, org/html Arfodiz9fsection-7, 2
AddType applications javascript is
AddType image/x-icon ico
# GIIp

<IfModule mod_deflate, o
# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 5/261 8,1 24 pushi ng-bew
I fModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-EncodXngl ¥-cept-Encodingl ¥{1531 “{1531 {1532 % " (gzipl deflaterhs:
HAYE _Accept -Encodi ng
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# HTHL, TXT, 55 Javascript, JSOH, XML, HTC:

¢IfModule filter_module:
FilterDeclare  COMPRESS
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/html
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/css
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/plain
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $text/xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $text/x-component
FilterProvider COMPRESS DEFLATE resp=Content-Type $applications javascript



FilterProvider COMPRESS DEFLATE resp=Content-Tuype $applicatlons json
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsxml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsxbtml+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $applicationsrss+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $applicationsatom+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $application/vnd ms-fontobject
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $1magesswg+xml
FilterProvider COMPRESS DEFLATE resp=Content-Type $applicationsx-font-ttf
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $font/opentype
FilterChain COMPRESS
FilterProtocol COMPRESS DEFLATE change=yes; byteranges=no

<41 Modul e

£IfModule !mod_filter, c
# Legacy versions of Apache
AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applications json
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOutputFilterBuTupe DEFLATE text/xml applicationsxml text/x-component
AddOut putFilterBuTupe DEFLATE applicationsxhtml+xml applicationdrss+xml applicationdatom+:
AddOutputFilterBuTupe DEFLATE imagesswg+xml applications/wnd ms-fontobject applicationdx-fo
<41 Modul e
<41 Modul e

£IfModul e mod_expires. o
ExpiresActive on

ExpiresDefaul t "access plus A seconds”

# cache, appoache needs re-tequests in FF 3 6 (thanks Remy “Tntroduci ng HTHLE
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document hRtml

ExpiresByType text/himl "access plus & hours"
# Data

ExpiresByType text/xml "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# Feed

ExpiresByTupe applicationsrss+xml "access plus 2 hours"



ExpiresByType applicationatom+xml "access plus 2 hours"
# Favicon (cannot be renamed)
ExpiresByTupe 1image/ x-1icon "access plus 1 month"
ExpiresByTuype imagesogif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe images jpg "access plus 1 month"
ExpiresByTupe image/ jpeq "access plus 1 month"
ExpiresByTupe text/css "access plus 2 weeks"
ExpiresByTupe application/javascript “access plus 1 month"
<A1 fModul e

# FileFTag Hone 15 not enough for every server,

<IfModul e mod_he
Header unset E
AT Modul e

#
#
#
FileETag Hone

static

aders, o>
Tag

Since we're sending far-future expl es,
content,

devel oper, yahoo, com:sper T ormance

=1l g5, hitml #et ags

we don't need ETags for

# Added by HackRepal for Bad Bot protection

. o,

#E1 ock comment soammer s,

bad bots armd

some proxl es

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS
HCREMOTE_HOSTS

12, 226, 248, 245 [OR]
24,111,182, 26 [0OR]
TP TEL 113 [OR]
c 38, 216, 148 [OR]
g7, b4 23 [OR]
12,149,195 [OR]
L1390 167, 263 [OR]
»95, 1382 57 [0OR]
12D 3029 [OR]
C94, 289, 227 [OR]
96, 122, 142 [0R]
B 1AL 247 [OR]D
197, 97, 67 [OR]
179,127, 185 [OR]
c 246, BE, 1835 [OR]
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Rewri teCond
Rewri teCond

HLREMOTE_HOSTX
HLREMOTE_HOSTX

# Abuse Agent Blocklng

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX

o
o

g

i)

[ ORI

[}
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o
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“Bl ackkidow [HC, OR]
“Bolth B [HC, OR]

“Both mailtor craftbots@yahoo', com [HC, ORI

Cazoodl eBot [HC, OR]
“ChinaCl aw [HC, ORI
“Custo [HC, ORI

“Defaulth Browsers B [HC, OR]

“DIIbot [HC, ORI
“DISCo [HC, OR]
di scobot [HC, ORI

“Downl oads Demon [HC, OR]

“eCatch [HC, OR]
ecxl [HC, ORI
“EirGrabber [HC, OR]

“EmailCollectaor [HC, ORI

“Email5i phon [HC, OR]
“EmailWolf [HC, OR]

“Expressy WebPictures [HC, OR]
“ExtractorPro [HC, ORI

“EyeMetIE [HC, OR]
“FlashBet [HC, OR]
“GetRight CHC, OR]
“Getkeb! [HC, OR]
“Go! Zilla [HC, OR]

“Go-Ahead-Got-It [HC, OR]

“GrabMet [HC, OR]
“Grafula [HC, ORI
GT: WKW [HC, OR]
hieritrix [HC, ORI
“HMview [HC, ORI
HTTP: : Lite [HC, OR]
HTTrack [HC, OR]
ia_archiver [HC, ORI
IDBot [HC, OR]
id-search [HC, OR]

id-searcht, org [HC, OR]
“Imaget Stripper [HC, OR]
“Imageh Sucker [HC, OR]



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT

Indyh Library [HC, ORI

“InterGET [HC, OR]

“Internetts Hinja [HC, OR]
“InternetSeers, com [HC, OR]

[RLbot [HC, ORI

I5C Systems iRch Searchh 2% 1 [HC, ORI

“Java [HC, OR]
“JetCar [HC, OR]

“JOCY MWeb Spider [HC, ORI

“larbin [HC, OR]
“LeechFTP [HC, ORI
libwww [HC, OR]
1ibwww-perl [HC, OR]
“Link C[HC, ORI

LinksManager. com_bot [HC, OR]

linkwal ker [HC, ORI
lup-trivial [HC, OR]

“Massh Downl oader [HC, ORI

“Maxthong [HC, OR]

MFC_Tear_Sample [HC, ORI
“microsofty, url [HC, OR]
Microsofth URLY Control [HC, ORJ
“MIDown® tool [HC, ORI

“Misters Pix [HC, OR]

Mi=sigua Locator [HC, ORI
“Mozillah, *Indy [HC, ORI
“Mozillah, *HEWT [HC, ORI
“M53FrontPage [HC, OR]

“Mavroad [HC, ORI
“MearSite [HC, OR]
“MetAnts [HC, OR]
“HMetSpider [HC, ORI

“Meth Vampire [HC, ORI

“MetZIP [HC, OR]
“Mutch [HC, ORI
“Octopus [HC, ORI

“Of flines Explorer [HC, ORI
“Of flines Mavigator [HC, OR]
“Pagesrabber [HC, OR]
panscient. com [HC, ORI

“Papa’ Foto [HC, ORI



FewriteCond #¥{HTTP_USER_AGEMTY “pawuk [HC, OR]
HLHTTP_USER_AGEMTY PECL: : HTTP [HC, ORI
ECHTTP_USER_AGEMTY “PeoplePal [HC, OR]
ELHTTP_USER_AGEMTY “pcBrowser [HC, ORI
HLHTTP_USER_AGEMTY PHPCrawl [HC, ORI
HLHTTP_USER_AGEMTY PleaseCrawl [HC, ORI
ELHTTP_USER_AGEMTY “psbot [HC, ORI
ELHTTP_USER_AGEMTY “Real Download [HC, OR]
ELHTTP_USER_AGEMTY “ReGet [HC, ORI
ELHTTP_USER_AGEMTY “Rippersh 8 [HC, OR]
HLHTTP_USER_AGEMTY 3SBIder [HC, ORI
ELHTTP_USER_AGEMTY “Seafonkeuy$ [HC, OR]
ZLHTTP_USER_AGEMTY “sitecheck®. internetseer', com [HC, OR]
ELHTTP_USER_AGEMTY ™SiteSnagger [HC, ORI
ELHTTP_USER_AGEMTY “SmartDownl oad [HC, ORI

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX

Snoopy [HC, OR]
Steeler [HC, OR]
“SuperBot [HC, OR]
“SuperHTTP [HC, OR]
“Surfbot [HC, OR]
“tAkelut [HC, OR]

“Teleport Pro [HC, OR]
“Toatah dragosteas meah pentru diawvola [HC, OR]

URI:: Fetch [HC, ORI
urllib [HC, OR]
Uzer-Agent [HC, OR]
“Woi dEYE [HC, OR]

“Webh Imageh Collector [HC, ORI
“Weby Sucker [HC, OR]

Web' Sucker [HC, ORI
webalta [HC, OR]
“WebAuto [HC, ORI

“[WwleblBblandit [HC, ORI

WebCollage [HC, ORI
“WebCopier [HC, OR]
“lebFetch [HC, OR]
“WebBoy 15 [HC, OR]
“WeblLeacher [HC, ORI
“lebReaper [HC, OR]
“WebSauger [HC, OR]

“Websiteh eXtractor [HC, ORI



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e
# Abuse bot
arder allow,
allow from a
# Start Cust
# Bl uecoat
deny from

oo

rJ
iy

deny from
deny from
deny from

=

deny from

e B

—

deny from

# cuywelllance (al ready
K1z
K1z

deny from

deny from

)
0

deny from

)
0

deny from

deny from

)
0

deny from

)
0

deny from

deny from
deny from

deny from

oo
oo
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)
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[n B Ry
oo

HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
HCHTTP_USER_AGEMTX
“ % - [F,L]

bl ockimg rul e end
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188, 21,
188, 41, B4/ 26
185 71, 8425
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21, 148438
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# Cuyberpatrol

deny from 33

183,17, 168427

)
Q

“lebsiteh Quester [HC, OR]

“WebStripper [HC, OR]
“Weblhacker [HC, OR]
“WebZIP [HC, OR]

Wellsh Searchs II [CHC, OR]

HEP% Search [HC, OR]
“Hget [HC, ORI
“Hidow [HC, ORI

“LWW-Mechani ze [HC, ORI

“WWWOFFLE [HC, OR]

“waldon, MebSpider [HC, OR]

zermela [HC, OR]
“feus [HC, ORI

“feushy, *Hlebster [HC, OR]

cyBorg [HCI

L
Q2
*

F

# Tnternet Trentitin — Anti-Phi shi mm



deny from
deny from

# Ironport

deny from

- r g - s x e

BB, 113, 96, B/28
TE 35 113 192427

284, 15, 58, B/ 22

# Lightspeed Systems Security

deny from
deny from
deny from
# Layesred
deny from
deny from
deny from
deny from
# M&6

deny from
deny from

deny from
deny from
deny from

BB 17 15 1258/26
B9, 84, 287, 32427
B9, 84, 287, 128/ 25
Technol ogl 65

T2, 36, 1258 8517
T2, 2328, 8416

T2 2338, 8517
216 32, 8, 8514

B7. 192, 231, 224429
263, 98, 236, 8722

B9, 43, 241, B4/ 26
ge, 66, B, B/119
192, 55 214, 8/24

deny from 287, 67, 117 8524

# Fhi sh-Inspector, com

deny from 289, 147, 127, 285725

# Frescient Software, Inc. FPhi shmongers
deny from 193 1586, 198, 87523

deny from 193 186, 192 8523

deny from 193 1386, 194, 8524
#urlfilterdb

deny from 287, 218, 99, 32729

# websense-in, carl, sandi egol. 1evel 3, net
deny from < 53 128, 22

# Websense

deny from 66, 194, 6 8524

deny from 67, 117, 281, 1258728

deny from 69 67, 32 8728

deny from 131,191, 87, 8724

deny from 284, 15 64, 8721

deny from 283 58, 192, 8721

deny from 212 62 26, BdS 2T

deny from 213 1638 226, 8524

Aarar FfrEem 12 1T E2 241 AS2A
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deny from 213 16&8 242 8738
deny from 213, 236, 156, 16528
# End Custom Blocks, Add 3 couple 1ine bresks below this a5 well,



