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# Example . htaccess file for TYPO3 CHMS - for use with Apache Webserver

This file Includes settings for the following conflgu-ation options:

Compressi on

Cachi ng
MIME types
Cross Origin reqguests

- Rewriting and Access
- Mi scel ] aneous

O O O O O™ R W™ W
|

- PHF optimisation

#If you want to use 1t, you have to copy It to the root folder of your TYPO3Z installation
# not there already and rename 1t to ', htaccess'. To make . htaccess files work, you might
# adjust the 'Allowlverride’ directive 1n your Apache configuration file,

#

# THPORTANT: You may need to change this file depending on yow TYPO3 1nstallation!

# Consider adding this file's content to your webserver's configuration directly
#

# Lots of the options are taken from https: /7gi thub, comsh5bpshtml 5-boi 1 erpl 5t esbl ob/mast et
#

#HH#

### Begin: Compression #it4

# Compressing resouce files will save bandwidth and so improve 1oading speed especially o
# with slower 1nternet connections TYPO3 can compress the . js and . css f1les for you

# =1 Uncomment the following 11nes and

# 1 Set FGLOBALSC' TYPOS_COMF_YARS'IL'BE' 1L compressionlevel '] = 9 for the Backend

# 1 Set FGLOBALSC' TYPOS_COMF_YARS'IL'FE' 1L compressionlevel '] = 9 together with the TypoSc
# conflg compressts and conflg compressCss for GEIF compression of Frontend J5 and C55 f

#oFilestiatch "% jst. gzipg">

# AddType "texts javascript” . gzip
#</F11estat che

#oFilestiatch "%, cssh, gzipg” >

# AddType "textscss" | gzip
#</F11estat che
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<IfModule mod_deflate, o
# Force compression for mangled Accept-Encoding request headers
I fModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl ¥{1531 “{153 -{1532% "({gzipl deflated®
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following media types.

#

# (!} For Apache versions below version £ 5 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod_filter, c>

# and </IfModul e: 1ines as “AddOutputFilterByType 15 still in

# the core directives,

#

# https: //httpd apache, orgsdocs/current /modsmod_f11ter, html #addout put 111 terbyt ype

IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript
applicationd json
application/ld+json &
application/mani fest+json
applicationdrdf+xml %
applicationdrss+xml %
applicationdschema+json
applicationdvnd geo+json b
application/vnd ms-fontobject
applicationdx-font-ttf *
applicationdx-javascript
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/eot %
font/opentype M
image/bmp
images svg+xml
image/vnd. microsoft, icon %



1mages x-1Con
text/cache-manifest
text/css A
text/shtml 5
text/ javascript
text/plain &
text/vcard 5
text/vnd rim location xloc %
text/vit A
text/ x—component
text/x-cross—domai n-policy &
text/xml

<41 Modul e

£IfModul e mod_mime. >
AddEncoding gzip SWOZ
</ TModul e
</ TModul e
###t End: Compression ###

###t Begin: Browser caching of resource f1l1es ##f

# This arfects Frontend and Backend and Increases petrformance,
£IfModul e mod_expires. o

ExpiresActive on

ExpiresDefaul t " access
ExpiresByTuype text/css " access
ExpiresByType applicationd json " access
ExpiresByType applicationdld+json " access
ExpiresByType applicationsschema+json " access
ExpiresByType applicationdvnd. geo+json " access
ExpiresByType applicationdxml " access
ExpiresByType text/xml " access
ExpiresByType imageswnd. microsoft, icon " access
ExpiresByType imagesx-1icon " access
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ExpiresByTupe

ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe

AT Modul e

### End:  Browset

text/x-component
text/html

application/ javascript
applicationdx-javascript

text/ javascript

application/mani fest+json

applicationdx-web-app-mani fest+json

text/cache-mani fest

audi o/ ogg
image/bmp
image/qif
image/ jpeq
image/ png

i mage/ svg+xml
i mage/ webp
wideos mpd
videos ogg
video/ webm

application/atom+xml
applicationdrdf +xml
applicationdrss+xml

applicationdvnd ms-fontobject
font/eot

fontsopentype
application/x-font-ttf
applicationdfont-woff
applicationdx—font-woff
fontAwof f

applicationsfont-woff2

text /x-cross—domai n-policy

caching of resource fi1les ###
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### Begin: MIME types ###

# Froper MIME types for all files
<IfModule mod_mime, o

# Data 1nterchanges

AddType applicationsatom+xml
AddType applications json

AddType applicationsld+json
AddType applicationsrss+xml
AddType applicationswnd. geo+json
AddType applicationsxml

# JavaScript
AddType applications javascript

# Manirest files

AddType application/mani fest+json

AddType applicationsx-web-app-mani f est+json
AddType text/cache-mani fest

# Media riles

AddType audi o/ mpa
AddType audiofogg
AddType image/bmp
AddType imagesswg+xml
AddType image/webp
AddType wi deo/mpa
AddType wideo/ogg
AddType wideo/webm
AddType wideosx-f1w
AddType image/x-icon

# Web fonts

AddType applicationsfont-woff

AddType applicationsfont-woffZ
AddType application/vnd ms-fontobject
AddType applicationsx—font-ttf
AddType font/opentype

atom

json map topojson
jsonld

S5

Qe jSon

rdf xml

is

webmani fest
webapp
appcache

fda fdb mda

0ga 0gg opus
bmp

svQ SvQZ

webp

fdv fdp mdv mpd
agy

webm

flw

cur ico

wof f
woff2
eot

ttc ttf
atf



# Other
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

application/octet-stream
applicationdx-bb-appworld
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
text/vcard
text/vnd rim location xloc
text/vit

text/ x-component

AT T Modul e

# UTF-8 encodl ng
AddDef aul tCharset utf-5

<IfModul e

AddCharset utf-3 . atom . css | js

mod_mi me. c

AT T Modul e

### End: [MIME tupes ###

###t Begin:

Cross Origin #i#

safariextz
bbaw

CFx

Qe

xpl

wviard wof
xloc

wit

htc

. json . manifest . rdf .rss . wtt . webapp . webmanifest

# Send the CORS header for 1mages when browsers reguest 1t

<IfModul e

mod_setenwvif, c

<IfModul e mod_headers, o>

£FilesMatch "N, Cbmpl curl gi fl icol jpetal pngl svgz?l webpd $* >
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
<41 Modul e
<41 Modul e

# Allow cross-origin access to web fonts

<IfModul e

£FilesMatch "%, Ceotl otfl t1Lcfll wof 270" >
Header set Access-Control-Allow-0rigin

mod_headers, o

</FilesMatchs
AT T Modul e

. xml



###t End: Cross Origin #it#

###t Begin: Rew1ting and Access #i#

# vou need rewiting I you use 3 URL-Rewr]ting extension (Real URL, Cool L,
<IfModule mod_rewrite, c:

# Enable URL rewiting
RewriteEngine On

# Store the current location In an environment variable CHD to use
# mod_rewite In . htaccess fi1les without knowing the RewelteBase
RewriteCond $E#ZCREQUEST_URT Y CL"#1=)#0, #)4%1%

RewriteRule ™ =% - [E=CMWD: %21

# Rules to set ApplicationContext based on hostname
#Rewr] teCond ZTHTTP_HOST: “dew'. exampl 2%, comg

#Rewri teRule . 7 - [E=T¥PO3_CONTEXT: Devel opment 7

#Rewr] teCond ZTHTTP_HOST: “staglngt. exampl 2%, comg
#Rewri teRule . 7 - [E=T¥PO3_CONTEXT: Product 1 ons5t g1 mal
#Rewr] teCond ZTHTTP_HOSTE “www'. exampl 2%, comg

#Rewri teRule . 7 - [E=TYPOS_CONTEXT: Productiond

# Rule for wversioned static files, conflgured through:

# - $GLOBALSL' TYPOS_COMF_YARS' 1L BE' 1L " versi onMHumberI nFi 1 enams' 7

# - $GLOBALSL' TYPOS_COMF_YARS' 1L FE'I[ " versi onMHumberInFi 1 enams' 7

# IMFORTANT: This rule has to be the very first RewriteCond 1n order to work!
RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule ™0, +1%, Chd+)h, Cphpl j3l csslpngl jpgl gifl gzipdd $1. 43 [L]

# Access bBlock ror folders

RewriteRule _07 recycler| temp)_/ - [F]

RewriteRule fileadmin/templatess, =\, (7 txtlts)g - [F]

RewriteRule ™07 wendor| tupo3_srcl typo3tempdlogs) - [F]

RewriteRule (7 typo3conf/ext| typo3ssysext! typodsext) /0" 1+/0C 7 Configurationl Resources,Pris

# Block access to all hidden rfiles and directories with the exception of
# the visible content from within the "/ well-knowns hidden directory (RFC 57553,
RewriteCond ¥CREQUEST_URIZ "!'C71 /A% well-knownd/CC™ £+ /70 +%" [HC]



RewriteCond #%LSCRIPT_FILEMAMEY -d [OR]
RewriteCond #LSCRIPT_FILEMAMEY -f
RewriteRule (7 " /3%, - [F]

# Stop rewite processing, I1f we are in the typod/ directory or any other known directory
# HOTE: Add yow- additional 1ocal storages here
FewriteRule 7 typo3d| fileadmind| tupo3conf /| typo3temps/| upl oads/| favicons, icod - [L]

# If the filessymlinks/directory does not exist = Redirect to Index php
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond #{REQUEST_FILEMAMEX ! -1

FewriteRule © =% #{EMY: CWDYindex. php [OSA, L]

AT Modul e

# Access block for files
£FilesMatch "C7i: ™, 1“4 =4 “0 7 Changelogl ToDol Readmel Li censed C 7 s, mdl b, txt )7l “composert,
7 jsonl lock)| “ext _conf_templ ateh, txtl "ext _typoscript _constantsh, txtl "ext_tuyposcript_setuph,
| swlopll git, =3, =03 "l rocoag" s
# Apache « 2 3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e
# Apache =2 2 3
<IfModul e mod_authz_care, c
Fequire all denied
</TfModul e
£/FilesMatch:

# FBlock access to wves directories
<IfModule mod_alias, o

RedirectMatch 484 /5, O gitl swnl hgy !
</TfModul e

###t End: Rewriting and Access #i#



###t Begin: Miscellansous #ith

# 464 error preventlon for non-existing redirected folders

Options -Multiviews

# Make sure that directory 11s5tings are di sabled,
£l fModule mod_autol ndex, o

Options -Indexes
/I fModul e

<IfModul & mod_headers, ¢
# Force IE to render pages in the highest awailable mode
Header set X-UA-Compatible "IE=edge"
£FilesMatch "%, Cappcachel crxl cssl eotl gi fl htcl icol jpe?gl jsI mdal mevl mani festl mpdl oexl ogal ogr
Header unset X-UA-Compatible
£/FilesMatch:

# Reducing MIME type security risks
Header set X-Content-Type-Options “nosniff"
</1fModul e

# ETag removal

<IfModul & mod_headers, ¢
Header unset ETag

/I fModul e

FileETag Hone

#it End: Mi scellansous #HitH

# Add your own Ful s here,



