# Use the front controller as 1ndex file

# every other rewl tesredl
# mod_rewter, Additionally,

# start page (path "/"3 because otherwl se Apache will apply the

thi = reduces

It serves 35 4 fallback solutlon when

ect fails (e g In an allased environment without

the matching process for the

w1 ting rules

# to each configured DIrectorylndex file (e g 1ndex. phpo, Index html, 1ndex pll,

Directoryl ndex app. php

FewriteEngine On

# Begin HackRepalr, com Blacklist

# Abuse Agent BlockIng
FewriteEngine on

# Rewrl teCond Z{REQUEST_LRIF . #}

Y 55

#  RewriteRule “C, =) 3pp php [L]
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WELITTA O Lern SaerLTma

[HCT

“[Lwlebl Bblandit C[HC, ORI
“RAcunetix [HC, ORI

“binlar [HC, ORI

“Bl ackWi dow [HC, OR]

“Bolths B [HC, OR]

“Bots mailto craftbots@yahoos, com [HC, OR]
“BOTY ford JCE [HC, OR]
“casper [HC, OR]
“checkpriwvacy [HC, OR]
“ChinaCl aw [HC, OR]

“clshttp [HC, ORI

“cmsworl dmap [HC, OR]

“comodo [HC, OR]

“Custo [HC, OR]

“Default’s Browsers @ [HC, ORI
“di avol [HC, ORI

“DIThot [HC, OR]

“DISCo [HC, OR]

“dotbot [HC, OR]

“Downl oady Demon [HC, ORI
“eCatch [HC, OR]

“EirGrabber [HC, ORI
“EmailCollector [HC, ORI
“Email Siphon [HC, OR]
“Emaillolf [HC, ORI

“Expressy WebPictures [HC, OR]
“extract [HC, OR]
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HCHTTP_USER_AGENT:
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HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:

HCHTTP_USER_AGENTX

HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
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HCHTTP_USER_AGENT:

HCHTTP_USER_AGENTX

HCHTTP_USER_AGENT:

HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:

- "EyeMetIE [HC, ORI

- “feedfinder [HC, OR]

- “FHscan [HC, OR]

- “Fl ashizet [HC, ORI
+ “flicky [HC, ORI

- “GetRight [HC, ORI
- “Getleb! [HC, OR]

- "Go-Ahead-Got-It [HC, ORI

- “gBBgle [HC, ORI

+ “Gol Zi1la [HC, ORI
- "grab [HC, OR]

- “GrabMet [HC, OR]
- “Grafula [HC, ORI
- “hatwvest [HC, ORI
- “HMView [HC, ORI

- "InterGET [HC, ORI

- “Interneth HMinja [HC, OR]
- “InternetSeers, com [HC, OR]

- “jakarta [HC, OR]
- “Java [HC, OR]
- “JetCar [HC, OR]

- “JOCY Web Spider [HC, OR]

- “kanagawa [HC, ORI
- “kmccrew [HC, ORI
- “larbin [HC, ORI

- “LeechFTP [HC, ORI
- “1ibwww [HC, ORI

- “Massh Downloader [HC, ORI

- "Maxthong [HC, ORI

“miner [HC, ORI

- “Misterh Pix [HC, OR]
- “Mozillas, #Indy [HC, OR]
- "Mozillas, =HEWT [HC, OR]
- "M3FrontPage [HC, OR]

- “Mavroad [HC, ORI

CxLracLarrero LML, Ul

“{a_archiver [HC, OR]
- "Image’ Stripper [HC, OR]
- "Image’. Sucker [HC, OR]

“microsofty, url [HC, ORI
- “MIDowns tool [HC, OR]
ELHTTP_USER_AGEMT X



Fewrl teCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
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ELHTTP_USERE _HGEMT
ELHTTP_USER_AGEHTX
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Rewri teCond ¥THTTF_LSER_AGENT?
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“"Mearsite LHC, UR]
“Meth Vampire [HC, ORI
“MetAnts [HC, OR]
“HMetSpider [HC, ORI
“MetZIP [HC, ORI
“nutch [HC, OR]
“Octopus [HC, ORI
“Of flines Explorer [HC, ORI
“Of flines Mavigator [HC, OR]
“Pagesrabber [HC, OR]

“Papa’ Foto [HC, ORI
“pavuk [HC, ORI
“pcBrowser [HC, OR]
“Peopl ePal [HC, OR]
“pl anetwork [HC, OR]
“psbot [HC, ORI
“purebot [HC, ORI

“pucurl [HC, OR]

“Real Downl oad [HC, OR]
“ReGet [HC, OR]
“Ripperss B [HC, OR]
“SeaMonkeut [HC, ORI
“zitecheck’. internetseers, com [HC, OR]
“5iteSnagger [HC, OR]

“skygrid [HC, ORI
“SmartDbownl oad [HC, ORI
“sucker [HC, ORI
“SuperBot [HC, OR]
“SuperHTTP [HC, OR]
“Surfbot [HC, OR]
“tAkelut [HC, OR]
“Teleporth Pro [HC, OR]

“Toatah dragostea meah pentru diawvola [HC, OR]
“turnit [CHC, ORI
“wikspider [HC, OR]
“WoldEYE [HC, OR]
“Webh Imageh Collector [HC, ORI
“Webh Sucker [HC, ORJ

“WebAuto [HC, OR]
“WebCopier [HC, OR]
“WebFetch [HC, ORI



ZCHTTP_USER_AGEMTY “WebGos IS [HC, ORI
ZCHTTP_USER_AGEMTY “Webleacher [HC, OR]
ZCHTTP_USER_AGEMTY “WebReaper [HC, ORI
ZCHTTP_USER_AGEMTY “WebSauger [HC, ORI
ZCHTTP_USER_AGENTY “WPScan [HC, OR]
ZCHTTP_USER_AGEMTY “Mebsiteh extractor [HC, OR]
Z{HTTP_USER_AGEMTY “Hebsites Quester [HC, ORI
ZCHTTP_USER_AGENTY “WebStripper [HC, ORI
ZCHTTP_USER_AGENTY “Weblhacker [HC, OR]
ZCHTTP_USER_AGENTY “WebZIP [HC, OR]

Rewri telond ZHTTP_USER_AGENT? “Hget [HC, OR7
ZCHTTP_USER_AGEMTY “Widow [HC, ORI
ZCHTTP_USER_AGEMTY “WWW-Mechanize [HC, ORI
ZCHTTP_USER_AGEMTY “WWWOFFLE [HC, ORI
ZCHTTP_USER_AGEMTY “Xaldon WebSpider CHC, ORI
ZCHTTP_USER_AGENTY “Yandex [HC, OR]
ZCHTTP_USER_AGEMT} “Zeus [HC, OR]
ZCHTTP_USER_AGEMTY “zmeu [HC, ORI
ECHTTP_USER_AGENTY ARrefsBot [HC, ORI
HCHTTP_USER_AGENTY CazoodleBot [HC, ORI
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di scobot [HC, OR]
ecxi [HC, OR]
GT: o MWW [HC, ORI
heritrix [HC, OR]
HTTF: : Lite [HC, OR]
HTTrack [HC, ORI
ia_archiver [HC, ORI
id-search [HC, ORI

id-searchh, org [HC, OR]

IDBot [HC, OR]

Indy® Library [HC, ORI

IRLbot [HC, ORI

I5SC Systems iRc Searchh 24,1 [HC, ORI
LinksManager. com_bot [HC, OR]

linkwalker [HC, ORI
lup-trivial [HC, OR]

Microsofth URLS Control [HC, ORJ
Missiguas Locator [HC, ORI

MJ1Zbot [HC, ORI

panscient, com [HC, ORI

PECL: : HTTP [HC, ORI



RewriteCond %{HTTP_USER_RGEMT} PHPCrawl [HC, ORI
RewriteCond %{HTTP_USER_RGEMT} PleaseCrawl [HC, ORI
RewriteCond %{HTTP_USER_RGEMT} SBEIder [HC, OR]
RewriteCond ¥{HTTP_USER_AGEMTY Snoopy [HC, ORI
RewriteCond %{HTTP_USER_RGEMT} Steeler [HC, ORI

# Rewri telond XCHTTP_LSER_AGEMT? URI:: Fetch [HC, ORT
RewriteCond #{HTTP_USER_RAGEMTY urllib CHC, OR]
RewriteCond %{HTTP_USER_RAGEMT} Heb Sucker [HMC, ORI
RewriteCond %{HTTP_USER_RAGEMT} webalta [HC, ORI
RewriteCond #{HTTP_USER_RAGEMT} HebCollage [HC, ORI
RewriteCond %{HTTP_USER_AGEMTY MWellss Searchs IT [HC, ORI
RewriteCond %{HTTP_USER_RAGEMTY HWEP% Search [HMC, ORI
RewriteCond %{HTTP_USER_RAGEMT} zermelo [HC, ORI
RewriteCond #{HTTP_USER_AGEMT} ZuBorg [HCI
RewriteRule ™ = - [F,L]

# Abuse HTTP Referrer Blocking emd

<IfModule mod_rewrite, c
FewriteEngine On
# Determine the RewriteBase automatically and set 1t as environment warl abl e,
# If you are using Apache allases to do mass wirtual hosting or 1nstalled the
# project 1n a subdirectory, the base path will be prependsd to allow proper
# resolution of the app php file and to redirect to the correct URI, It will
# work 1n environments without path prefix as well, providing a safe, one-size
# rits all solution But 35 you do not need 1t in this case, you can comment
# the rfollowing £ 1ines to eliminate the overhead,
RewriteCond ¥CREOUEST_URIZ:: $1 “C/, 270, #2828
RewriteRule “(, #) - [E=BASE: ¥11

# Redirect to URI without front controller to prevent duplicate content

# cwith and without “Aapp php’d. Only do this redirect on the initial

# rewite by Apache and not on subsequent cuycles, Otherwi se we would get an
# endl ess redirect 1oop (reguest -@ rewrite to front controller -

# redirect -* reguest -x ...,

# 50 1n case you get a "too many redirects” error or you always get redirected
# to the start page because your Apache does not expose the REDIRECT_STATUS
# environment wariable, you have 2 chol ces:

# - disable this feature by commenting the following 2 11nes or

# - use Apache >= 2 35 9 and replace all L flags by END flags and remove the
#  rollowing RewiteCond (best solutlon



</1f
# 5t
# B
deny
deny
deny
deny
deny
deny

FewriteCond #¥{EMY: REDIRECT_STATUST "%
RewriteRule “apph. phpl /0, 2] $3 %{EMY: BASEZ/$2 [R=361, L]

# If the reguested filenams exists, simply serve It,

# We only want to let Apache serve files and not directorl es
RewriteCond ¥{REQUEST_FILEMAMEX -f

RewriteRule .7 - [L]

# Rewite all other gueries to the front controller,
FewriteRule . 7 #{EMW: BASE:/app. php [LI

Modul e

art Custom Blocks
ueroat

from & 21, 4, 254

from 65, 46, 45, 1927356
from 65 166, 235, 176728
from 55, 92, 222, B/24
from 286, 51, 36, B/ 22
from 216, 52, 23, 8724

# cywelll ance

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

from 35 188,19, 3/29
from 33, 188, 21, 8724
from 33, 188, 41, 64/ 26
from 33 185, 71, 8725
from 33, 185, 83, 8727
from 33, 112, 21, 148/358
from 33, 1158, 42 32729
from 65 213 285 128/27
from 65, 222, 176, 96427
from 65, 222, 185 72429

# Luyberpatrol

deny

from 35, 163 17, 1668527

# Internet Identity - Antl-Fhishing

deny
deny

from 66, 113, 96, 8728
from 7@, 35 113 192427

# Ironport

deny
# L1
deny
deny

from 284, 15 56, 8722
ght speed Systems Securl ty
from 66, 17, 15 1258/26
from B9, 54, 287, 32727



deny from B9, 84, 287, 1258725

# Layered Technol ogl es

deny from 72 36, 128 87517

deny from 72 Z3Z 8, 8716

deny from 72 233 8, 8517

deny from 216, 32 8, 8514

# M56

deny from 67, 192, 231, 224729

deny from 283, 98, 236, 8522

# Fhi sh-Inspector, com

deny from 289, 147, 127, 285/28

# Frescient Software, Inc. FPhishmongers

deny from 195 186, 1968, 8723

deny from 195 186, 192, 87523

deny from 195 186, 194, 87524

# urlrfilterdb

deny from 287, 218, 99, 32729

# websense-in, carl, sandi egol. 1evel 3, net

deny from 4 53 128, 22

# Websense

deny from BB, 194, B, 87524

deny from 67, 117, 281, 128/28

deny from B9, 67, 32 87528

deny from 131,191, 87, 87524

deny from 284, 15, 64, 8721

deny from 283 58, 192, 8721

deny from Z1Z BZ 26, B47527

deny from 213 16E8 226, 87524

deny from 213 16& 241, 8738

deny from 213 16&8 242 8738

deny from 213, 236, 158, 16725

# End Custom Blocks, Add 3 couple 1ine bresks below this a5 well,
# EBlock comment spammers and bad bots

# Add your custom TP block 115t here. Example format:
# deny from < 53 126 22

# End Flock comment spammets, bad bots and some proxi es
# End HackRepalr, com Blacklist, httpes/pastebln comsushackrepal -

<IfModule ! mod_rewrite, o
<IfModule mod_alias. c»

# When mod_rewite 15 not availsble, we Instruct a temporary redirect



# the start page to the front controller explicitly so that the website
# and the gensrated 1inks can still be used,
RedirectMatch 3682 “/% /app. php/
# Redirect Temp cannot be used 1nstead
</ 1 fModul e
</ 1 fModul e



