<IfModul e mod_rewrite, o
FewriteEngine On
RewriteBase

# set some environment variabl es depending on host
FewriteRule . # - [E=EMWIROMMENT: prod]

RewriteCond #{HTTP_HOSTY “the-web-dev. ninja [HCI
FewriteRule . # - [E=EMWIROMMENT: prod]

RewriteCond #¥{HTTP_HOSTY “blog-ci. the-web-dew, ninja [HC]
RewriteRule . # - [E=EMVYIROMMENT: dev]

RewriteCond #¥{HTTP_HOSTY “the-web-dev-ninja. prod [HC]
FewriteRule . # - [E=EMWIROMMENT: prod]

RewriteCond ¥{HTTP_HOSTY “the-web-dev-ninja. test [HC]
RewriteRule . # — [E=EMYIROMMENT: test]

RewriteCond #{HTTP_HOSTY “the-web-dev-ninja, dev [HCI
RewriteRule . # - [E=EMVYIROMMENT: dev]

#ae Redirect non www to www ##8#
# Rew1teCond ECHTTP_HOST: “the-web-dev, ninja [HCT
# RewiteRule 7, 1§ http s www, the-web-dey, ninja<$l [L, R=3617

# Remove trailing =1ash
# RewriteRule 70, 178 $1 [R=3A1,L]

##st Sampl e Redirects
##f Redirect 361 http S www, domal i comshome At toe S v, domal n, coms

##tht Frevent hotlinking ##fH

# RewriteCond ZTHTTP_REFERER: ! 7%

# RewiteCond ZCHTTP_REFERER: ! “http: #7/C www, 2 7domal o coms, #§ [HCT
# RewiteRule . Cgifl jpgl swfl 1yl pngr g ~ [R=362, L]

###tt Force https for certaln pages ##f

# Rewrl teCond XCREQUEST_METHOD: ! “POSTE

# Rewrl teCond XCHTTPS? ! =on

# RewlteCond ZHTTP_HOST? domain, com [HCT

# Rewrl teCond XCREQUEST_URIZ contact-us

# RewiteRule 7, 1% https: /7www, domaln, coms gl [L, R=3617

ErtorDocument 484 484, html

FcimeiteMf e i i =L Lt o= T} A Ll o



Crroar oCcumenin 2E8 @ 2, Tl

i Securi t

# procs/sel s

y restrictions #i#t

e ron? no WAl

FewriteCond ¥{OUERY_STRIMGY proc/self/environ [OR]

# FBlock out any script trying to set a mosConflig value through the URL
RewriteCond %{OUERY_STRIMGY mosConfig_[a-zA-2_141, 213C=1 %¥E300 [OR]
# Block out any script trying to basebd_encode crap to send wia URL
RewriteCond %C0UERY_STRIMGY basebd_encode, =0, =) [OR]

# FBlock out any script that Includes a <script: tag in URL
RewriteCond %{OUERY_STRIMGY ¢« ¥3C), #script, =0 ¥3E) [HC, OR]

# FBlock out any script trying to set a PHP GLOBALS wariable wia URL
RewriteCond %{OUERY_STRIMGY GLOBALSC=| [I %¥[A-9A-Z1<A, 232 [OR]

# Block out any script trying to modify & _REQUEST wariable wia URL
RewriteCond ¥{0UERY_STRIMGY _REQUESTC=| [1 %[ A-9A-Z1{@, 23)

# send all blocked request to homepage with 483 Forbi dden error!

RewriteRul e

Rewri teCond
Rewri teCond
RewriteRul e

RewriteCond
RewriteCond
RewriteCond
RewriteRul e

RewriteCond
RewriteCond
RewriteCond
RewriteRul e

RewriteCond
RewriteCond
RewriteCond
RewriteRul e

“(. %24 app. php [O5A, L]

ELREQUEST_URT Y “Fadmind/. # 2% [HCI
W REQUEST_FILEMAMET ! -f
“(, #)% app_admin, php COSA, L]

ZCREQUEST_URIY ! “fadmind/, = 2% [HCI
HCREQUEST_FILEMAMET ! -T

HCEMY: EMVIROHMEMTY test

“(, #2% app_test. php [0QSA, L]

ZCREQUEST_URIY ! “fadmind/, = 2% [HCI
HCREQUEST_FILEMAMET ! -T

HCEMY: EMVIROHMEMTY dev

“(, #2% app_dev. php [0OSA, L]

ZCREQUEST_URIY ! “fadmind/, = 2% [HCI
HCREQUEST_FILEMAMET ! -T

#CEMY: EMVIROHMEMT  prod

“(, #2% app. php [OSA, L]

AT Modul e

<IfModule ! mod_rewrite, o
<IfModule mod_alias. c»



# When mod_rewrite 15 not avallable, we 1nstruct & temporaty redirect of
# the start page to the front controller explicitly so that the website
# and the generated 1inks can still be used,
RedirectMatch 3682 “/% /app. php!
# Redirect Temp cannot be used 1nstead
/I fModul e
/I fModul e

# Use the front controller as Index file It serves a5 a fallback solution when
# every other rewitesreditrect fails (e g 1n an aliased environment without

# mod_rewiter, Additionally, this reduces the matching process for the

# start page (path "/"0 because otherwl se Apache will apply the rewiting rul es
# to each configured Directorylndex file (e g 1ndex. php, Index html, 1ndex pll,
# 01 rectoryl ndex app, php

##ts 01 sable server s1gnature
Server3ignature Off

##ts di sable directory browsi ng
Options All -Indexes

#Hi set the timezone

# SetEnyv T2 EuropesLorndon

###E Al ways downl oad 3t tachment s
AddType applicationsoctet-stream . pdf
AddType applications/octet-stream . zip

#
##s Optimi ze #i##
#

#Hh Gzip Files #iti#
£ifModule mod_deflate, o
AddOutputFilterBuTupe DEFLATE text/html text/xml text/css text/plain
AddOutputFilterBuTupe DEFLATE imagesswg+xml applicationsxzhtml+xml applicationsxml
AddOutputFilterBuTupe DEFLATE applicationdrdf+xml applicationdrss+xml applicationdatom+:
AddOutputFilterBuTupe DEFLATE text/javascript applications javascript applicationsx-java:
applicationd json
AddOut putFilterBuTupe DEFLATE application/x-font-ttf applicationsx—font-otf
AddOut putFilterBuTupe DEFLATE font/truetype font/opentype



<71 fModul e

#H#H Set headers
£1fModule mod_headers. o
#HH IE
Header append ¥-UA-Compatible "IE=Edge, chrome=1"

###tft F3F Header of IE 15sues with 3rd party coockies
Header append P3P "cp=BardisCHs"

##ts Securl ty Hardeni ng

# vivid Matter - Bulletproof Header Security

# 0on't allow pages to be framed externally - Defends agalnst CSRF
# Frewvent C11ckjacklng

Header append X-FRAME-OPTIONS " SAMEORIGIH"

# Tell the browser to attempt the HTTFS wersion firs
#Header always set Strict-Transport -Securi ty “max-age=157650000"

# Turn on IEG-IE9 %55 prevention tools
Header append ¥-%S55-Protection “1; mode=block"

# Only allow Javascript from the same domain to be ron,
# 0on't allow Inline JavaScript to run,
#Header set X-Content-Securi ty-Policy "allow "self':”

# FPrevent mime based attacks
Header append ¥-Content-Type-Options “nosniff"

Header alwaus unset link
Header always unset Serwver
Header alwaus unset X-Pingback

# 01 sable server =1gnature
Header append SerwverSignature "0ff"

Header append SerwverTokens " Prod”

# Control Cross-Domain Policies
#Header set X-FPermi tted-Cross-0Domal n-Fol 1cies "master-onl y”

###E set the content 1anguage header



Header append Content-Language en

#H## Set the Creator
Header append Created-By "George Bardis - george@bardis, info"
Header append Yersion “w2 7. 7"

£/1 fModul e

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl ot fl ttDcf Il wof f270 "
Header always set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

#H##E Cache-Control Headers ####
£ifModule mod_headers, o
£filesMatch ", Cicol jpe?gl pngl gi fl swf)g"
Header always set Cache-Control “public”
</filesMatch:
<filesMatch "5, (cssig":
Header always set Cache-Control “public”
</filesMatch:
£filesMatch "N, O jsig"s
Header always set Cache-Control “priwvate”
</filesMatch:
<filesMatch "%, Cx?html?l phpo $"
#Header al ways set Cache-Control "private, must-rewval 1 date”
</filesMatch:
£/1 fModul e

#H## HTTF ETag header ####
# FileFTag Hone

#Hit Explre Headers ###i#
£IfModul e mod_expires. o

£FilesMatch "M, Cappcachel crxl cssl eotl gi fl btel icol jpe?
gl jsl mdal mdwl mani fest] mpdl ogxl ogal oggl ogyl ot I pdfl pnagl saf ari ext zl swgl svgzl L1 wof | webml webpl
Header always unset X-UA-Compatible
£/FilesMatch:



ExpiresActive On
ExpiresDefault ASGAG
ExpiresByType imagesx-1icon AZS9ZE8A
ExpiresByType applicationsx-javascript AGBB4SEA
ExpiresByType text/css ABA4EHA
ExpiresByType images/gif AZ59260A8
ExpiresByType images/png AZ59260A
ExpiresByType image’ jpeq AZS9ZEEA
ExpiresByType text/plain AS6466
ExpiresByTupe applicationdx-shockwave-flash AZ5926608
ExpiresByTupe wideo/x-flwv AZ59260A
ExpiresByType application/pdf AZS92BE6
ExpiresByType text/himl ASGEG

<41 Modul e

# Send the CORS header for 1mages when browsers reguest 1t
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
£FilesMatch "N, Courl gifl icol jpetal pngl svgz?l webp) $* >
SetEnvIf Origin " IS_CORS
Header always set Access-Control-Allow-Origin "#" env=I3_CORS
£/FilesMatch:
<41 Modul e
<41 Modul e

#
# 1 Spam bots blocklng
#

£IfModule mod_rewrite, o
RewriteCond #{HTTP_USER_RAGEMTY “BlackMidow [ORI
FewriteCond ¥{HTTP_USER_AGEMTY “Both mailtor craf tbot@yahoo, com [OR]
RewriteCond #{HTTP_USER_RGEMT} “ChinaClaw C[OR]
RewriteCond #{HTTP_USER_RGEMT} “Custo [OR]
RewriteCond #¥{HTTP_USER_AGEMTY “DISCo [OR]
RewriteCond #{HTTP_USER_RGEMT} “Downloads Demon [OR]
RewriteCond #{HTTP_USER_RGEMT} “eCatch [OR]
RewriteCond #{HTTP_USER_RGEMT} “EirGrabber [ORI
RewriteCond #¥{HTTP_USER_AGEHTY “EmailSiphon [ORI
RewriteCond #{HTTP_USER_RAGEMTY “Emaillolf COR]
FewriteCond #¥{HTTP_USER_AGEMTY “Express\ kebPictures [0R]



Rewri teCond
Rewri teCond
Rewri teCond
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HTTP_USER_AGEHT

- “ExtractorPro [OR]

. "EyeMetIE [OR]

. "FlashGet [OR]

. "GetRight [OR]

- “Getleb! [OR]

“Gol Zilla [OR]

- "Go-Ahead-Got-It [OR]
- “GrabHet [OR]

+ “Grafula [OR]

- "HMYiew [OR]

- HTTrack [HC, ORI

- "Image’. Stripper [OR]
- "Image’. Sucker [OR]

- Indu Library [HC, ORI
- “InterGET [OR]

HTTP_UUSER_RGEMT “Internet’ Minja [OR]
HTTP_IUSER_RGEMT: “JetCar [OR]
HTTP_IUSER_RGEMT “JOC% Web' Spider [ORI
HTTP_IUSER_RAGEMTY “larbin [OR]
HTTP_IUSER_RGEMTY “LeechFTP [OR]
HTTP_IUSER_RGEMTY “Massh Downloader [OR]
HTTP_IUSER_AGEMTY “MIDown tool [ORI
HTTP_IUSER_RGEMTY “Mister Pix [OR]
HTTP_IUSER_RGEMTY “Hawvroad [OR]
HTTP_IUSER_RAGEMTY “HearSite [OR]
HTTP_IUSER_RGEMT “MetAnts [ORI
HTTP_IUSER_RGEMTY “HetSpider [OR]
HTTP_IUSER_RAGEMTY “Het' Vampire [ORI
HTTP_IUSER_RAGEMTY “HetZIP [OR]
HTTP_UUSER_RGEMTY “Octopus [OR]
HTTP_IUSER_RGEHTY “0Offlineh Explorer [OR]
HTTP_UUSER_RGEMT “Offliney Mawvigator [ORI
HTTP_IUSER_RGEMTY “PageGrabber [OR]
HTTP_UUSER_RGEMT “Papa% Foto [OR]
HTTP_IUSER_RAGEMTY “pavuk [OR]
HTTP_IUSER_RAGEMTY “pcBrowser [OR]
HTTP_IUSER_RGEMTY “Real Download [OR]
HTTP_IUSER_RGEMTY “ReGet [ORI
HTTP_IUSER_RGEMTY “5iteSnagger [OR]
HTTP_IUSER_RGEMTY “SmartDownload [OR]
HTTP_IUSER_RGEMTY “SuperBot [OR]
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RewriteRul e

HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
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HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:
& - [F.L]

“SuperHTTP [OR]
“Surfbot [ORI
“tAkelut [ORI
“WHH-Mechani ze [OR]
“Teleporth Pro [OR]
“Woi dEYE [ ORI

“Webh Imageh Collector CORI

“Webh Sucker [OR]
“WebAuto [OR]
“WebCopier [OR]
“WebFetch [OR]
“WebGoy 15 [OR]
“WeblLeacher [OR]
“lebReaper [OR]
“lNebSauger [OR]

“llebsiteh exXtractor [OR]
“llebsiteh Quester [ORI

“WebStripper [OR]
“WebWhacker [OR]
“WebZIP [OR]

“Wi dow [OR]
“WLWOFFLE C[OR]

“waldon®, MebSpider [0OR]
“Toatah dragostea meah pentru diawvola [OR]
“Mozillass, A% SF [OR]

“EBLS

<A1 FModul e

##it scanner bots a5 well a5 mal acious 1nput bl ocker

<IfModule mod_rewrite, o

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

Rewri t /Cnnd

HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
YIHTTP HISFR RAGFHTS

“w3af. sourceforge, net [HC, OR]

dirbuster [HC, OR]
nikto [HC, ORI
sqlmap [HC, ORI
fimap [HC, OR]
nessus [HC, ORI
whatweb [HC, OR]
Openvas [HC, ORI
jbrofuzz [HC, ORI
11 hubi sker THC. MR



T . L T T R L e ] [ T

FewriteCond ¥{HTTP_USER_AGEMTY webshag [HC, ORI
FewriteCond ¥CHTTP_USER_AGEMTI Chavi jl Hetsparker! 11 buwww-

perll pythonl niktol curll scanl javal winhttpl clshttpl loader) [HC, ORI
RewriteCond #CHTTP_USER_AGEMTI ¢ #8AI #EDI %271 %301 ¥3EI ¥A8) [HC, OR]

RewriteCond #¥CHTTP_USER_AGEHTZ Cpl<l 1" 1" %21 %01 BRI 2801 %221 #2701 ¥281 %301 %3E #8680, 11 b
perl| pythonl niktol curll scanl javal winhbttpl HTTrackl ¢l shttpl archiverl 1oader! emaill harvest] exti:
[HC, OR]

RewriteCond #{HTTP: Acunetix-Products “WYS
FewriteCond ¥REQUEST_URIY <l #¥3C)C["sl=s)+cript, x| #3E) [HC, ORI
RewriteCond ¥{REQUEST_URIY <l #¥3ChC[ "el=ed+mbed. = x| ¥3E) [HC, OR]
FewriteCond ¥CREQUEST_URIY ©<I #¥3C)C[ "ol=od+bject, x| #3E) [HC, ORI
FewriteCond ¥{REQUEST_URIY <l #¥3C)C0"11=12+frame, (x| #3E) [HC, ORI
RewriteCond #{REQUEST_URIY basefd_tenl dedcodel "1+ ™)1\ [HC, OR]
RewriteCond #¥{REQUEST_URI Y C#AAI #¥ADI WSl hsnd [HC, ORI
RewriteCond #{REQUEST_URIY union([“al#ar+11C(["s]l#s)+elect [HC]
RewriteRule ™, #)% http AA1E7 8,8, 1 [R=361, L]

<41 Modul e



