php_value zlib, output_compression on

AEHHRE TINE
SetEnv TZ EuropesRome

# disable the Server response header totally
<IfModul e mod_headets, c

Header unset Serwet

Header unset X-Powered-By
<41 fModul e

# disable the server s1gnature
#5erverTokens ProductOnl y
ServerSignature OFf

AddDef aul tCharset utf-5

# Secure Your Web S1te from C11ckjacklng Attack
Header append X-FRAME-OPTIONS " SAMEORIGIH"

# set the serwver adminl strator emal ]
SetEny SERVER_ADMIM infolboostack, com

#from boostack, com to wew, boostack, com
#Rewr] teCond ZTHTTP_HOST: “httpe /s www, boost ack, com [HCT
#Rewrl teRule 0, 1% boostack, come$] [L, F=3617

#AuthType Basic
#Aut hHame "Aut hent1 catl on Regui red”
#AUt hliserF1le < var wwws it ml #boost acks. bt passwd

#Requi e val 1 d-user

HHHARE REULES
Options -Multiviews
FewriteEngine on

RewriteCond #{DOCUMEMT_ROOT:/boost ack/mai nt enance. php -f
RewriteCond #{DOCUMEMT_ROOT: /boostack/maintenance. enable -
RewriteCond #{SCRIPT_FILEHMAMEZ ! maintenance. php

B

RewriteRul e

AL

. #% /maintenance. php [R=5A3, L]



#
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e

Errarbocument
Errarbocument
Errarbocument
Errarbocument
Errarbocument
Errarbocument
#EForDocumert
#EForDocumert
#EForDocumert
#EForDocumert
#EForDocumert

#Errorbocument

“home$ index, php [L]

“loging login, php [L]

£IfModule mod_gzip. c»

mod_gzip_on

mod_gzip_dechunk Yes

mod_gzip_item_incl ude
mod_gzip_item_incl ude
mod_gzip_item_incl ude
mod_gzip_item_incl ude
mod_gzip_item_gxcl ude
mod_gzip_item_gxcl ude

AT FModul e

“logout$ 1ogout, php [LI

“docs/ ([ a-zA-£8-9_-1+2% documentation, php?docpath=$1 [LI]
“docs documentation, php [L]
“downl cad$ downl oad. php [L]

“registration$ registration. php CL]

“api L™, 1+0% api. phpPrequest=$1 [L]

php?ocode=488
php?code=4a1
php?ocode=483
php?code=484
php?ocode=588

L

™~

o o
)
[}
S|

™~

™~

)

oms et o, php?code=J66

oM< Errar, phpPcode=46]

S|

s errar, phpToode=483
SErtar, phptrode=464
e o, Ju/ ) /_'I e =5FE

w“mal nt enance, php

Y, Chtml 7l txtl cssl jsl phpl plog
"ol -scriptd

“text/, #
“applications/x-javascript,

488 /boostack S errar,
481 /boostackserrar,
483 sboostackserrar,
484 /boostack s errar,
SHA Sboostackerrar,
5A3 /boostack/mai ntenance, php
468 https: s boost ack,
ga1 https: //boost ack
g43 https: //boost ack
ga4 https: /S boost ack,
LG8 https: /7 boost ack,
S8z https: srboost ack,
Yes
file
handl er
mime
mime
mime

£<IfModul e mod_expires, o

ExpiresActive

on

ExpiresByTupe text/css A3 536608
ExpiresByTupe applicationdx-javascript A31 536608
ExpiresByType text/himl A31536E6A
ExpiresByTuype text/richtext A3153668A
Exp1re58uTupe 1magexsvg+xm1 A31 536888

tspheader “Content-Encoding .

“images. =

#gzip, #



ExplresBylype
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

textsplaln HIloE6HEA

text/x=sd A315356888

text/xsl A315356888

text/xml A315356888

videosasf A31536060

videosavi A31536060

image/bmp A3153668E

application/ java A3153668E

video/divx A31S36606

application/msword A31536668

applicationdx-msdownl nad A31 5366608

image/gif A31536E6E

applicationdx-gzip A31536668

image/x-1con A31536666

applicationdvnd ms-access A31536688

audio/midi A3l 536066

video/quicktime A315366608

audio/mpeqg A315366066

video/mpd A31 536668

video/mpeg AZ15366066

applicationdvnd ms-project A31S5366866

dat abase A315366068
chart A31536888
farmul a A31 5368606
graphics A315366686
presentation A31536666
spreadsheet A31536868
text A3153688a

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.

applicationdvnd oasis. opendocument.
applicationdvnd oasis
audio/ogg A31 536668
application/pdf A315366608

image/png A31536668

applicationdvnd ms-powerpoint A3l 5368608
audi o/ x-real audi o A31 536060
applicationdx-shockwave-f1ash A3l 5368608
application/x-tar A31536666

image/tiff A31536066

audi o/way A31536080

audi o/wma A31536060

applicationdvnd ms-write A315366608

opendocument.

applicationdvnd ms-excel A315366608
application/zip A31 5366608



FileETag MTime S5ize

# Cache all files for 2 weeks after access (AD,
Expireshefault Al 2A966A

# Do not cache dynami cally generated pages,
ExpiresByType text/himl Al

AT FModul e

£FilesMatch "4,

i htaccessl htpasswdl inil phpsl f1lal psdl 1ogl shl sgllincl phtmll inc phpl C1ass, phpr $"
Order ALLow, Deny

Deny from all

£/FilesMatch:

# procssel fremvd ron? no!

RewriteCond #¥{OUERY_STRIMGY procssel f/environ [OR]

#E6] occa ognl script che cerca di settare un val ore mosConflig attraverso 17 URL
RewriteCond #{OUERY_STRIMGY mosConfig_la-zA-2_111, 2130= %%300 [OR]

# Block all script! basebd_encode cf-ap
RewriteCond %COUERY_STRIMGY basefd_encode, =0, =) [OR]

# Block all requests that contalins <script> tag 1n the LURL
RewriteCond #{OUERY_STRIMGY < #30C), #script, =0 ¥3E) [HC, OR]

# block all requests tryimg to set the PHP global variable via LURL
RewriteCond %COUERY_STRIMGY GLOBALSC=I [ %[ A-9A-Z14A, 23 [OR]

# block all requests tryimg to set the PHP _Regquest wvariable wia URL
RewriteCond %COUERY_STRIMGY _REQUESTC=ICI %%[A-9A-F1<{A, 232 [0R]

# Redirect all blocked request to error page
FewriteRule . #2% erraor, php [F, L]

# Start compression
SetOutputFilter DEFLATE
AddOutputFilter DEFLATE text/plain



AddOutputFilter DEFLATE text/html

AddOutputFilter DEFLATE text./xml

AddOutputFilter DEFLATE text/css

AddOutputFilter DEFLATE applicationdxml

AddOutputFilter DEFLATE applicationdxhtml+xml
AddOutputFilter DEFLATE applicationdrss+xml

AddOutputFilter DEFLATE applications javascript
AddOutputFilter DEFLATE applicationdx-javascript
AddOutputFilter DEFLATE applicationdx-httpd-php
AddOutputFilter DEFLATE applicationsx-httpd-fastphp
AddOutputFilter DEFLATE applicationsx-httpd-fastphp
AddOutputFilter DEFLATE imagesswg+xml

BrowserMatch "Mozillasd gzip-only-text/himl

BrowserMatch "Mozillasd, ALEYE] no-gzip

BrowserMatch BMSIE ! no-gzip ! gzip-onl y-text /html

SetEnvIf User-Agent ", #MSIE, " nokeepaliwve ssl-uncl ean-shutdown downgrade-1. @ force-
response-1, @

# Don't compress 1mages

SetEnvI fHoCase Request_URI . (% gifl jpe?ad$ no-gzip dont-wary
AddOutputFilter DEFLATE image/png

AddOutputFilterBuTupe DEFLATE text/html text/plain text/xml text/css imagespng
£FilesMatch ", ¢ jsl cssl htmll html phpl xmll prng) "

SetOutputFilter DEFLATE

£/FilesMatch:

£ifModule mod_headers, o
£filesMatch ", Cicol pdfl f1vl jpal jpeal pnal i f1 swfig":
Header set Cache-Control "max-age=2592808, public"
£/filesMatch:
<filesMatch "W\, (cssig" s
Header set Cache-Control "max-age=6A48088, public"
£/filesMatch:
£filesMatch "M, Cjsig" s
Header set Cache-Control "max-age=6B4508, private"
£/filesMatch:
£filesMatch "N Caomll tata g
Header set Cache-Control "max-age=684808, public, must-revalidate”
£/filesMatch:
# 6 mins
£filesMatch "M, Chimll html phpr "



Header set Cache-Control “max-age=688, priwvate, must-revalidate"
</filesMatch:

</1fModul e

# BEGIH Turn ETags Off

£ifModule mod_headers, o
Header unset ETag

</1fModul e

FileETag Hone

# EHD Turn ETags OFf

# BEGIH Remove Last-Modi fied Header
£ifModule mod_headers, o

Header unset Last-Modified
</1fModul e
# EMD Remove Last-Modi f1ed Header

<ifmodule mod_mime, c="":
AddType textscss | css
AddType applicationsx-javascript . js
AddType text/x-component . hic
AddType texts himl . himl . him
AddType text/richtext . rif . rtx
AddType imagesswvg+xml . Swg . swgz
AddType text/plain . txt
AddType textsxsd . xsd
AddType textsxsl | xsl
AddType texts/xml . xml
AddType wideo/asf . asf . asx . wax . wmy . wmx
AddType wideolawi . awvi
AddType image/bmp . bmp
AddType applicationsjava . class
AddType wideo/diwvx . dive
AddType application/msword . doc . docx
AddType applications/wnd ms-fontobject . eot
AddType applicationsx-msdownload . exe
AddType imagesgif .gif
AddType application/x-gzip . gz . gzip
AddType image/x-icon . ico
AddType image/jpeg . jpg . jpeq . jpe
AddType applications/wnd ms-access . mdb



AddType audio/midi .mid . midi
AddType wideo/quicktime . mov . gt
AddType audiosmpeg . mp3 . mda
AddTupe wideo/mpd . mpd . medy
AddType wideo/mpeg . mpeg . mpg . mpe
AddType application/vnd. ms-project . mpp
AddType applicationsx-font-otf | otf
AddType applicationswnd. oasis opendocument. dat abase . odb
AddTupe applicationswnd. oasis opendocument, chart | odc
AddType applicationsvnd. oasis opendocument, formul a | odf
AddType applicationswnd. oasis opendocument. graphics . odg
AddTupe applicationsvnd. oasis. opendocument, presentation . odp
AddType applicationswnd. 0asis opendocument. spreadsheet | ods
AddType applicationsvnd. oasis opendocument, text | odt
AddType audiofogg . ogg
AddType application/pdf . pdf
AddType image/png . png
AddType applications/wnd. ms-powerpoint . pot . pps . ppt . pptx
AddType audios/x-realaudio . ra . ram
AddTupe applicationsx-shockwave-flash . swf
AddType applicationsx-tar . tar
AddType imagestiff ,tif . tiff
AddTupe applicationsx-font-ttf . tif . ttc
AddType audiosway . wav
AddType audio/wma . wma
AddType applicationswnd ms-write . wri
AddTupe applicationswnd ms-excel . xla . xls . xlsx . x1t . xlw
AddType applicationszip . zip

£/1 fmodul e

£ifmodule mod_deflate, c="":
# Force derflate for mangl ed headers

devel oper. yahoo, combl ogs.ydnspost 5/2681 8.1 2/ pushi ng-beyond-g=1 ppi ng:

£ifmodule mod_setenwif, c="">
£ifmodule mod_headers, c="":
SetEnvI fHoCase "0 Accept-Encodingl ¥-cept-Encodi ngl X153 “{153] -{1532 %
“rigzipl deflaterhss, Ths#1+ [X"-1{4, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encoding
£/1 fmodul e
£/1 fmodul e



<ifmodule filter_module="":
# HTHL, TXT, 55 Jawvascript, Js0M, XAL. HTC:

FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
fontobject' "
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterChain
FilterProtocol
£/1 fmodul e

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

<ifmodule mod_filter, c="">»

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

DEFLATE
DEFLATE
DEFLATE
DEFLATE

DEFLATE

# Legacy wersions of Apache

" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX

" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX
" E{COMTEMT_TYPEX

"$text/html' "

"$text/css
"ftextsplain' "
"$text/xml' "

" ftext S x-component

"fapplication/ javascript

"fapplicationd json

' $applicationdxml

" $applicationdxhtml +xml

" $applicationdrss+xml

' $applicationd atom+xml

"tapplicationdvnd ms-

1 L} ]
F1mages svg+xml
1 ' ) ' n
fF1mages x-1con
rn

"f$applicationdx-font-ttf

" $font S opentype’

change=yes; byt eranges=no

AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applications json

AddOut putFilterBuTupe DEFLATE applicationd javascript

AddOutputFilterBuTupe DEFLATE text/xml applicationsxml text/x-component

Addout putFilterBuTupe DEFLATE applicationdxhtml+xml applicationdrss+xml

application/atom+xml

AddOut putFilterBuTupe DEFLATE imagesx-icon imagesswg+xml applicationswvnd ms-

fontobject applicationdx-font-ttf font/opentype

</1 fmodul e

</1 fmodul e

# Bl ock access

<ifmodule mod_rewrite, c
Rewri teCond #ISCRIPT_FILEMAME:
Rewri teCnnd %0 SCRTPT FTI FHAMF?

to "hidden" dire:

mun.,
- .
= E

“tori es wi

-d
—f

52 names begin with a period



RewriteRule "C71 /% " - [F]
</1 fmodul e
<ifmodule mod_autolndex, c="":
Options -Indexes
</1 fmodul e
Options -Indexes
£ifmodul e phpS_modul e="":
php_walue session, cookie_httponly true
</1 fmodul e

#

# Force 1atest TE rendering englne

#
<ifmodul e mod_headers, c="":
Header set X-UA-Compatible "IE=Edge, chrome=1"

# mod_headers can't match by content-type,

everyt bl rmg
<filesmatch:
Header unset X-UA-Compatible
£/filesmatch:
</1 fmodul e

<ifmodule mod_headers, c="":
<filesmatch:

Header append Yary: Accept-Encoding
£/filesmatch:

</1 fmodul e

#Cache di sabl e

#Header Set Cache-Control "max-age=A, no-store”

but we don't want to this header on



