# Apache Server Configs w2 14 681 HIT License
# https: ssgl thub, comshsbpsserver-conf] gs-apache

#
# CORS-enabl ed 1mages
#

# Send the CORS header for 1mages when browsers reguest 1t
£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "N, Cbmpl curl gi flicol jpetal pnagl swgz?l webpa §
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# Webfont access
#

# Allow access to web fonts from all domains
<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl tELcfll wof 270 g"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#
# Internet Explorer
#

# Force IE to render pages 1n the highest awailable mode 1n the various cases when 1t may
ot
<IfModul & mod_headets, c
Header set X-UA-Compatible "IE=edge”
# 'mod_headers' can't match based on the content-type, howsver, we only
# want to send this header for HTAL pages and not for the other resources
¢FilesMatch "4,
{ appcachel atoml bbawl bmpl crxl cssl curl eotl f40abpydl f1vl geojsonl i f1 htel icol jpe?

=1 I l___F1 anim



i J= J=0r La) v
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof F271 x1ocl xml| xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
</ fModul e

<IfModul e mod_mime, o>

# Data 1nterchange

AddType applicationsatom+xml atom

AddType applications json json map topojson
AddType applicationsld+json jsonld
AddType applicationsrss+xml (=3

AddType applicationswnd. geo+json Qe jSon
AddType applicationsxml rdf xml

# JavaScript

AddType applications javascript is

# Manirest files

AddType application/mani fest+json webmani f est
AddType applicationsx-web-app-mani f est+json webapp
AddType text/cache-mani fest appcache

# Media riles

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus
AddType image/bmp bmp

AddType imagesswg+xml v SWOZ
AddType image/webp webp

AddType wi deo/mpa fdv fdp mdv mpd
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideosx-f1w flw

AddType image/x-icon cur ico

# Web fonts

AddType applicationsfont-woff wof f

AddType applicationsfont-woffZ wof f 2
AddType application/vnd ms-fontobject eot

AddType applicationsx—font-ttf tto ttf



HAd Type
# Other
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

f ont./ opent ype

application/octet-stream
applicationdx-bb-appworld
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
text/vcard
text/vnd rim location xloc
text/vit

text/ x-component

AT T Modul e

otf

safariextz
bbaw

CFx

Qe

xpl

wviard wof
xloc

wit

htc

#

# UTF-& encoding

#

# Use UTF-5 encoding for anything served textsplain or texts/html
AddDef aul tCharset utf-5

# Force UTF-8 for a number of fI1le formats

<IfModul e

mod_mi me. c

AddCharset utf-3 ., atom

. bbaw

L BS54

. geojson M
R

. json b

. jsonld A
.manifest %
Crdf o
PS54

. topojson b
vt
webapp M

. webmani fest
Cxloc s

. xml

AT T Modul e




# Start rewlte englne
#

#1: Turn on the rewite engine (this 15 necessary 1n order for the ' Rewrl teRul &'
directives to work)d

# 2 Enable the 'Followsymlinks' option If It 1sn't alresdy

# 3 If your web host doesn't allow the 'FollowSymlinks' option, you need to comment 1t
out or remove 1t,

# and then uncomment the 'Options +5ymlinks]fOuvnerflatch’ C#4, but be swsre of the
performance 1mpact

# 4 Some cloud hosting services will require you set ' Rewl teBase’

# 5 Depending on how your server 15 set up, you may also need to use the ' Rewrl tedptions'
di rective

# to enable some options for the rewrlte engine

# 6 Set ECEMY: PROTOR warlable, to allow rewltes to redirect with the sppropriate schema

automatically Chttp or https)

£IfModule mod_rewrite. o
#1
RewriteEngine On
#=
Options +FollowSumlinks
#3
# Options +5ymlinksIFOwnetat ch
#d
# RewrlteFase /
#5
# Rew-1tedptions <optlons:
#E6
RewriteCond %{HTTPSY =on
RewriteRule ™ - [env=proto: https]
RewriteCond %{HTTPSY ! =on
RewriteRule ™ - [env=proto: httpl
<A1 fModul e

# rewlte www domain com to domaln com
£IfModule mod_rewrite. o
RewriteEngine On
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ #{EMYW: PROTOG: /%1 %{REQUEST_URI Y [R=3A1, L]



AT Modul e

#

# Fedirects
#

# <IfModul e mod_rewits cx

# Rewrl teEngi ne On

# Rewrl teCond ZCHTTP_HOST: “product eursdepoul et, stmystaget, com [HCT

# RewriteRule 1 http: #Swww product eursdepoul 6t amyst age, coms$l [L, R=3617
# <1 FHodul g

# Redirect 381 scourtyard httpe ssottawafrl nge, comswhat s—ons/ i1 nge-court yard

ErrorDocument 484 A464, html

#

# Ertor preventlon
#

# [i=able the pattern matching based on £11enames
Options -Multiviews

# Elock access to directories without & default documesnt
<IfModule mod_autol ndex, o

Options -Indexes
</TfModul e

# Flock access to hidden files and directories
I fModule mod_tewrite, o
FewriteEngine On
RewriteCond ¥REQUEST_URIZ "7 A% well-knownd (L™ A1+ A 70+%" [HCI
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e



# FBlock access to flles that can expose sensitive 1nformation
£<FilesMatch "C°#, =# %, (bakl confl distl flal infcill logl psdl shl sgll swlopl | "3 4"

# Hpache < 2. 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

/I fModul e

# HApache = 2 3

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs
#

# Reducing MIME type securlty risks
#

# Frevent some browsers from MIME-3ni ffIng the response
<IfModul & mod_headers, ¢

Header set X-Content-Type-Options “nosniff"
/I fModul e

#
# server-s1de technol ogy 1nformation
#

# Femove the 'X-Fowered-Gy' response headet
<IfModul & mod_headers, ¢

Header unset X-Powered-By
/I fModul e

#
# Server software 1nformation
#

# Frevent Apache from adding & trailing footer 11ne containimg 1nformation about the
server to the server-gensrated documents



Serversignature OFf

#
# Compression
#

<IfModul e mod_defl ate, ¢

# Force compression for mangl ed ' Accept -Encodi ng' request headers
£IfModule mod_setenvif. o
<IfModul & mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {153 -C1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<A1 fModul e
<A1 fModul e

# Compress all output 1abeled with one of the following medis types
# 013 For Apache versions below version 2 3 7 you don't need to enable "mod_rfilter’ and
can remove the
# '<IfModule mod_rilter, cx' and "</ fHodul ex’ 1ines a5 "AddOutputFilterByType’ 1= still
In the core directives
<IfModule mod_filter, ci
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml” %

"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” b
"applicationsvnd, ms-fontobject”
"applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %
“font/eot" A
"font/opentupe” A
"imagesbmp" N



"imagessvg+xml" N
"imagesvnd, microsoft, icon® A
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A
"text/plain® A
"textvcard N
"text/vnd rim location, xloc" %
"textsvtt" A
"text/x—component” A
"text s x-cross-domai n-policy” A
"text s xml”

</TfModul e

# Map the followimg f1l1ename extensions to the specified encoding type 1n order to make
Apache serve the file types
# with the appropriate 'Content-Encoding' response header (do note that this will HOT
make Apache compress them?
<IfModul e mod_mime, >
AddEncoding gzip SWOZ
</ 1 fModul e

AT Modul e
#

# ETag remowal
#

# Since we're sending rar-ruture explres headers (see below), ETags can be removed
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

FileETag Hone
#

# Expites headers (for better cache controll
#




# The following expltes headers are set pretty fa in the future I you don't control
versioning with filename-based cache busting,
# consider lowsring the cache time for resources 1ike C55 and J5 to something 1ike 1 week,
£IfModul e mod_expires. o

ExpiresActive on

ExpiresDefaul t "access plus 1 month"
# L55

ExpiresByTuype text/css "access plus 1 year”

# Data I1nterchange

ExpiresByTupe applicationdatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe applicationsrss+xml "access plus 1 hour”
ExpiresByType applicationd json "access plus A seconds”
ExpiresByType applicationdld+json "access plus A seconds”
ExpiresByType applicationsschema+json "access plus A seconds”
ExpiresByType applicationdvnd. geo+json "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByType text/xml "access plus A seconds”
# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. microsoft, icon "access plus 1 week"
ExpiresByType imagesx-1icon "access plus 1 week"

# HTHL

ExpiresByType text/himl "access plus A seconds”
# Javascript

ExpiresByType applicationd javascript "access plus 1 year”
ExpiresByType applicationdx-javascript "access plus 1 year”
ExpiresByType text/javascript "access plus 1 year”

# Manifest files

ExpiresByTupe applicationdmanifest+json "access plus 1 week"
ExpiresByTupe applicationdx-web-app-manifest+json  “access plus A seconds"
ExpiresByType text/cache-manifest "access plus A seconds”
# Media files

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesbmp "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTuype images jpeq "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByTuype imagesswg+xml "access plus 1 month"
ExpiresByType image/webp "access plus 1 month"
ExpiresByType wvideosmpd "access plus 1 month"
Fuwrmi rasPiiTiimae v Adamd ama "ormrases Rl 1 mant R
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ExpiresByTupe wideoswebm "access plus 1 month"
# Web ronts

ExpiresByTupe applicationdwnd ms-fontobject "access plus 1 month"
ExpiresByType font/eot "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByTupe application/font-woff "access plus 1 month"
ExpiresByTupe applicationsx-font-woff "access plus 1 month"
ExpiresByTupe font/woff "access plus 1 month"
ExpiresByTupe applicationsfont-woffZ2 "access plus 1 month"
# Other

ExpiresByTupe text/x-cross-domain-policy "access plus 1 week"

AT Modul e



