# Apache Server Configs & 71 | MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

# 010 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf ', you should add
# this logic there: http /<httpd apache org/docs/current ./ howt osht access, html,

# HERHHR R AR R AR R AR AR AR ARRRRRARRARRRRRARRBRRBRR AR R AR R AR AR R AR R AR AR R AR RAR AR R A
# # ERFURS #
# HERHHR R AR R AR R AR AR R AR RRR R AR ARRRRRRRRARRRRRBRRBRR AR AR R B AR R AR AR R AR AR AR R A

#
# 1 484 error prevention /
#

# [isable the pattern matching based on r11enames,

# This setting prevents Apache from returning a 984 error as the resul t
# of 3 rewite when the directory with the same name does not exist,

# http: /rht tpd apache, orgldocs/current /cont ent -negoti at 1o html #mul 11 vi ews
# httpe 77w, webmasterwor] do comsapaches 3605792, [htm

Options —Mul tiviews

#
# | Custom error messages ~ pages /
#

# Customi ze what Apache retwns to the client in case of an error,
# httpe A7httpd apache orgsdocsscurrent smodscore [t ml #errordocument

ErtorDocument 484 484, html
# AR R R R A A A A A R R

# # NEDCIA TYFES AHD CHARACTER EHCODIHES #
# HERHHR R AR R AR R AR R AR AR RRRRRRARRARR AR R ARRBRRBRR AR R AR AR AR AR R AR AR R AR AAR AR R A

#
# 1 Media types /

L



# Serve resources with the proper media types Cformerly known as MIME types),

# http /7w, 13035 orgsassi gnment s/medi a-t ypessmedi 3-t ypes, xhtml
<IfModule mod_mime, o
# Audi o
AddType audi o/ mpa fda fdb mda

AddType audiofogg 0Ja 0gg opus

# Data 1nterchange

AddType applications json json map topojson
AddType applicationsld+json jsonld
AddType applicationswnd. geo+json Qe jSon

# Javascript
# Hormallze to standard toype

# http Artool s 1etf, orgshtml Z/rfods29sect 1 on-7, 2
AddType applications javascript is

# ¥ideo

AddType wi deo/mpa fdv fdp mdv mpd
AddType wideo/ogg gy
AddType wideo/webm webm
AddType wideosx-f1w flw

# Web fonts

AddType applicationsfont-woff wof f
AddType applicationsfont-woffZ wof f 2
AddType application/vnd ms-fontobject eot

# Browsers usually Ignore the font media types and simply snifr
# the bytes to figuwe out the font type

# http /7mimesni £F, spec, whatwg, orgs#tmat chi ng-3-font -t ype-pat tern

# Chrome however, shows 3 warning 17 any other media types are used

# for the following two font types

AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf



AddType 1imagesswg+xml Vg SVOE

# Other

AddType applicationsxml atom rdf rss xml

AddType image/webp webp

AddType imagesx-icon cur ico
</1fModul e
#
# | Character encodings /
#

# Set UTF-8 as the character encoding for all resources served with
# the media type of textshtml” or textsplain’,
AddDef aul tCharset utf-5

# Set UTF-8" as the character encoding for other certaln resources,
<IfModule mod_mime, >

AddCharset utf-3 . atom . css . js . json . r3s . xml
/I fModul e

# HHRHHR AR AR AR AR AR AR AR R AR R AR AR A AR AR R AR R AR R AR AR AR R AR R AR AR AR AR AR AR A
# # URL REWRITES #
# HHRHHR AR A AR AR AR AR AR AR R AR AR AR A AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR A

#
# | Rewrlte englne /
#

# 010 Twrn on the rewite engline

# (this 15 necessary in order for the RewiteRule directives to work),
# htto: #/httpd, apacthe orgsdocs: current /mods mod_rew te bt ml #Rewri t sEngl ne
#

# 021 Some cloud hosting services will also require RewrlteBase to be set,
# htto 7w, Fack space, comknowl edge_cent ers freguent 1 y-asked-guest 1 ons/why-1 5-
modtewrl te-not —work ng-on-my-=1 te

<IfModul e mod_rewrite, o
FewriteEngine On



RewriteBase /
AT Modul e

#
# | Suppressing / Forcimg the “www =~ at the beginning of URLs /
#

# The same content should never be avallable under two di Frerent URLs,

# especially not with and without “www ~ 3t the beginning, This can cause
# SE0 problems (duplicate content’, and therefore, you shoul d choose one
# of the alternatives and redirect the other one.

# By default “Option 1™ ¢rno “www "3 15 activated
# http: <7no—www orgefag photg=cl ass5_6

# If you would prefer to use Option 27, just comment out all the 1ines
# from Option 17 and uncomment the ones from Option 27,

# INFORTANT: HEYER LSE BOTH RULES AT THE SHME TIME!

# Option 1 rewlte www exampl e com — exampl 8 com

£IfModule mod_rewrite. o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URIF [R=381, L]
<A1 fModul e

# HERHHRHAR R AR R AR AR AR ARRRRRARRRRRRRRARRRRRARRBRR AR R AR AR AR R AR AR AR R AR AR R A
# # SECURITY #
# HERHHRHAR R AR R AR AR R AR RRRRRRARRARRRRRARRBRRARRBRR AR AR AR AR AR AR R AR RAR AR R Y

#
# 1| File access /
#

# Block access to directories without 5 default documernt,

# Vvou should 1eave the following uncommented, a5 you shouldn't allow angone to



# surt through every directory on your server (which may 1ncludes rather private

# places such as the CMS' s directoriess,

<I fModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e

# FBlock access to all hidden files and directories with the exception of the

# visible content from within the "/ well-knowns hidden directory,

# These types of files usually contain user preferences or the pressrved state
# of an utility, and can 1nclude rather private places 1ike, for example, the

# git or . swn directories

# The "/ well-knowns directory represents the standard CRFC 57550 path preflx
# for "well-known 1ocations" (e g : 7 well-knownsmani fest, json’,

# 4 well-knownskeybase, txt 1, and therefore. access to 1ts wisible content

# should not be bl ocked,

# https: ASwww, moot, netsb1 ogsZ61 87847877 wel 1 —knowrn
# http //tool s 1etf, orgshtml 2rfc57E5

I fModule mod_tewrite, o
RewriteCond ¥REQUEST_URIZ "7 A% well-knownd (L™ A1+ A 70+%" [HCI
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by =some
# text editors and can pose 3 securlty risk when anyone has access to them,

# http A/ feross orgsomspl of tr

# THPORTANT: Llpdate the ~<Filestatch:  regular expression from below to 1nclude

# any riles that might end up on your production serwver and can expose sensitive



# Information about your website These files may 1nclude: conflguration £iles,
# riles that contain metadats about the project (e g @ project dependencies),
# build scripts, etc,

£<FilesMatch "C°#, =# %, (bakl confl distl flal infcill logl psdl shl sgll swlopl | "3 4"

# HApache < 2. 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

/I fModul e

# HApache = 2 3

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs

# HHRHHR AR AR AR AR AR AR AR R AR R AR AR A AR AR R AR R AR R AR AR AR R AR R AR AR AR AR AR AR A
# # WEE FERFUORMAHLCE #
# HHRHHR AR AR AR AR AR AR AR AR AR AR A AR AR R AR R AR R AR R AR AR R AR HAR AR AR AR AR AR A

#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangl ed headers,

# https: s sdevel oper, yahoo, comsbl ogs.sydn: pushi ng-beyond-gz1 ppl ng-25661, Lt ml

£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterhss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
/I fModul e
/I fModul e



#

#
# 21 ensure that they are served with the correct
# ‘Content-Encodi g’ HTTP response header

<IfModul e mod_mime, c
AddEncoding gzip svgz
< I T Modul e

# Compress all output 1abeled with one of the following medis types,

# IMFORTANT: For Apache versions below £ 3 7 you don't need to ensble
# ‘mod_frilter and can remove the <IfModule mod_filter. c» & "< /IfModules’
# 1ines a5 AddoutputFilterByType’ 1s still in the core directives,

<IfModule mod_filter, ci

AddOut putFilterByTupe DEFLATE "applicationdatom+xml” %
"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrss+xml” A
"applicationsvnd. geo+json” b
"applicationsvnd, ms-fontobject”
"applicationsx—font-ttf"
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %
"font/opentupe” A
"imagessva+xml" N
"imagesx-icon" A
"text/cache-mani fest" A
"text/css" A
"text/html" N
"textsplain® A
"textSvtt" N



"text/x—component” A
"textaml”
</ fModul e

AT Modul e

#
# | Content transformation
#

# FPrevent mobile network providers from modi fying the website's content.
# httpe Z7w, w35 orgsFrotocol s/ cE6] 6ArTcE6] 6-5ecl 4, html #5ecl 4, 5, 5

# <IfHodul & mod_headsrs, cx
# Header merge Cache-Control "no-transform”
# <1 FHodul g

#
# 1 ETags
#

# Remowve ETags as resources are sent with far-rfuture explres headers,

# https: Asdevel oper, yaboo, comsper T ormancesul es, html #etags
# FileFTag Hone doesn't work In all cases
<IfModul e mod_headers, ¢

Header unset ETag
</ fModul e

FileETag Hone

#

# | Expires headers
#

# Serve resources with far-future expl res headers,

# THPORTANT: If you don't control wersioning with £11ename-based cache

# busting, consider lowsring the cache times to something 11ke one week,

LTfMAdT & mnd exmi Fes. o



S . e e e

#  ExpiresActive on

#  Expiresberaul t access plus 1 month”

#

# # L55

#  ExpiresbylType textscss "acoess plus 1 year”

#

# # Datas 1nterchange

#  ExpiresByType application json "access plus A seconds”
#  ExpiresByType applicationsld+json "access plus A seconds”
#  ExpiresByType applicatlonsynd geo+json "access plus A seconds”
#  ExpiresByType applicatlonsxml "access plus A seconds”
#  ExpiresByType text.xml "access plus A seconds”
#

# # Favicon (cannot be renamed! ) and cursor 1mages

#  ExplresByType 1magesx-Icomn "access plus 1 wesk”

#

# # HTHL components (HTCsD

#  ExplresByType textsx-compomsnt access plus 1 month”

#

# # HTHL

#  ExpiresbyType textshtml "access plus A seconds”
#

# # Javascript

#  ExpiresByType applicatlons javascelpt access plus 1 year”

#
# # Manifest riles
#  ExpiresByType applicationsmani fest+json "acoess plus 1 year”

#  ExpiresByType appl1catlonx-web-spp-mani fest + 7500 arcess plus 8 seconds”

#  ExpiresbyType textscache-mani fest "access plus A seconds”
#

# # Media

#  ExplresByType audl o/ 000 "access plus 1 month”
#  ExplresByType 1mags:sgir "access plus 1 month”
#  ExplresByType 1magss jpeg "access plus 1 month”
#  ExplresByType 1mage:pmg "access plus 1 month”
#  ExpiresByType vIdeosmpd "access plus 1 month”
#  ExpiresByType vIdeosogg "access plus 1 month”
#  ExpiresByType vIdeoswebm "access plus 1 month”
#

# # Ll=ak foodd=



m T KoL | o

#  ExpiresByType applicationsatom+xml "access plus 1 hour”
#  ExpiresByType applicationrss+xml "access plus 1 hour”
#
# # Web ronts
#  ExpiresByType applicationsfont-woff "access plus 1 month”
#  ExpiresByType applicationfont-wofre "access plus 1 month”
#  ExpiresByType applicationsvnd ms-rfontobject "access plus 1 month”
#  ExpiresByType application’x-font-ttr "access plus 1 month”
#  ExpiresByType font.opentype "access plus 1 month”
#  ExpiresByType 1mage:syvg+xml "access plus 1 month”
<A1 fModul e

<IfModule mod_headers, c
Header append Cache-Control “public”
<SIfModul e

#
# | Filename-based cache busting /
#

#If you're not using & bulld process to manage your £11enams version rewvvl g,
# you might want to consider enabling the following directives to route all

# requests such as scss/style 12345 css to sossAstyle css,

# To understand why this 1s important and & better idea than "% css?vE31, read:
# http /s, stevesoudsrs, comsbl og. 2088, A5, 23/ eyl ng-r1 1 enames-dont -use-querystri ng

# <IfModul & mod_rewits cx

# Rewr1 teCond HREQUEST_FILEMHAMER ! -f

# RewriteRule 7, +3%, (hd+dh, (css/ curl gi £l 1col jpe?gl js! pngl svgz? webpi § %1, $3 [L]
# <1 FHodul g



