# Use the front controller as index file It serves as 3 fallback solution when
# every other rewltesredirect fails (e g In an allased environment wl thout

# mod_rewltel, Additionally, this reduces the matching process for the

# start page (path "/"3 because otherwl se Apache will apply the rewlting rul es
# to each configured DIrectorylndex f1le (e g I1ndex. phpo, Index html, 1ndex pll,

Directoryl ndex app. php

# By defaul t, Apache does not evaluate symbolic 11nks 1F you did not enable this
# reature 1n your server conflgueation Uncomment the following 11ine I you

# Install assets as symlinks or 1F you experience probl ems related to symlinks

# when compl11ng LESS:5ass/Cof fescript assets,

# Options FollowSyml1nks

# 01 sabling Mul tiviews prevents unwanted negotiation, e g “/app” should not resol ve
# to the front controller "/app php" but be rewitten to "/5pp phpsapp”,
£IfModul e mod_neqgotiation. o>
Options —Mul tiviews
<41 fModul e

<IfModul e mod_rewrite, o
RewriteEngine On

# Determine the Rewrl tefase sutomatically and set 1t as environment warl abl e
# If you are using Apache allases to do mass virtual hosting or [nstalled the
# project 1n 3 subdirectory, the base path will be prepended to allow proper
# resolution of the app php file and to redirect to the correct URI It will

# work 1n envitonments without path preflx a5 well, providing 3 safe, one-size
# rits all solution, But 35 you do not need it in this case, you can comment

# the following 2 11nes to eliminate the overhead,

RewriteCond #{REQUEST_URIX:: §1 “C/, +2/0, %11\ 2%

RewriteRule ™, #) - [E=BRASE: ¥11

# Sets the HTTP_ALUTHORI ZATION header removed by apache
RewriteCond ¥{HTTP: Authorizationd .
RewriteRule . # — [E=HTTP_AUTHORI ZATIOM: %{HTTF: Authorization]

# Redirect to URT without front controller to prevent duplicate content

# cwith and without “#app php'i, Only do this redirect on the initial

# rewite by Apache and not on subsequent cycles, Otherwl se we would get an
# endl ess redirect 1oop Creqguest -» rewrite to front controller -3

[ T K S | LA 3 . B



# redirect —» request =+ .0 0

# 50 1n case you get a3 "too many redirects” error or you always get redirected
# to the start page because your Apache does not expose the REDIRECT_STATUS

# environment wariable, you have 2 chol ces:

# - disable this feature by commenting the following 2 11nes or

# - use Apache >= 2 35 9 and replace all L flags by END flags and remove the

#  rollowing RewiteCond (best solutlon

RewriteCond %{EMV: REDIRECT_STATUSY "%

RewriteRule “apph. phpl /0, 2] $0 %{EMY: BASEX/$2 [R=361, L]

# If the requested filename exists, simply serve 1t

# We only want to 1et Apache serwe files and not directorl es,
RewriteCond ¥C{REQUEST_FILEMAMEX -f

RewriteRule . 7 - [L]

# Rewrite all other gueries to the front controller,
FewriteRule . 7 #{EMV: BASEX/app. php [LI]
</TfModul e

<IfModule ! mod_tewrite, c
<IfModule mod_alias. c»
# When mod_rewite 15 not awvailable, we Instruct a temporary redirect of
# the start page to the front controller explicitly so that the website
# and the generated 1inks can still be used,
RedirectMatch 382 “/% /app. php!
# Redirect Temp cannot be used 1nstead
</ 1 fModul e
</ 1 fModul e

#
# | Oocument modes /
#

# Force Internet Explorer G/9/18 to render pages in the highest mode

# awvailable 1n the various cases when 1t may not,

#

# https: 7 /hsivonen, £1/doct ypes#1 28

#

# 010 Starting with Internet Explorer 11, document modes are deprecated,
# If yowr business still relies on older web apps and services that were

# designed for older wersions of Internet Explorer, you might want to



# consider enabling  Enterprise Mode  throughout your company.

#

# https: </msdn, microsoft, comsen-uss11brarysl esbgl 52625 aspx#docmode

# httpe /7Bl ogs, msdn, comsbel B2 archl ves 261 4By 8275t ay-up—-t o-dat e-wi t h-ent erpri se-mode-1 or-
Internet -expl orer-11, aspx

<IfModul e mod_headers, cx
Header set X-UA-Compatible "IE=edge"

# “mod_headers’ cannot match based on the content-tuype, howsver,
# the " s-UA-Compatible’ response header should be send only for
# HTHL documents and not For the other resources,

¢FilesMatch ",
i appcachel atoml bbawl bmpl crxl cssl curl eotl f4labpyll f1vl geojsonl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof f271 x1ocl xmll xpi 2 $" >
Header unset X-UA-Compatible
£/FilesMatch:

AT Modul e
It HUERBH AR AR R AR AR AR R AR R AR AR i

# # NECIA TYFES AHD CHARACTER EHCODIHES #
e

#
# 1 Media types /
#

# serve resources with the proper media types OF, k. 3 MIME types),
#

# https: </www, 1303 orgslassl gnment s/medi a-t ypessmedi a-t ypes, xhtml

# https: <kt tpd apache orgesdocss current s mods mod_mi me, Bt ml #addt ype

<IfModul e mod_mime, c

# Datas 1nterchange



AddTupe applicationsatom+:xml atom

AddType applications json Jjson map topojson
AddType applicationsld+json jsonld
AddTupe applicationsrss+xml (=3
AddType applicationswnd. geo+json genjsan
AddType applicationsxml tdf xml
# JavaScript

# Hormallze to standard type.
# https: </tools 1etf, orglhtml Arfod329%sect on-7, 2

AddType applications javascript is

# Manifest files

AddType application/mani fest+json webmani fest
AddType applicationsx-web-app-mani fest+json webapp
AddTupe text/cache-mani fest appcache

# Media riles

AddType audi o/ mp4d fda fdb mda
AddType audiofogg 0Ja ogJg opus
AddType image/bmp bmp

AddType imagesswg+xml v SWgZ
AddType image/webp webp

AddType wideo/mp4 fdv fdp mdv mpd
AddType wideo/ogg agy

AddType wideo/webm webm

AddTupe wideosx—-f1w flw

# Serving T ico Image files with 3 different media tuype
# prevents Internet Explorer from displaying them as 1mages:
# https /gl thub, /_?/_7”/,"’/7.5[7,0,"’/77.‘/7/] 5-

bt 1 erpl at escommi t/3 7057 ecAIAIAAT 350690591 boddob2A5aadf Gee

AddType image/x-icon cur ico

# Web fonts



AddType applicationsfont-woff wof f
AddType applicationsfont-woff2 woff 2
AddType application/vnd ms-fontobject eot

# Browsers usually Ignore the font medias types and simply snifr

# the bytes to rigure out the

font type

# https: <smimesnl £, spec, what wg, orgs#mat chi ng-a-font -t ype-pat tern

#

# However,

Blink and Webkit based browsers will show 3 warnimg

#1in the console 1f the following font types are served with any

# other media tuypes,

AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf
# 0t her

AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appwaorld bbaw
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-xpinstall xpi
AddType text/wcard vioard wof
AddType text/vnd rim location, xloc xloc
AddTupe ftextswit wit
AddType text/x-component htc

</ fModul e

#

# | Character encodi ngs

#

# Serve all

#with the media type

#

# https: A7httpd apache,

resources labeled as textshtml ™ o Ctextsplain

AddDef aul tCharset utf-5

‘charset’ parameter set to UTF-3,

org/docsscurrent Smodscore, At ml #3ddder sul tcharset



# Serve the following file tupes with the media type charset’

# parameter set to UTF-8,

#

# https: </ httpd apache orgsdocss curtent smods mod_mi me, bt ml #addcharset

<IfModule mod_mime, >
AddCharset utf-5 . atom

. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
.manifest %
Crdf o
PS54
. topojson b
vt
webapp M
. webmani fest
Cxloc s
. xml

/I fModul e

# HHRHHRHHR AR AR AR AR AR AR AR R AR ARR AR R AR R AR R AR A AR A AR R AR HHR AR AR R R
# # SECURITY #
# HHRHHRHHR AR AR AR AR AR R AR AR R AR R AR R AR R AR R AR R AR HAR AR B AR HHR AR AR AR

#
# 1 Clickjackimg /
#

# Frotect website agalnst clickjacklng.

#

# The example below sends the 5-Frame-0Options  response header with
# the wvalue "DENY', Informing browsers not to display the content of
# the web page 1n any frame,

#

# This might not be the best setting for everyons  You should resd
# about the other two possible values the ~5-Frame-0Options’ header



# rield can have: ~SAMEORIGIN and ~ALLOW-FROM.

# https: //tool s 1etf, orgshtml Ayfoc7a3d8section-2 1,

#

# Keep in mind that while you could send the "X-Frame-Options  header
# for all of your website’s pages, this has the potential downside that
# it forbids even non-malicious framing of yow content (e g when

# users visit your website using a Google Image Seatch resul ts pagel,

#

# Honethel ess, you should ensure that you send the 5-Frame-0ptions

# header for all pages that allow 3 user to make a state changl ng

# operation (e g pages that contain one-click purchase 1inks, checkout
# or bank-transrer confirmation pages, pages that make permanent

# configuration changes, etc. b,

#

# Sending the " X-Frame-0ptions  header can also protect your website

# against more than just clickjacking attacks:

# https: 7 /curess, desxfo-click jack ng pdf,

#

# https: #/tools 1etf, orgshtml /ryfc7a3d

# http: /7Bl ogs, msdn, comsbeT el nt ernal s/archi ves 281 /A5 38, combat 1 ng-cl 1 ok jacki mg-wi th-x-
frame-opt1ons, aspx

# https: <l www, owasp, orgsl ndex, phpesCl1ck jackl mg

# <IfHodul & mod_headers, cx

# Header set X-Frame-Options "DEHY"

# # “mod_headers’ cannot match based on the content-type, howsver,
# # the "X-Frame-0ptions  response header should be send only for
# # HTHAL documents and not for the other resources,

# Filestlatch "4

( apprachel at oml bbawl bmpl crxl cssl curl eot] 490 abpwl] £1v geojsonl gi £l htcl ool jpe?

gl jsl jsoncldr?

| mdL 371 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl safari extzl svgz?

| swrl topojsonl ttLcf1l txt] veard vofl vt t] webappl webl mpll webmani fest! wof 27 x1 ool xml ] xpi 13" >
# Header unset X-Frame-Options

# </F11estlatch

# <o FHodul e



#
# | Content Security Policy (CSP /
#

# Mitigate the risk of cross-site scriptimg and other content-injection
# attacks,

#

# This can be done by setting a Content Security Policy  which

# whitellsts trusted sources of content for your website,

#

# The example header below al1ows OMLY scripts that are 1oaded from

# the current website's origin Cno Inline scripts, no COH, etcl,

# That almost certainly won't work as-1s for your website!

#

# To make things easier, you can use an online C5P header gensrator

# such as: http /7cspl sawesome, coms,

#

# http /7content -securi ty-pol 1 oy, coms’

# http /7w, Bt ml Brocks, comsenstut orl 3l 5/5ecurl tyscont ent -securl ty-pol 1oy
# https: <sw3c gi thub, 1os/webappsec-csps

# <IfHodul e mod_hesders, o

# Header set Content-Securi ty-Policy "script-src "=self'; object-src 'self'”
# # ‘mod_headers’ cannot match based on the content-tuype, however,

# # the Content-Security-Folicy response header should be send

# # only ror HTHL documents and not for the other resources,

# Filestiatch "4,

( apprzachel at oml bbawl bmpl crxl cssl curl eot] 40 abpwl] 11w geojsonl gi £l htcl ool jpe?

gl jsl jsonldr?

| mdL 37/ mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sarfarl ext zl svgz?

| swrl topojsonl ttLcfll txt] veard vofl vt t! webappl webl mpll webmani fest! wof 27 x1ocl xml | xpl 13" >
# Header unset Content -5ecuri ty-Pol 1oy

# </Fi1lestatch:

# /T FHodul ex



# FBlock access to files that can expose sensitive 1nformation,

#

# By default, block access to backup and sowce files that may be

# 1eft by some text editors and can pose 3 securlty risk when anyon:s
# has access to them,

#

# http A/ feross orgsomspl of tr

#

# 013 Update the "<Filestiatch:  regular expression from below to

# include any files that might end up on your production server and
# can expose sensitive 1nformation about your website These f11es may
# 1nclude: configuration files, files that contain metadata about the
# project (e g project dependencies), bulld scripts eto,

£<FilesMatch "C°#, =# %, (bakl confl distl flal infcill logl psdl shl sgll swlopl | "3 4"

# Hpache < 2 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

/I fModul e

# Apache = 2, 3

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs

#
# | Server-s1de technol ogy 1nformation /
#

# Remove the X-Fowered-By  response header that:

# 15 st by some frameworks and server-side 1anguages
(e g HSF, HET, PHFI, and I1ts walue contalins 1nformation
gbout them (e g : thelr name, version number

EE - S R
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# bloat, and in some cases, the information it provides can

# expose vulnerabilities

#

# 010 If you can, you should disable the 5-Powered-Fy header from the
# 1anguage /' framework lewvel (e g ! for PHP. you can do that by setting
# ‘expose_php = off In php ind i

#

# https: 7/php netsmanual Aending, core, php#ind, expose-php

<IfModul e mod_headetrs, o
Header unset X-Powered-By
< IFModul e

#
# | Server software 1nformation /
#

# Frevent Apache from adding & trailing footer 11ne containd ng

# information about the server to the server-generated documents

# e g error messages, directory 11stings, et )

#

# https: //httpd apache orgsdocsscurrent smodscore, html #serversi gnat ure

ServersSignature OFf

# Frevent Apache from sending in the "Server’ response header 1ts

# exact wversion number, the description of the generic 05-type or

# information about its complled-in modul e,

#

# 010 The "ServerTokens directive will only work in the main server

# configuration file. so don't try to enable 1t in the ., htaccess  file!
#

# https: A7httpd apache orgsdocsscurrent smodscore html #servertokens

#5erverTokens Frod

# HERHARHAR R AR AR AR RRRRRR R AR R RRARR R AR BRR BB R AR R AR R AR R AR R AR AR RRRRAR AR
# # WEE FERFURMAHCE #

AL AL AL L AL L AL LL AL AL AL AL AL AL L L L L AL AL AL L L L AL L L AL L AL L L L AL L AL L AL L AL L L AL AL L AL L AL L L L AL L L L AL L AL L AL L AL AL AL AL AL AL AL AL AL AL



# HHHHH AR H AR AR AR AR

#
# | Compression /
#

<IfModul e mod_deflate, o

# Force compression for mangled Accept-Encoding request headers

# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-25661, html

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the followimg media types,

#

# 012 For Apache wversions below version 2 3 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod filter, o’

# and “<s/IfModuler” 1ines as AddOutputFilterByType’ 1s still in

# the core directives,

#

# https: //httpd apache orgsdocsscurrent smodsmod_f11ter, html #addout put 111 terbyt ype

IfModule mod_filter, c

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”
“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”



“applicationdx-font-tit™
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json" A
“applicationsxhtml+xml” %
“applicationsxml" %

“fontseot" &

“font/opentype” A

"imagesbmp"

"imagessvg+xml" N

"imagesvnd, microsoft, icon" A
"imagesx-icon" A
"text/cache-mani fest" &
“textsoss" A

“text/html" N

"text/s javascript" A
"text/plain" A

“text/vcard” N
“text/vnd rim location, xloc" %
"textsvtt" A
"text/x-component” A

"text s/ x-cross-domal n-policy” &
“text s xml"

AT Modul e

# Map the followimg f11ename extensions to the specifled

# encoding type 1n order to make Apache serve the file types
# with the appropriate Content-Encoding response header

# (do note that this will HOT make Apache compress them! ),

#

# If these files types would be served without an appropri ate
# Content-Enable’ response header, client applications (e g :
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: </ httpd apache orgsdocs: curtent s mods mod_mi me, bt ml #addencodl ng

<IfModul e mod_mime, c



AddEncoding gzip svgz
<41 fModul e

AT FModul e
#

# | Content transformation /
#

# Frevent Intermedi ate caches or proxies (e g ! such as the ones
# used by mobile network providersy from modi fying the website's
# content,

#

# https: #/tools 1etf, orgshtml /vroc2el B#section-14 9 5

#

# 010 If you are using “mod_pagespeed , please note that setting
# the Cache-Control: no-transform’ response header will prevent
# FageSpeed’ from rewiting HTHL files, and, 1f the

# " ModPagespeedhi sabl eRewri telnNoTransform™ directive isn't set
# to “off, also from rewriting other resources

#

# https: /ldevel opers, googl e, coms speeds pagespecd: modul e/confl gur-at 1 on#not ransrorm

# <IfHodul e mod_headers, cr
# Header merge Cache-Control “no-transform”
# <1 FHodul e

#
# 1 ETags /
#

# Remowve "ETags as resources are sent with far-future explres headers,
#

# https: A7devel oper, yaboo, comspert ormancesrul es, tml #etags

# https: //tools 1etf, orgshtml Ayfo72324section-2 3

# FileETag Hone' doesn't work In all cases.
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e



FileETag Hone

#
# | Expires headers /
#

# Serve resources with far-future expl res headers,

#

# 010 If you don't control wersioning with £11ename-base

# cache busting, you should consider 1owering the cache times
# to something 11ke one week,

#

# https: //httpd apache orgsdocsscurrent s modsmod_expl res, hitml

£IfModul e mod_expires. o

ExpiresActive on

Expireshefaul t "access plus 1 month"
# C55
ExpiresByTuype text/css "access plus 1 year”

# Data 1nterchange

ExpiresByTupe applicationdatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByType applicationd json "access plus A seconds”
ExpiresByType applicationdld+json "access plus A seconds”
ExpiresByTupe applicationsschema+json "access plus A seconds”
ExpiresByTupe applicationdwnd, geo+json "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByTuype text/xml "access plus A seconds”

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. mictrosoft, icon "access plus 1 week"
ExpiresByTupe image/x-1icon "access plus 1 week"



# HTHL

ExpiresByType text/html " access

# Javascript

ExpiresByType applicationd javascript " access
ExpiresByType applicationdx-javascript " access
ExpiresByType text/javascript " access

# Manirest files
ExpiresByType applicationdmanifest+json " access
ExpiresByType applicationdx-web-app-manifest+json " access

ExpiresByType text/cache-manifest " access

# Media riles

ExpiresByType audiosogg " access
ExpiresByType imagesbmp " access
ExpiresByType imagesqgif " access
ExpiresByType image’ jpeq " access
ExpiresByType imagespng " access
ExpiresByType imagesswg+xml " access
ExpiresByType image/webp " access
ExpiresByType +ideosmpd " access
ExpiresByType wideosogg " access
ExpiresByType wideoswebm " access

# Web fonts

# Embedded OpenType (EOTI
ExpiresByType applicationdvnd. ms-fontobject " access
ExpiresByType font/eot " access

# LpenType
ExpiresByType font/opentype " access

# TrueType
ExpiresByType applicationd/x-font-ttf " access

plus

plus
plus
plus

plus

plus 4

plus 4

plus
plus
plus
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# Web Opern Font Format CHOFFD 1, 8

ExpiresByTupe application/font-woff "access plus 1 month"
ExpiresByTupe applicationdx-font-woff "access plus 1 month"
ExpiresByTupe font/woff "access plus 1 month"

# Web Open Font Format CHOFFD Z 6

ExpiresByTupe applicationsfont-woff2 "access plus 1 month"
# Other
ExpiresByTupe text/x-cross-domain-policy "access plus 1 week"

AT FModul e



