# Apache Server Configs 2 6 A1 MIT License
# https: ssgl thub, comshsbps server-conf] gs-apache

# 013 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf i, you should add
# this logic there: httpe sshttpd apache, orgsdocsscurrent /howt o/ht access, html,

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # CROS5-URIGIN RESOURCE SHARTHE (CORS) #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# | Cross-domain AJAY reqguests |
#

# Enable cross-origin AJAY reguests,
# htto sscode googl e comspsht ml Bsecurt tuswl k1 SCrossorl gl nRequest Securl ty
# http: ~7enabl e-cors, org”

# <IfHodul e mod_headers, cr
# Header set Access-Control -A11ow-0rigin "#"
<1 FHodul e

#
# | CORS-enabled 1mages |
#

# Send the CORS header for 1mages when browsers reguest 1t

# https s sdevel oper, mozi 113 orgsensCORS_Enabl ed_Image

# httoe s7b1og, chroml um orgs 261 17877 us ng-cross—-domal n-1 mages—1 n-webgl -and, ftml

# httpe /rhacks mozilla orgs2a1 111 7usi ng-cors-t o-1 0ad-webgl -t ext ures-from-cross-domal n-

1mages:

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
£FilesMatch "%, Ccurl gi flicol jpe®gl pngl svgz ¥l webp) § >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<41 fModul e

AT S kA T o



LT IadUL Ex

#
# | Web fonts sccess |
#

# Allow access from 3]l domsins for web fonts

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl otfl ttol tEfl woffag":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

i
# # ERRORS #
i

#
# 1 484 error prevention for non-existing redirected folders |
#

# Frevent Apache from retuning a 984 error for g rewite 1F 3 directory

# with the same name does not exist,

# http: /7ht tpd apache, orgsldocsscurrent <cont ent —-negot 1 at1on,. At ml #mul 11 vi ews
# httpe 77w, webmasterwor] do comsapaches 36685792 htm

Options -Multiviews

#
# | Custom error messages ~ pages |
#

# You can customi ze what Apache returns to the client in case of an error (see
# httpe A7httpd apache orgsdocsscurrent . modscore [t ml #errordocument, & g

ErrorDocument 484 A4964, html
It B R R R R R A R A A

# # THTERHET EXFLOFER #
i



#
# | Better website experience |
#

# Force IE to render pages in the highest awvailable mode 1n the wari ous
# cases when 1t may not: httpe s2hsivonen 1k1. 1/ doct ypesi e-mode, pdf,

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
# ‘mod_headers’ can't match based on the content-type, howsver, we orly
# want to send this header for HTHL pages and not for the other resources
£FilesMatch "M, (appcachel crxl cssl curl eotl gi f1 htecl 1col jpe?
gl j=l mdal mdwl mani fest] mpdl oexl ogal oggl ogwl ot f| pdf| pngl saf ariextzl swgz?
[ 111 vcfl webappl webml webpl wof f1 xmll xpir ">
Header unset X-UA-Compatible
£/FilesMatch:
/I fModul e

#
# 1 Cookie =setting from Iframes |
#

# Allow cooklies to be set from 1frames 1n IE
# httpe Armsdn mi crosoft, coms/en-ussl 1 brarys ms5E3 7345, aspx
# http A< www, w3 orgs TR 286867 CR-F5FP-26661 21 57

# <IfHodul e mod_headers, cx

# Header set P3P "policyref=%\"/w3c/p3p xmly", CP=\"IDC DSP COR ADM DEVI TAID F5A PS50 IYAL
IVl COMI HIS OUR THD CHTZ™"

# <71 FHodul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # MNIME TYFES AHD EHCODIHE #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Proper MIME types for all files /
#

<IfModul e mod_mime, c



# Audi o
AddType audio/mpd mda fda fdb
AddType audiofogg oga ogg

# Javascipt
# Hormalize to standard type (it's sniffed in IE anuyways).
# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2
AddType applicationsjavascript js
AddTupe applications json json

# ¥ideo
AddType wideo/mpd fdv fdp mdy mpd
AddType wideo/ogg ogy
AddType wideo/webm webm
AddTupe wideo/x—flw flw

# Web rfonts
AddTupe applications/font-woff woff
AddType applicationswnd. ms-fontobject eot

# Browsers usually 1gnore the font MIHE types and sniff the content,

# however, Chrome shows 3 wsrning IF other HIRE types are used for the

# rfollowing fonts,
AddTupe applicationsx-font-ttf ttc ttf
AddType fontsopentype oftf

# Make 5YGEZ fonts work on 1Pad:

# https: </twi tter, comsFont Sgul Frel /st at uss1 4655690545
AddType image/swva+xml swoz

AddEncoding gzip swgz

# Other
AddTupe applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension crx
AddTupe applicationsx-opera-extension oex
AddType applicationsx—web-app-mani fest+json webapp
AddType application/x-xpinstall x=pi
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType image/x-icon cur



AddType text/cache-manifest appcache manifest
AddType ftextswit wit

AddType text/x-component hic

AddType textsx-wvcard wof

<A Modul e

#
# 1 UTF-8 encoding /
#

# lse UTF-8 encoding for anything served as “textshtml or textsplain
Addlef aul tCharset utf-3

# Force UTF-8 for certain file formats,
<IfModule mod_mime,

AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml
</TfModul e

S B R
# # URL REWRITES #
S B R

#
# 1 Rewite engine |
#

# Turning on the rewrite engine and enabling the "FollowSymlinks option 15

# necessary for the following directives to work,

# If your web host doesn't allow the FollowSymlinks™ option, you may need to
# comment 1t out and use Options +5umlinks]fOwnerMatch™ but, be aware of the

# performance 1mpact: http /7ht tpd apache, orgsdocsScurrent <ml sc/perf-tuni mg, bt ml #5yml 1 nks

# Also, some cloud hosting services require RewrlteBase  to be set:
# http /7w, ackspace, comsknowl edge_cent et freqguent 1 y-ask ed-quest 1 onswhy-1 s-mod-rewi t -

not —work 1 rmg-on-my-si te

<IfModule mod_rewrite, o
Options +FollowSumlinks
# Options +5ymlinksIfOwnertiat ch



RewriteEngine On
# Fewrl teBase
AT Modul e

#
# | suppressing # Forcimg the " www,
#

"

at the beginning of URLS |

# The same content should never be avallable under two difrerent URLS especially

"

# not with and without “www " 3t the beginning This can cause SE0 probl ems
# (duplicate content), therefore, you should choose one of the al ternatlves amd

# redirect the other one

# By default option 1 Cno "www, ") 15 activated:
# Rttpe A7 no—www orgsfag photg=cl as5_6

# If you'd prefer to use option 2, just comment out a1l the 1ines from option 1
# and uncomment the ones from optlion 2

# INFORTANT: HEYER LSE BOTH RULES AT THE SHIE TIME!

# Option 1: rewdte www, exampl e com + exampl 2 com

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /% B{REQUEST_URIF [R=381, L]
/I fModul e

# Option 20 rewlte exampl e com + www, Exampl 2 com

# Be sware that the followlng might not be 3 good 1dea I you use "real”
# subdomains for certalin parts of your website

# <IfModul e mod_rewlte, c»
# Rewrl teCond ZCHTTES? ! =on
# Rewrl teCond ZCHTTP_HOST? ! “wwwh, . +& [HCT



# RewrlteCond XCHTTP_HOST? ! =1ocal host [HCT

# RewlteCond ZCHTTP_HOST: ! =127, 6, 6 1

# RewlteRule ™ httpr #/www, XCHTTP_HOST ACREQUEST_LRI: [R=3A1, L]
# <1 FHodul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # SECURITY #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 Clickjacking |
#

# FProtect web site against clickjacking

# The example below sends the X-Frame-0ptions’ response header with the walue
# "DENY . Informing browsers not to display the web page content in any frame.

# This might not be the best setting for everyone  You shoul d read about the
# other two possible values for X-Frame-Options : ~SAMEORIGIN and ~ALLOW-FROM
# http Artool s 1etf, orgshtml 2rfocra3dsection-2, 1,

# Keep in mind that while you could send the ~X-Frame-Options  header for all

# of yowr site’s pages, this has the potential downside that 1t forbids even

# non-malicious framing of gour content (e g when users visit your site using
# a Google Image Search results pagel,

# Honethel ess, you should ensure that you send the 5-Frame-0ptions  header for
# all pages that allow 3 user to make a state changing operation (e g pages

# that contain one-click purchase 1inks, checkout or bank-transfer confirmation
# pages, pages that make permanent conflgueation changes, ete. ),

# Sending the " X-Frame-0ptions  header can also protect your web site agal nst
# more than just clickjacking attacks: https: /<curess desxfo-click jacklng pdf,

# http Artool s 1etf, orgshtml /rfc7asd

# http: /7Bl ogs, msdn, comsbeT el nt ernal s/archi ves 281 /A5 38, combat 1 ng-cl 1 ok jacki mg-wi th-x-
frame-opt1ons, aspx

# https: < Swww, owasp, orgsl ndex, phpesCl1 ok jackl mg

# <IfHodul & mod_headers, cx



# Header set X-Frame-0ptions " SAREORTGIH"

# <Filestlatch "%, (appoachel crxl cssl curl eot! gi £/ htcl ool jpe?

gl j=l mdal mdvl mani fest! mpdl oexl ogal oggl ogyl ot £1 pdf] progl safari ext zl svgz?
| ttrl vefl webappl webml webpl wof fl xml | xpi 18" >

# Header unset X-Frame-0ptions

# </Fileslatch:

# </ fHodul ex

#
# | Content Security Policy (CSFY |
#

# You can mitigate the risk of cross-site scripting and other content-injection
# attacks by =setting a Content Security Policy which whitelists trusted sources
# of content for your site

# The example header below allows OMLY scripts that are 1oaded from the current
# site's origin Cno inline scripts, no COH, etch, This almost certainly won't
# work as-15 for your =i1te!

# For more details on how to craft a reasonable policy for yows site, read:

# httpe /7html Brocks, comsenstut orl al s/ securi tyscont ent —secur ty-pol 1oy Cor the
# specification http /w3 org/TRACSFY, Al=so, to make things easier, you can
# use an online C5F header generator such as: httoe #/cspl sawesome, coms,

# <IfModul e mod_headers, cr

# Header set Content-Security-Folicy "script-src 'self': object-sc 'self'”
# <Filestlatch "\, (appoachel crxl cssl curl eot! gi £/ htcl ool jpe?

gl j=l mdal mdwl mani fest! mpdl oexl ogal oggl ogyl ot £1 pdf] progl safari ext zl svgz?

| ttrl vefl webappl webml webpl wof fl xml | xpi 18" >

# Header unset Content-Securl ty-Pollcy

# </Fileslatch:

# </ fHodul ex

#

# 1 File access |

#

# Block access to directories without 5 default document,
# Usually you should 1eave this uncommented because you shouldn't allow anyons

# tr sief thrmnah Fyernn Al Fectorn an rrnre sever Cubi choman 1ol iides rat bee
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# private places 1ike the CHS' s directori ess,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT Modul e

# Block access to hidden riles snd directori es,

# This 1ncludes directories used by version control systems such as Gt and S,

£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]

/I fModul e

# Block access to backup and source f11es,
# These files may be 1eft by some text editors and can pose 3 great security

# danger when anyone has access to them,

£FilesMatch "C°#, =# %, (bakl configl distl flalincl inil logl psdl shl g1l swloplal ™2 4"

# Hpache < 2 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

/I fModul e

# Apache & 23

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs

#

# | DO=rdiimd e MTKHE—f1ime =amin=1 #1121 == |
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#

# Frevent some browsers from MIME-sni Fring the response,

# This reduces exposure to drive-by download attacks and should be enabl e
# especially 1f the web server 15 serving user upl oaded content, content
# that could potentially be treated by the browser as executabl e,

# http: /7Bl ogs, msdn, comsbel esarchi ves 20058/ 877 82/1 e8-securl ty-part —v-comprehensi ve-
protection aspx

# http: Aomsdn, microsoft, comsen-ussl1brarysl esggb22941, aspx

# http: Aomimesni £F, spec, whatwg, orag

# <IrModul & mod_headers, cx
# Header set X-Content-Type-0ptions "nosni rE”
# <ATModul e

#
# | Rerflected Cross-5ite Scripting (%5550 attacks |/
#

# 010 Try to re-enable the Cross-5ite Scripting (X550 filter built into the
# most recent web browsers,

#

# The rilter 15 usually enabled by default, but 1n some cases 1t may be

# disabled by the user, However, In IE for example, 1t can be re-enabl ed

# just by sending the "X-XS5-Frotection’ header with the value of 1,

#

# 020 Prevent web browsers from rendering the web page 1f & potential reflected
# 03 k. 3 non-persistenty X55 attack 1s detected by the filter,

#

# By default, 17 the filter 15 enabled and browsers detect 3 reflected

# %55 attack, they will attempt to block the attack by making the smallest
# possible modi fications to the returned web page

#

# Unfortunately, in some browsers (e g ! IE), this default behavior may

# allow the X¥55 filter to be exploited, thereby, it's better to tell

# browsers to prevent the rendering of the page altogether, 1nstead of

# attempting to modify 1t

#
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# NLLLE w7 TIGCE JUENL X TIELy SEEIAr 1Ly 2l I ES=X55— 1L LE —LrEgLES—XS5=Y UL IIEr JOol 11 L1 ES

#

# THPORTANT: Do not rely on the 55 filter to prevent 55 attacks! Enswure that
# you are takimg all possible measwes to prevent Y55 attacks, the most obvious
# beimg walldating and =sanitizimg your site's 1nputs

# httpe /7Bl ogs msdn, comsbel esarchi ves 2086, A7, 82,1 e8-securl ty-part -1 v-the-xss-fi1ter, aspx
# httpe /7Bl ogs, msdn, comsbel el nt ernal 5/archi ves2a1 1/681 731 A cont rol 11 mg-the-1nt ermet -

expl oret-xs5-111ter-wi th-t he-x-xss-prot ect 1 on-ht t p-header, aspx

# https: < Swww, owasp, orgsl ndex, phpsCross-s1te_Scrl ptlng_ Z25555529

# <IfModul e mod_headers, c»

# A1 (2

# Header set X-XS55-FProtection "1: mode=bl ock”

# <Filestlatch "y, (appoachel crxl cssl curl eot! gi £/ htcl ool jpe?

gl j=l mdal mdwl mani fest! mpdl oexl ogal oggl ogyl ot £1 pdf] progl safari ext zl svgz?
| ttrl vefl webappl webml webpl worffl xml | xpi 14" >

# Header unset X-XS5-Frotection

# </Filestatch:

# </ fHodul ex

#
# | Secure Sockets Laysr (5500 1
#

# Rewrlte secure requests properly to prevent 550 certificate wanings, & g
# prevent “https: SSwww, exampl e com” when your certlficate only allows
# https: Afsecure, exampl 8 com’

# <IrModul e mod_rewte c:

# RewriteCond XCSERVER_FORTZ ! 443

# RewriteRule ™ https: #sexampl e-domal n-pl ease-change-me, comiZREGQUEST_LRT * [R=3A1, L]
# </ fHodul ex

#
# 1 HTTF 5trict Transport Security CHSTSD |
#

# Force client-side 550 redirection,

# If 3 user types "example com” in his browser, the asbove rule will redirect



# him to the secure version of the site, That still 1e3ves § window of oppor—

# tunity Cthe 1nitial HTTF connectiont for an attacker to downgrade or redirect

# the request, The followling header ensures that browser will OHLY connect to

# your server via HTTPS, regardless of what the users type 1n the address bar,

# http /rtool s 1etf, orgshtml Zdraft -1 et f-websec-stri ot -t ransport -sec-1 d#sect 1 on-6, 1
# httpe /7w, Bt ml Brocks, comsenstut ol 3l 5/5ecurt tystransport -1 ayer-securt tuys

# 013 Remove the '1ncludeSublomains’ optional directive IF the subdomains are
# not using HTTFS.

# <IrModul & mod_headers, cx
# Header set 5trict-Transport -Securl ty “max-age=1 6876466 1 ncl udesubbomal ns"
# AT Modul e

#
# | Server software Information |
#

# Avold di splaying the exact Apache wersion number, the description of the
# generic 05-type and the 1nformation about Apache’ s complled-1n modul e,

# ADD THIS DIRECTIVE IH THE “ht tpd, conf A5 IT WILL HOT WORK IH THE . htaccess'!
# HerverTokens Frod
# A R A R R A A R R

# # WEE FERFURMAHLCE #
# HHRHHRHHR AR AR AR AR R AR R AR AR ARR AR R AR R A AR AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Compression |
#

<IfModul e mod_deflate, o>

# Force compression for mangl ed headers.
# httpe /rdevel oper, yahoo, comsbl ogs/ydn/post 57261 8.1 2/ pushl ng-beyond-gz1 ppl ng
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflate)hss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding



RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the following MIHE-types

# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iffodule mod_filter c»’ and “</IfHodules” 11nes
# a5 AddoutputFilterByType Is still in the core directivess,
<IfModule mod_filter, ci
AddOut putFilterBuTupe DEFLATE applicationsatom+xml %
applicationd javascript
applicationd json %
application/rss+xml &
application/vnd ms-fontobject
applicationdx-font-ttf
application/ x—web-app-mani fest+json &
application/xhtml +xml %
applicationsxml %
fontsopentype
image/ swg+xml &
imagesx-icon %
text/css A
text/html
text/plain
text/x-component ™
text/xml
<41 fModul e

AT FModul e

#
# | Content transformations |
#

# Frevent some of the moblle network providers from modl fuying the content of
# your siter httpe 7w w3 orglProtocol s/rfc26] B folel 6-5ec] 4 html #5ecl 4, 9, 5

# <IfHodul & mod_headers, cx
# Header set Cache-Control "no-transform”
< T FRlodul e



#

# | ETag removal |

#

# Since we're sending rar-ruture explres headers (see below), ETags can

# be removed: httpe <7devel oper, yaboo, comspertormancesul es, tml #2t ags.,

# FileFTag Hone 15 not enough For every server,
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

FileETag Hone

#
# | Expires headers (for better cache controllr |
#

# The rfollowing explres headers are set pretty fa- in the futwe I you don't
# control wversioning with ilename-based cache busting, consider 1owering the

# cache time for resources 1ike C55 and J5 to something 11ke 1 week,

£IfModul e mod_expires. o

ExpiresActive on
Expireshefault "access plus 1 month"

# L55

ExpiresByTuype texti/css "access plus 1 year"

# Data 1nterchange
ExpiresByTupe applications json "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds"
ExpiresByType text/xml "access plus A seconds"

# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByType images/x-icon "access plus 1 week"

# HTHL components (HTCs:
ExpiresByType text/x-component “access plus 1 month"



# HTHL
ExpiresByType text/html "access plus B seconds”

# Javascript
ExpiresByType application/ javascript "access plus 1 year"

# Manirest files
ExpiresByType applicationdx-web-app-manifest+json "access plus A seconds"
ExpiresByType text/cache-manifest "access plus A seconds"

# Medi a
ExpiresByType audiosogg “access plus 1 month"
ExpiresByType imagesgif "access plus 1 month"
ExpiresByType images jpeg "access plus 1 month"
ExpiresByType images/png "access plus 1 month"
ExpiresByType wideo/mpd "access plus 1 month"
ExpiresByType videosogg "access plus 1 month"
ExpiresByType wideos/webm "access plus 1 month"

# Web reeds
ExpiresByType applicationdatom+xml "access plus 1 hoor"
ExpiresByTupe application/rss+xml "access plus 1 hour”

# Web fonts
ExpiresByType application/font-woff "access plus 1 month"
ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
ExpiresByTupe applicationdx-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"

AT Modul e

#
# | Filename-based cache busting |
#

#If you're not using 3 build process to manage your £11ename version revyl g,
# you might want to consider enabling the following directives to route all
# requests such as sosscstyle 12345 css’ to sossestyle css

# To understand why this 1s important and 8 better 1dea than “# css?v23 . read:



# http: /st evesouders, comsbl ogs 2088785, 25/ evvl ng-r1 1 enames-dont -use-querystring

# <IfModul e mod_rewite cx

# Rewri teCond ZCREQUEST_FILEHAREY ! -f

# RewriteRule 70, +1%, Cvd+ry, 0 js/ csslpngl jpgl gi fa% %1, $3 [L]
# <1 FHodul e

#
# 1 File concatenation /
#

# Allow concatenation from within specific C55 and J5 files, & 4 :
# Inside of "script. combined js° you could have

# <l ——#include rile="1ibs/jguery, js" —-»

# <! ——#include ril1e="pluginss jquery 1dletimer, js" --»

# and they would be included into this single file,

# <IfModul e mod_Incl ude, cx

# <Filestatch "\ combi ned'. jsg":

# Options +Incl udes

# Addout put F11terByType THCLUDES applcations javascript applications json
# SetiutputFilter THOLUDES

# </Fileslatch:

# <Filesflatch "%, combi nedy. cssg">

# Options +Incl udes

# Addoutput F11terByType THCLUDES text/css
# SetiutputFilter THOLUDES

# </Fileslatch:

# <1 FHodul e

#
# | Persistent connectlons |
#

# Allow mul tiple requests to be sent over the same TCOP connectlon:
# http: A7kt tpd apache, orgsdocsscurrent Sensmodscore, bt ml #keepal 1 ve,

# Enable 1f you serve a lot of static content but, be aware of the
# possible di sadvant ages!

# <IfHodul & mod_headers, cx



# Header set Connection Keep-AlLve
# <1 FHodul e

#
# | Semanticscuttle specifics |
#

HHRRHR BB BB R RRRRRRRR BB BB RRRRRRRRRRRRR S

# the rirst part of this file 15 used 1f you configure your scuttle for nice urls
# (see goleanurls 1n config Inc phpt

HHRRHR BB BB R RRRRRRRR BB BB RRRRRRRRRRRRR S

# Rewrite clean URLs onto real files

I fModule mod_tewrite, o

Options +FollowSumlinks

RewriteEngi ne On

RewriteCond #{REQUEST_FILEMAMEZ. php -f
RewriteRule “CL7F 1+3/7C, #)% /%1, phpd$2 [QSA, L]
FewriteRule “api/lLa-zl+)/([a-z1+) fapi/$1_%2 php
</TfModul e



