# Apache Server Configs | MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

# HERHHR R AR R AR R AR AR R AR RRR R AR ARRRRRRRRARRRRRBRRBRR AR AR R B AR R AR AR R AR AR AR R A
# # ERFURS #
VA S e e e e

#
# 1 484 error prevention /
#

# [isable the pattern matching based on r11enames,

# This setting prevents Apache from returning a 984 error as the resul t
# of 3 rewite when the directory with the same name does not exist,

# http: A<kt tpd apache, orgldocs/current s cont ent -negoti 3t 1o, html #mul 11 vi ews
# httpe 77w, webmasterwor] do comsapaches 3605792, htm

Options —Mul tiviews
#

# | Custom error messages ~ pages /
#

# Customi ze what Apache retuns to the client in case of an error,
# httpe A7httpd apache orgsdocsscurrent smodscore [t ml #errordocument

ErtorDocument 484 484, html

# HERHHRHAR R AR R AR AR AR ARRRRRARRRRRRRRARRRRRARRBRR AR R AR AR AR R AR AR AR R AR AR R A
# # THTERHET EXFLURER #
# HERHHRHAR R AR R AR AR R AR RRRRRRARRARRRRRARRBRRARRBRR AR AR AR AR AR AR R AR RAR AR R Y

#
# | Better website experience /
#

# Force Internet Explorer to render pages in the highest awallable
# mode in the various cases when 1t may not,
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# NLLOS »/TISD YOrNiers 117 Oocs L Qpsy #1 20

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
# ‘mod_headers cannot match based on the content-tupe, however, this header
# should be send only for HTHL documents and not for the other resources
£FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl T1vl gi fl htecl icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl t1Lcfl txtl wofl witl webappl webl mpdl wof £l xmll xpi ) $" >
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

B R
# # MEDIA TYFES AND CHARACTER EHCODIHGS #
B R

#
# 1 Media types /
#

# Serve resources with the proper media types Cformerly known as MIME types),

# http /7w, 13035 orgsassi gnment s/medi a-t ypes/medi 3-t ypes, xhtml

£<IfModul e mod_mime, c»

# Audi o
AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus

# Data 1nterchange
AddType applications json Jjson map
AddType applicationsld+json jsonld

# Javascript
# Hormallze to standard toype
# http Artool s 1etf, orgshtml Z/rfods29sect 1 on-7, 2
AddType applications javascript is

# Manifest files



#If you are providing 3 web application mani fest file (see the

# specification http /sw3c, gi thub, 1o/mani festsr, 1t 15 recommended

# that you serve 1t with the "applications/mani fest+json media tupe,

#

# Fecause the web application mani fest file doesn't have 1ts own

# unigue file extension, you can set 1ts medis type el ther by matching:
#

# 1) the exact location of the file (this can be done using a directive
#  such a5 <lLocation:’, but 1t will HOT work In the ', htaccess  file,
S0 you will have to do It in the main server conflguration file or
inside of a "<WirtualHost:  contal ner)

Location "/ well-knownsmani fest, json”:
AddType appl 1 catl onsmant fest +j5on Js0or

</ Locatl on:
the filename (this can be problematic a5 you will need to ensure
that you don't have any other file with the sames name as the one
you gave to your web 3pplication mani fest filel

& a:

¢Files "mani fest. json":

H OH OH O™ W O™ W O O O O O O O™ O™ O™ O™ W
a3

AddType appl 1 catl onsmant fest +j5on Js0or
¢/Files:

AddType applicationsx-web-app-mani f est+json webapp

AddType text/cache-manifest appcache manifest
# ¥ideo

AddType wideo/mps fdv fdp mdv mpd

AddType wideo/ogg ag

AddType wvideo/webm webm

AddType wideosx—-f1w flw
# Web fonts

AddType applicationsfont-woff wof f

AddType application/vnd ms-fontobject eot



# Browsers usually 1gnore the font medis types and simply sniff
# the bytes to figure out the font type,
# httoe s7mimesnd 7, spec. whatwg, orgs#mat chi ng-3-ront -t ype-pat tern

# Chrome however, shows 3 warning IF any other medis types are used

# for the following two font types.

AddTupe applicationsx-font-ttf tto tif
AddType font/sopentype otf
AddTupe images swg+xml v SWgZ
# Other
AddTupe applicationsoctet-stream safariextz
AddTupe applicationsx-chrome-extension crx
AddTupe applicationsx-opera-extension OEx
AddTupe applicationsx-xpinstall xpi
AddTupe applicationsxml atom rdf rss xml
AddTupe image/webp webp
AddTupe images x—1icon cur ico
AddType textswit wit
AddType text/sx-component htc
AddType text/sx-wvcard wiof
<A1 fModul e
#
# | Character encodl ngs /
#

# Set UTF-8 as the character encoding for all resources served with
# the medis type of textshtml  or textsplain,
AddDef aul tCharset utlf-3

# Set UTF-8 as the character encoding for other certain resources,
<l fModule mod_mime. o>

AddCcharset utf-8 . atom . css . j5 . json . jsonld . rss . wtt | webapp . xml
<A1 fModul e

# HERHHRHAR R AR R AR AR AR ARRRRRARRRRRRRRARRRRRARRBRR AR R AR AR AR R AR AR AR R AR AR R A



# # URL REWRITES #
B R R

#
# | Rewrlte englne /
#

# Turn on the rewite engine and enable the "FollowSymlinks option

# (this 15 necessary 1n order for the followling directives to workl,

I fModule mod_tewrite, o
Options +FollowSumlinks
FewriteEngine On

</TfModul e

#
# | Suppressing the “www, ~ at the beginning of URLs /
#

# Rewrlte www exampl & com — exampl & com

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond %CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /¥ ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

S B
# # SECURITY #
S B

#
# 1 Clickjackimg /
#

# FProtect website agalinst clickjacking and other types of attacks by

# informing browsers not to display the web page content 1n any frame,

# https: 7/curess desxfo-click jackl ng pdf
# http //tool s 1etf, org/html /rfc7asd
# httpe /7Bl ogs, msdn, comsbel el nt ernal s7archl ves 261 /A7 38, combat 1 mg-cl 1 ok jackl my-wi th-x-



frame-opt I ons, aspx
# httpos <l www, owasp, orgsl ndex, phpeCl 1 ck jack ng

<IfModul & mod_headers, ¢

Header set X-Frame-Options " DEHY"

£<FilesMatch "%, (appcachel atoml crxl cssl curl eotl f4Cabpywll f1vl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl ttLcf1l wefl vitl webappl webl mpll wof f1 xmll xpir ">

Header unset X-Frame-Options

£/FilesMatch:

/I fModul e

#
# 1| Content Security Policy (CSFP) /
#

# Mitigate the risk of cross-site scripting and other content-injection attacks,

# httoe /7html Bock s, comsenstut ori 3l s/ securl tyscont ent -secur ty-pol 1oy
# htipi /w3 orgsTRALSE

<IfModul e mod_headers, o>

# Hll HTHL pages
Header set Content-Security-Policy "%
default-src ' none' ;%
font-src http SSthemes googl eusercontent, com;
frame-src http //platform twitter com b
img-src 'self' http /71, ytimg com www, google-analytics. com; s
script-sro '=self' 'unsafe-inline' www, google-analytics com httpe /4 ajax googl eapl s com
http //platform twitter, com;
style-src 'self' http //fonts googl eapli s com”

# The &84 page
¢FilesMatch "484, html" >
# Repl ace previous set header
Header set Content-Security-Policy "%
default-src ' none' ;%
style-src 'unsafe-inline" "
£/FilesMatch:



¢FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl f1wl gi fl htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl t1Lcf1l wefl witl webappl weblmpll wof £l xmll xpi 2" >
Header unset Content-Security-Policy
£/FilesMatch:

AT Modul e

#
# 1 File access /
#

# Block access to directories without 3 default documernt,

<IfModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e

# Block access to hidden riles and directori es,

£IfModule mod_rewrite. o
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /0% " - [F]

<A1 fModul e

# Block access to fl1les that can expose sensitive 1nformation,

# THFORTANT: LUpdate the "<Filestiatchs’ regular expression from below to 1nclude
# any files that might end up on the production server and can expose sensitive
# Information about the website These files may Include: configuration files,
# riles that contain metadats sbout the project (e g @ project dependencies),

# build scripts, et

<FilesMatch "¢ “# *# %, (bakl confl distl flal infcill 1oagl psdl shl sqll swloplal “2 "



<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e
£/FilesMatch:

#
# | Reducing MIME type securlity risks /
#

# Frevent some browsers from MIME-sni Ffing the response

# http /7w, =11 deshare, net s hasegawayosuk e owasp-hasegaus

# httpe /7Bl ogs msdn, comsbel e/ archi vesE0a56,/ A7, B2/ 1 BE-securl ty-part —v-comprehensi ve-
protection aspx

# http Armsdn microsoft, com/en-ussl 1 brarysl esggbLed4dl, aspy

# http: /7mimesni £f, spec. whatwg, org”

<IfModul e mod_headetrs, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e

S B
# # WEE FERFUORMAHCE #
B

#
# | Compression /
#

<IfModul e mod_deflate, o

# Force compression for mangl ed headers.
# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-25661, html

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“({gzipl deflaterhss, Pvs=)+ [X"-1{4, 133% HAVE_Accept-Encoding

RemestHeradrr annend Accent -Focodi nn "oqin. defl ate" erv=HAVF Acrent -Frcodi nn



R e el ] - b e m e -y s e

AT T Modul e
AT T Modul e

# Mark certaln resources as been compressed 1n order to

#

# 1) prevent Apache from recompressimg them

# 20 ensure that they are served with the

# ‘Content-Encoding: gzip HTTP response headsr

<IfModul e mod_mime. c»
AddEncoding gzip SWOZ
AT T Modul e

# Compress all output 1abeled with one of the following medis types,

AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript
applicationd json %
applicationdld+json &

applicationd/mani fest+json %

applicationdrss+xml %

applicationdvnd ms-fontobject

applicationdx-font-ttf

applicationdx-web-app-mani fest+json &

applicationdxhtml +xml %
applicationdxml
font/opentype M

1 mages svg+xml
images x—1con M
text/cache-manifest
text/css A

text/shtml 5
text/plain &

text/vit A

text/ x—component
text/xml

e = —



AT Modul e

#
# | Content transrformation
#

# Frevent mobile network providers from modl fuing the website' s content,
# http: ASwww, w3 orgsFrotocol s/ fcE6] by fos6] b-5ecl 4, html #5ecl <, 9, 5

# <IrModul & mod_headers, c»
# Header merge Cache-Control “no-transform”
<1 FModul g

#
# /| ETags
#

# Remove ETags as resources are sent with far-ruture explres headers,
# https: 7sdevel oper, yaboo, comsperformancesul es, At ml #et ags

# FileFTag MHone doesn't work in 3ll cases,
<IfModul & mod_headets, c

Header unset ETag
<A1 fModul e

FileETag Hone

#

# | Expires headetrs
#

# Serve resources with far-future expl res headers.

<IfModul e mod_expires, o

ExpiresActive on
Expireshef aul t “access plus 1 year”

# [55
ExpiresByTupe text/css “access plus 1 year”



# Data 1nterchange

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe

applicationd json
applicationd/ld+json
applicationdxml
text/xml

image/ x-1con

# HTHAL components CHTCSG

ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript
ExpiresByTupe

text/x-component

texthtml

application/ javascript

# Manifest files

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Medi s
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web feeds
ExpiresByTupe
ExpiresByTupe

# Web fonts
ExpiresBuType
ExpiresBuType
ExpiresBuType

applicationd/mani fest+json

applicationdx-web-app-mani fest+json

text /cache-mani fest

audi o/ ogg
image/gif
image/ jpeq
image/ png
wi deos mpd
videos ogg
videos webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff
applicationdvnd ms-fontobject
application/x-font-ttf

"access
"access
"access
"access

"access

"access

"access

"access

"access
"access
"access

"access
"access
"access
"access
"access
"access
"access

"access
"access

"access
"access
"access

plus
plus
plus
plus

plus
plus
plus
plus

plus
plus
plus

plus
plus
plus
plus
plus
plus
plus

plus
plus

plus
plus
plus

= @ @ @

—_ = = et et = =

seconds"
seconds"
seconds"
seconds"

week"

mont R

seconds"

year"

year"
seconds"
seconds"

month"
month"
month"
month"
month"
month"
month"

hiour"
hiour"

mont R
mont R
mont R



ExplresBylype font/opentype "access plus 1 month”
ExpiresByTuype imagesswg+xml "access plus 1 month"

AT T Modul e



