#
# PHF Overrides
#

php_value upload_max_filesize 2@AM
php_value max_execution_time 16AAM
php_value max_input_time 166N
php_value memory_limit ZEAEM

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment -11 5926
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headets, c
Header set X-UAR-Compatible “IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
£FilesMatch "M, jsl cssl gi fl pnal jpe?
gl pdfl xmll ogal ogal mdal ogvl mpdl mdvwl webml sval swgzl eotl t1f1 ot fl wof £l icol webpl appocachel mani festl
*
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

#
# CORS-enabl ed 1mages (Borossoriglng
#

# Send CORS headers 1f browsers reqguest them: enabled by defsult for 1mages.

# devel oper, mozi 11 & orgsensCORS_Enabl ed_Image

# bl og, chromi um orgs261 1 /A7 us1 ng-cross-domal n-1 mages-1 n-webgl -and, At ml

# hacks, mozi11a orgsza11.11/us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross—domal n-1 mages:
# wiki, mozilla orgsSecurl tysRevl eusscrossor] gl nAt trl but e

<IfModule mod_setenvif. c»
<IfModul e mod_headers, o
# mod_headers, y u no match by Content-Type?!
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SetEnvIf Origin ":" IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#

# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, ¢
¢FilesMatch "5, (ttfl ttcl otfl eotl woffl font, cssy g
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#
# FProper MIME type for all files
#

# Javascript
#  Hormalize to standard type (it's spiffed in IE anyways)

#  tools 1etf, orgshtml AFfod329%secti on-7 2

AddType applications javascript is

# Audi o

AddType audiofogg oga o0gg
AddType audi o/ mpa m<a

# ¥ideo

AddType wideo/ogg gy
AddType wi deo/mpa mpe may
AddType wideo/webm webm

# 515

# Reguired for swg webfonts on 1FPad

- - 1 - . . . S



#  twitter, comsFontsgul riel /st atuss] 955559680595
AddType 1 mage/ svg+xml Vg SVOE
AddEncoding gzip SWOZ

# Webronts
AddType applications/wnd ms-fontobject eot

AddType applicationsx-font-ttf ttf ttc
AddType font/opentype ot f
AddType applicationsx—font-woff wof f

# Hzsorted types

AddType imagesx-icon ico

AddType image/webp webp

AddType text/cache-manifest appcache manifest
AddType text/x-component htc

AddType applicationsx-chrome-extension (o!

AddType applicationsx-opera-extension QB

AddType applicationsx-xpinstall xpl

AddType applicationsoctet-stream safariextz

AddType applicationsx—web-app-mani f est+json webapp
AddType text/x-wvcard wiof

#
# Gzip compression
#

<IfModul e mod_deflate, o>

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydnpost s/ 261 8,1 2/ pushi ng—t
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodingl ®{15%1 “{1531 -{1532% "“((gzipl deflate)®
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

# HTHL, TXT, C55 JavasScript., J50M, XML, HTC:
¢IfModule filter_module:
FilterDeclare  COMPRESS
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/html



COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

FilterProvider tesp=Content -Tupe

FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider tesp=Content -Tupe
FilterProvider
FilterChain

FilterProtocol

AT Modul e

resp=Content-Type

DEFLATE

<IfModule !mod_filter, c
# Legacy versions of Apache

$text/css

$text/plain

Ftext/xml
$text/x-component
$applications javascript
tapplication/ json
$applicationsxml
$applicationsxbtml +xml
tapplication/rss+xml
$applicationsatom+:xml
$application/vnd ms-fontobject
%1 mage/ swg+xml
$image/x-1icon
$application/x—font-ttf
$font/opentype

change=yes; byt eranges=no

Addout putFilterBuTupe
Addout putFilterBuTupe
Addout putFilterBuTupe
Addout putFilterBuTupe
Addout putFilterBuTupe
fontsopentype
<A1 fModul e

AT Modul e

#

DEFLATE text/html text/plain text/css applications json

DEFLATE applicationsjavascript

DEFLATE text/xml applicationsxml text/x-component

DEFLATE applicationsxhtml+xml application/rss+xml applicationdator
DEFLATE image/x-icon imagesswg+xml applicationswnd ms-fontobject .

# Explres he
#

gders [ for better cache

control b

# These are pretty far-ruture expl res he:

# They assume you contro
# <script src="applic
# Addi tionally, co

#  www, steveso

WdEr s, comes bl ogeE

aaers,
versioning with cachebusting query params 11ke

________ ",

gt1on. ]_ PER BAGAS >

n=ider that outdated proxies may miscache

ARG A5 25/ eyl ng-11 1 enames-dont -use-querystri ngs
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# If you don't use filenamss to

#  access plus 1 week” or so,

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rules? Perhaps,
Expireshefaul t "access plus 1 month"

somet il rmg

like

# cache, apprache needs re-requests 1n FF 3 6 (thanks Remy “Tntroduci ng HTHLE?

ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTupe text/xml "access plus A seconds”

ExpiresByTuype applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# Feer

ExpiresByTupe application/rss+xml "access plus 1 hour”

ExpiresByTupe applicationsatom+xml "access plus 1 hour”

# Favicon {cannot be renamedi

ExpiresByTupe imagesx-1icon "access plus 1 week"

# Media 1mages, wideo, audio

ExpiresByType imagesogif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe images jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HIC rfiles (css3plel
ExpiresByType text/x-component "access plus 1 month"

# Webfonts



ExpiresByType applicationdx-font-ttf "access plus 1 month"

ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByTuype imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

# 55 and Javascript

ExpiresByTuype text/css "access plus 1 year”
ExpiresByType applicationd javascript "access plus 1 year”
</1fModul e
#
# ETag removal
#

# FileFfTag Hone 15 not enough for every server
<IfModul & mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-future expires, we don't need ETags for
# static content,

#  devel oper, yahoo, comsperformances Ul s, [tml #et ags

FileETag Hone

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same content should never be awvailable under two di frerent URLS - especially not with

"

# without "www " at the beginning, since this can cause 5E0 problems (duplicate contentl,

# That's why you shoul d choose ome of the al ternatives and redirect the other one.

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment optlon 2,
# THPORTAKT: HEYER LISE EBOTH RULES AT THE SAME TIME!

# Option 1:



# Rewite "www exampl e com -> exampl e com”

<IfModule ! mod_rewrite, o
SetErnyw HTTP_MOD_REWRITE Ho
AT Modul e

£IfModule mod_rewrite. o
RewriteCond #CHTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, €, +)% [HC]
RewriteRule ™ hitp /%1 %IREQUEST_URI Y [R=381, L]

<SIfModul e

#
# Forward support. atheycreek, com to Groovefld
#

<IfModule ! mod_rewrite, o
SetErnyw HTTP_MOD_REWRITE Ho
AT Modul e

£IfModule mod_rewrite. o
RedirectMatch 3681 support. athegcreek, coml, #) accf, groovehq, coms$1

AT Modul e

#

# Symphony 2 3 x
#

Options +FollowSumlinks -Indexes
<IfModule ! mod_rewrite, o
SetEny HTTP_MOD_REWRITE Ho

<SIfModul e

<IfModul e mod_rewrite, o

FewriteEngine on
RewriteBase /

#if SECURITY - Frotect crucial files
RewriteRule "manifestsi, )% - [F]



FewriteRule “workspacesutilities/(, ), xs1% - [F]
FewriteRule “workspace/pages /(. ), x51% - [F]
RewriteRule ™, %), sql$ - [F]

RewriteRule (7 /2% - [F]

### DO HOT APFLY RULES WHEH REGQUESTIMG “fawicon, 1co”

RewriteCond #{REQUEST_FILEMAMEY fawicon, ico [HC]

RewriteCond %{REQUEST_FILEMAMEY autodiscover/autodi scover, xml [HC]
RewriteRule .+ - [5=14]

### THAGE FLLES
FewriteRule “imageh/C. +2% extensionsd jit_image_manipul ation/libdimage. php?param=$1 [E, L, M

#i## CHECK FOR TRAILIMG SLASH - Will Ignore files
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REOUEST_URIY ! /%

RewriteCond ¥{REQUEST_URIX !, #)/%

RewriteRule “C, 2% $1/ [L,R=3611]

#i# LRL Cortectlon
RewriteRule “Csumphony/s7index phpl/, =/7) $1$2 [HCI

### ADMTH REWRI TE
FewriteRule “symphony/ 7% index php?mode=admini strationd % 0UERY _STRIMGY [HC, L]

RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteRule “symphonyc s/, #4720 7% 1ndex. php?sumphonu-page=%1 &mode=admi ni stration&E0UERY

##f CUSTON RECIRECTS
RedirectMatch permanent ©/Autodi scoverdAutodi scover, =% http /7 athegoreek, comd aut odi scover:

#Hat FRONTEHD REWRITE - Will Ignore files and fol ders

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond #{REQUEST_FILEMAMEY ! -f

FewriteRule . #%/7% index. php?sumphony-page=$1 4%{0UERY _STRIMGY [LI]

AT Modul e

#
# Rlrrk Rarl Brt=s




<IfModule ! mod_rewrite, o

SetEmy HTTP_
AT T Modul e

LIfModul e mod_

MOD_REWRITE Mo

rewrite, o

FewriteEngine On

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

Rewri teCond
D1 + el amd

ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT

ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

WEHTTD ISFD OCFRT™

“Bl ackMidow [OR]
“Both mailtor craf tbot@yahoo, com COR]
“ChinaClaw COR]
“Custo [OR]
“DISCo [OR]
“Downl oadh Demon [OR]
“eCatch [OR]
“EirGrabber [OR]
“Email3iphon [OR]
“Emaillolf COR]
“Expressh WebPictures [OR]
“ExtractorPro [OR]
“EyeMetIE [OR]
“Flashiket [OR]
“GetRight [OR]
“Getleb!
“Gol Zilla [OR]
“Go-Ahead-Got-It [OR]
“Grabtet [OR]
“Grafula [OR]
“Hrview [OR]

- HTTrack [HC, ORI
“Imageh Stripper [0ORI
“Imageh Sucker [OR]
- Indu Library [HC, ORI
“InterGET [OR]
“Internett Hinja [ORI
“JetCar [OR]
“JOC lWebh Spider [OR]
“larbin [OR]
“LeechFTP [OR]

“Mazzsh Meaar] Aadee TOD

[OR]
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RewriteCond #¥{HTTP_USER_AGEMTY “MIDown' tool [OR]
RewriteCond #CHTTP_USER_AGEMTY “Mister PiX [ORI
RewriteCond #CHTTP_USER_AGEMTY “Mawroad [OR]
RewriteCond #CHTTP_USER_AGEMTY “MearSite [OR]
RewriteCond #{HTTP_USER_AGEMTY “MetAnts [OR]
RewriteCond #CHTTP_USER_AGEMTY “MetSpider [ORI
RewriteCond #{HTTP_USER_AGEMTY “Meth Yampire [OR]
RewriteCond #CHTTP_USER_AGEMTY “MetZIP [OR]
RewriteCond #{HTTP_USER_AGEMTY “Octopus [OR]
FewriteCond #¥{HTTP_USER_AGEMTY “0Offline\ Explorer [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Offline' Mavigator [OR]
RewriteCond #¥{HTTP_USER_AGEMTY “PageGrabber [0OR]
RewriteCond #{HTTP_USER_AGEMTY “Papa% Foto [OR]
RewriteCond #CHTTP_USER_AGEMTY “pavuk [OR]

FewriteCond ¥{HTTP_USER_AGEMTY “pcBrowser [OR]
RewriteCond #{HTTP_USER_AGEMTY “Real Download [OR]
RewriteCond #CHTTP_USER_AGEMTY “ReGet [OR]

RewriteCond ¥{HTTP_USER_AGEMTY “SiteSnagger [OR]
RewriteCond #CHTTP_USER_AGEMTY “SmartDownload [OR]
RewriteCond #CHTTP_USER_AGEMTY “SuperBot [OR]
RewriteCond #CHTTP_USER_AGEMTY “SuperHTTP [ORI
RewriteCond #¥CHTTP_USER_AGEMTY “Surfbot [OR]
RewriteCond #CHTTP_USER_AGEMTY “tAke0ut [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Tel eporth Pro [0OR]
RewriteCond #¥CHTTP_USER_AGEMTY “VoidEYE [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “leb Imageh Collector [OR]
RewriteCond #CHTTP_USER_AGEMTY “Webd Sucker [ORI
RewriteCond #{HTTP_USER_AGEMTY “WebAuto [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebCopier [ORI
RewriteCond #CHTTP_USER_AGEMTY “WebFetch [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebGos IS [ORI
RewriteCond #{HTTP_USER_AGEMTY “Webleacher [OR]
RewriteCond ¥{HTTP_USER_AGEMT “lebReaper [OR]
FewriteCond ¥{HTTP_USER_AGEMTI “lebSauger [OR]
RewriteCond #CHTTP_USER_AGEMTY “Website\ ekXtractor [OR]
RewriteCond #CHTTP_USER_AGEMTY “Website\ Ouester [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebStripper [ORI
RewriteCond #{HTTP_USER_AGEMTY “Webkhacker [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebZIP [OR]
RewriteCond #{HTTP_USER_AGEMTY “Wget [ORI
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FewriteCond ¥{HTTP_USER_AGEMTY “LWWOFFLE COR]
RewriteCond ¥{HTTP_USER_AGEMTY “kal donh WebSpider [OR]
RewriteCond ¥{HTTP_USER_AGEMTY “Feus

RewriteRule ™ % - [F,L]

<A1 FModul e



