#hide . gut directory
RedirectMatch 484 /5, git

# Apache Server Configs w2 14 81 MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

# 010 Using . htaccess  files slows down Apache, therefore, 1f you have
# access to the main server configuration file (which 15 usually called
# "httpd conf’}, you should add this logic there,

#

# https: A7httpd apache orgsdocsscurrent showt osht access, html,

VA R S S e
# # CROS5-0RIGIH #
VA R S S e

#
# | Cross-origin requests /
#

# Allow cross-origin requests,

#

# https: 7sdevel oper, mozilla orglen-Ussdocs:s WebsHT TP Access_cont ol _CORS
# httpe 7senabl e-cors, org”

# httpoe ZCwww, w3 orgs TRScorss

# <IfHodul e mod_headers, cr
# Header set Access-Control -Allow-0rigin "#"
# <1 FHodul e

#
# | Cross-origin Images /
#

# Send the CORS header for 1mages when browsers reguest It

#

# https: <rdevel oper, mozilla orglen-Ussdocs: WebsHTHL CORS_enabl ed_1 mage

# https: //blog chromi um orgs 261 1 /877 usi ng-cross-domal n-1 mages-1 n-webgl -and, html

<IfModul e mod_setenvif. o

T S kA T o _—_—-l hkm e d i -



SLTIAdUL E mad_rneqaer =, 27
£FilesMatch "N, Cbmpl curl gi flicol jpetal pngl swgz?l webp) $ >
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# | Cross-origin web fonts /
#

# Allow cross-origin access to webh fonts,

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl obtfl ttDcf Il wof f290 "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

#
# | Cross-origin resource timimg /
#

# Allow cross-origin access to the timing Information for all resources,
#

# If a resource 1sn't served with a " Timing-Allow-0rigin’ header that

# would allow 1ts timing information to be shared with the document,

# some of the attributes of the PerformanceResourceTiming’ object will
# be set to zero,

#

# http Ar v, w3 orgs TRAresource—-t1ml ngs”

# http /7w, stevesouders, comsbl ogs 281 4785421 Aresource-t 1 mi ng-practi cal -tipss

# <IfModul e mod_headers, c»
# Header set Timing-Al1ow-0r1igin ="
# /T fModul e

L SR S
# # ERFURS #
L SR S



#
# | Custom ertor messagesspages /
#

# Customl ze what Apache returns to the client 1o case of an error,
# https: ~<httpd apache orgsdocsscurtrent smodscore [t ml #erordocument

Errorbocument €84 Ad64, html
#

# | Ertor preventlon /
#

# [isable the pattern matching based on £11enames,

#

# This setting prevents Apache from returning a 484 error as the result

# of 3 rewite when the directory with the same name does not exi st

#

# https: < httpd apache orgsdocsscurrent scont ent -negotl 5t 1 on, bt ml #mul t1 vl ews

Options -Multiviews
# HRRR AR

# # THTERHET EXFLORER #
o

#
# | [Document modes /
#

# Force Internet Explorer G/9/18 to render pages In the highest mode

# available 1n the various cases when 1t may not,

#

# https: </ hsivonen, £1/doct ypes#1 26

#

# 010 Starting with Internet Explorer 11, document modes are deprecated,
# If your business still relles on older web apps and services that were
# designed for older versions of Internet Explorer, you might want to

# consider enabling Enterprise Mode throughout your company,

#



# httpos: ssmsdn mlcrosoft, comsen-ussl1brarys1 esbgl B2625, aspxfdocmode
# httoe /7Bl ogs msdn, comsbel esarchi ves2a1 47847827 5t ay-up-t o-dat e-wi t h-ent erpri se-mode-ror-
Internet-expl orer-11, a5px

<IfModule mod_headers, c
Header set X-UR-Compatible "IE=edge”

# “mod_headers’ cannot match based on the content-type, however,
# the "Y-UA-Compatible’ response header should be send only for
# HTHL documents and not for the other resources,

£FilesMatch "+,
¢ appcachel atoml bbawl bmpl crxl cssl curl eotl 4 abpyl f1% geojsonl gi fl htcl icol jpe?
gl jsl jsonC1dy?
| mel av11 mani festl mapl mpdl oexl ogl agwll opusl ot f1 pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl tt0cf 1l txtl voard wofl witl webappl webl mpll webmani fest! wof f271 x1ocl xmll xpi)&" >
Header unset X-UA-Compatible
£/FilesMatch:

AT FModul e
#

# | Iframes cookles /
#

# Allow cookies to be set from Iframes 1n Internet Expl orer,
#

# httpos: ssmsdn mlcrosoft, comsen-ussl1brarys ms53 7343, aspx

# httpe Zswww, w3 orFgs TRS 2866, CR-F3P-Z060] 21 57

# <IfHodul e mod_headers, cr

# Header set P3P "policyref=\"/w3c/p3p xml ", CP=\"IDC DSP COR ADM DEYI TAILD PS5A P50
IVAl IT¥Di COWD HIS OUR THD CHTY™"

# <1 FHodul e

VA R S S e
# # NEDCIA TYFES AHD CHARACTER EHCODIHES #
VA R S S e




# | Media types

#

# serve resources with the proper media types OF, k. a  MIME types),

#

# https: < Swww, 1303 orgsassi gnment s/medi a-t ypessmedi a-t ypes, xhtml

# https: </httpd apache orgsdocss current s mods mod_mi me, bt ml #addt ype

£<IfModul e mod_mime,

# Data 1nterchange

AddType applicationsatom+xml
AddType applications json

AddType applicationsld+json
AddType applicationsrss+xml
AddType applicationswnd. geo+json
AddType applicationsxml

# Javascript

# Hormallze to standard toype.
# https: </tool s 1etf, orgsbtml Arfod3298sect] on-7, 2

AddType applications javascript

# Manifest files

AddType application/mani fest+json
AddType applicationsx-web-app-mani fest+json
AddType text/cache-mani fest

# Media riles

AddType audi o/ mpa
AddType audiofogg
AddType image/bmp
AddType imagesswg+xml
AddType image/webp
AddType wi deo/mps
AddType wideo/ogg

atom

json map topojson
jsonld

S5

Qe jSon

rdf xml

is

webmani fest
webapp
appcache

fda fdb mda

0ga 0gg opus
bmp

svQ SvQZ

webp

fdv fdp mdv mpd
agy



AddType
AddType

# Serving

vi dea/ webm
videadx—fly

webm
flw

lco Image files with 3 different media type

# prevents Internet Explorer from displaying then as 1mages:
# https: #/gl thub, comshSbps it ml 5-

boi 1 erpl 3t escommi -3 75T ecA9Ad061 350640591 beddocb2653adf See

AddType

1 mage/ x-1con

# Web fonts

AddType
AddType
AddType

applicationdfont-wof f
applicationdfont-woff2
applicationdvnd ms-fontobject

cur ico

wof f
woff2
ent

# Browsers usually 1gnore the font medis types and simply sniff

# the bytes to figure out the font type,

#

s Saml mesnl 1F, spec, what wg, orgs#mat chi mg-a-font -t ype-pat tern

# However, Blink and Webkit based browsers will show & warni mg

#1n the console I1f the following font types are served with any

# other medis types,

AddType
AddType

# 0Ot her

AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

AT Modul e

application/x-font-ttf
font/opentype

application/octet-stream
applicationdx-bb-appworld
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
text/vcard
text/vnd. rim location xloc
text/vit

text/ x-component

ttc tif
ot f

safariextz
bbaw

CFx

Qe

xpl

wviard wof
xloc

wit

htc



#
# | Character encodlngs /
#

# Serve all resources 1abeled a5 textshtml or textsplain’

# with the medis type "charset’ parameter set to UTF-8,

#

# https: /7Rt tpd apache, orgsdocsscurrent. s modscore [t ml #3ddder aul tcharset

AddDef aul tCharset utf-5

# Serve the following file types with the media type "charset’

# parameter set to UTF-5

#

# https: </httpd apache. orgsdocsscurtent Smodsmod_ml me. bt ml #addchar=set

£l fModule mod_mime, c>
AddCharset utf-5 . atom

. bbaw
L0555
. geojson M
CJs N
. json N
. jsonld
.manifest
Cdf o
B =T
. topojson
CWLL N
webapp M
. webmani fest
cxlac s
. xml

<41 fModul e

VA R S S e
# # FEWFITES #
VA R S S e



#

# | Rewrlte englne /

#

# 010 Turn on the rewrite engine (this 15 necessary 1n order for

SR I T T T - I T N R I LR Y

2

)

e h

the "RewriteRule™ directives to work),

https A7kt tpd, apache, orgs/docscurrent < mods mod_tewrl te bt ml #Rewr1 t eEngi me
Enable the "FollowSymlinks option If 1t Isn't already,

https= <7kt tpd, apache, orgsdocscurrent modscore bt ml #opt i ons

IF your web host doesn't allow the "FollowSymlinks  option,

you need to comment 1t out or remove 1t, and then uncomment

the "Options +5ymlinkslfOwnertiatch 1ine ¢4, but be aware

of the performance 1mpact,

https= 77kt tpd, apache, orgsdocscurrent ml sc/perf-tuni ng, bt ml #5yml 1 k=

Some cloud hosting services will require you set = Rewrl teFase’,

httpos /7w, 1-ack space, comsknowl edge_cent e/ freguent 1 y-asked-guest 1 onswhy-1 s-

modtewrl te-not —work 1 ng-on-my-=1te

#
#

http= 77kt tpd, apache, orgs/docscurrent modsmod_rew ] te, html #rewl tebase

# (5 Depending on how youe server 15 set upe you may also need to

#

#
#
#
#
#
#

rha

use the Rewritelptions directive to enable some options for
the rewite englne

https= 77kt tpd, apache, orgs/docs:current < modsmod_trew ] te, html #rewl teopt i ons

Set ECEMW: PROTOR wariasble, to allow rewites to redirect with the

appropri ate schema automatically Chttp or httpso,

<IfModul e mod_rewrite, o

# 01
RewriteEngi ne On

#0C2



Options +FollowSumlinks

# (30
# Options +5ymlinkslfOwnertiat ch

# 0
# Fewrl teBase

# (5
# Rewrl telptlons <optlons:

# (6

RewriteCond %{HTTPSY =on
FewriteRule ™ - [env=proto: https]
RewriteCond %{HTTPSY ! =on
RewriteRule ™ - [env=proto: httpl

AT Modul e

#
# | Suppressing # Forcing the “www = at the beginning of URLs /
#

# The same content should never be avallable under two di Frerent
# URLs, especially not with and without “wew, ~ &t the beginning
# This can cause SE0 problems (dupllcate content’, and therefore.
# you shoul d choose one of the alternatives and redirect the other
# one,

#

# By default Option 1™ ¢no “www "3 15 activated

# Rttpe A7 no—www orgsfag photg=cl as5_6

#

# If you would prefer to use Option 27, just comment out 311 the
# lines from Option 1™ and uncomment the ones from Option 27,

#

# (!0 HEVER USE BOTH RULES AT THE SAME TIME!

# Option 1: rewdte www, exampl e com + exampl 2 com



£IfModule mod_rewrite, o

RewriteEngine On

RewriteCond %{HTTPSY ! =on

RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]

RewriteRule ™ #{EMY: PROTOG: /%1 %{REQUEST_URI Y [R=3A1, L]
<41 fModul e

# 1 File access /
#

# Block access to directories without 5 default document,

#

# vou should 1eave the following uncommented, a5 you shouldn'to 511 ow
# anyone to suef through every directory on your server Cwhich may

# Includes rather private places such as the CHS' s directori ess,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# Block access to fl1les that can expose sensitive 1nformation,

#

# By defaul t, block access to backup and source f1l1es that may be

# 1eft by some text editors and can pose 3 securlty v1sk when anyone
# has access to them,

#

# httpe /7 feross orglocmspl of t

#

# 0l Update the “<Filestatchs  regular expression from below to

# Include any riles that might end up on your production server and
# can expose sensitive Information about your website, These F11es may
# Include: configuration files, files that contain metadata about the
# project (e g project dependencies), build scripts, et

<FilesMatch "¢ 7# =# %, Cbakl confl distl flalinfcill 1ogl psdl shl sgll swloplal " g



# Apache « 23

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e

# Apache 2 2,3

<IfModul e mod_authz_care, c&
Fequire all denied

</TfModul e

</FilesMatchs
#

# | Reducing MIME type securlity risks /
#

# FPrevent some browsers from MIME-sni Ffing the response

#

# This reduces exposure to drive-by download attacks and cross-origin

# data leaks, and should be 1eft uncommented, especially 17 the server
# 15 serving user-upl oaded content or content that could potentially be
# treated as executable by the browser,

#

# http /7w, =11 deshare, net s hasegawayosuk e owasp-hasegaus

# httpe /7Bl ogs msdn, comsbel e/ archi ves 20856/ 87,8271 eE-securl ty-part —v-comprehensi ve-
protection aspx

# https: <smsdn, microsort, comsen-uss11braruysl esggblea4l, aspx

# https: /smimesni £, spec, whatwg, orgs

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e

#
# | Herver-s1de technol ogy 1nformation /
#

# Remove the X-Fowered-Fy  response header that:



# 15 st by some frameworks and server-side 1anguages
(e g HSF HET, PHFI, and I1ts walue contalins 1nformation
gbout them (e g: thelr name, version number

# goesn' t provide any value 3s far 45 USers are concet,
and 1n some cases, the information provided by 1t can

HOH O R O™ R T W

be used by attackers

#

# 013 If you can, you should di sable the s5-Powered-By’ header from the
# 1anguage /' framework 1evel (e g for PHP, you can do that by setting
# ‘expose_php = off In php ini i

#

# https: </php netsmanual £endlng, core, php#i ol expose-php

<IfModul e mod_headers, cx
Header unset X-Powered-By

AT Modul e

#

# | Server software Information /
#

# Frevent Apache from adding & trailing footer 11ne contal nd mg

# information about the server to the server-generated document s

# e g error messages, directory 11stings, et )

#

# https: </ httpd apache orgsdocsscurrent smodscore, bt ml #5erversi gnat ure

Server3ignature Off

#

# | Compression /
#

#
# 1 ETags /
#

# Remove "ETags as resources are sent with far-future explres headers,
#



# https: 7sdevel oper, yaboo, comsperformancesul es, [t ml #et ags

# https: #/tools 1etf, orglhtml Arfe72328sectl on-2 3

# FileETag MHone doesn't work in 3ll cases,
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

FileETag Hone

#

# | Expitres headers /

#

# Serve resources with rfar-future expl res headers.

#

#0130 If you don't control versioning with £11ename-based

# cache busting, you shoul d consider 1owering the cache times

# to something 11ke one week,

#

# https: </httpd apache. orgsdocsscurt-ent S modysmod_expl res, html

<IfModul e mod_expires, o
ExpiresActive on
Expireshefault "access plus 1 month"

# [55
ExpiresByTupe text/css "access plus 1 year”
# Data I1nterchange

ExpiresByType applicationsatom+xml "access plus 1 hour”
ExpiresByType applicationsrdf+xml "access plus 1 hour”
ExpiresByType application/rss+xml "access plus 1 hour”
ExpiresByTupe application json "access plus A seconds”
ExpiresByType applicationsld+json "access plus A seconds”
ExpiresByType applicationsschema+json "access plus @ seconds”
ExpiresByType applicationdvwnd, geo+json "access plus @ seconds”



ExpiresByType applicationdxml
ExpiresByTuype text/xml

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. mictrosoft, icon
ExpiresByTupe image/x-1icon

# HTHL

ExpiresByType text/himl

# Javascript

ExpiresByTupe applicationd javascript
ExpiresByTupe applicationsx-javascript
ExpiresByType text/javascript

# Manifest files

ExpiresByTupe applicationdmani fest+json
ExpiresByTupe applicationsx-web-app-mani fest+json
ExpiresByType text/cache-manifest

# Media riles

ExpiresByType audiosogg
ExpiresByTupe imagesbmp
ExpiresByType imagesqgif
ExpiresByType image’ jpeq
ExpiresByTupe imagespng
ExpiresByTupe imagesswg+xml
ExpiresByType image/webp
ExpiresByTuype wideos/mpd
ExpiresByType wideosogg
ExpiresByType wideoswebm

# Web fonts

# Embedded UpenType CEOT)
ExpiresByType applicationdwnd ms-fontobject

"access
"access

"access
"access

"access

"access
"access
"access

"access
"access
"access

"access
"access
"access
"access
"access
"access
"access
"access
"access
"access

"access

plus B seconds"
plus B seconds"
plus 1 week"
plus 1 week"
plus B seconds"
plus 1 year"
plus 1 year"
plus 1 year"
plus 1 week"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



ExpiresByType font/eot "access plus 1 month"

# LpenType
ExpiresByType font/opentype "access plus 1 month"

# TrueType
ExpiresByType applicationd/x-font-ttf "access plus 1 month"

# Web Open Font Format CHOFFD 1, 8

ExpiresByType applicationsfont-woff "access plus 1 month"
ExpiresByType applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"

# HWeb Open Font Format CHOFFD 20 &

ExpiresByType applicationdfont-woff2 "access plus 1 month"
# Other
ExpiresByType text/x-cross-domain-policy "access plus 1 week"

AT T Modul e

# BEGIH W3TC Browser Cache
<IfModul e mod_deflate, o
<IfModul e mod_headers, ¢
Header append Yary User-Agent enwv=! dont-wvary
<41 Modul e
AddOutputFilterBuTupe DEFLATE text/css text/x-component applicationdx-javascript
application/ javascript text/javascript texti/x-js text/html text/richtext imagesswg+xml
text/plain text/xsd text/xsl text/xml imagex-icon applicationsjson
<IfModule mod_mime, >
# DEFLATE by extension
AddOutputFilter DEFLATE js css htm html xml
<41 Modul e
<41 Modul e
# EHD WZTC Browser Lache
# BEGIH WSTC Page Cache core
£IfModule mod_rewrite, o
RewriteEngine On
RewriteBase /
RewriteCond #¥{HTTP: Accept-Encodingy gzip



FewriteRule . # - [E=W3TC_EMC: _gzip]l

FewriteCond ¥{HTTP_COOKIEY w3tc_preview [HCI

FewriteRule . # - [E=W3TC_PREVIEM: _prewview]

RewriteCond #{REQUEST_METHODY ! =POST

RewriteCond %{OUERY_STRIMG: =""

RewriteCond %{REQUEST_URIZ “/%

FewriteCond ¥{HTTP_COOKIEY ! Ccomment _author| wp'.-
postpassl w3tc_logged_out! wordpress_logged_inl wptouch_switch_toggle) [HCI

RewriteCond " % DOCUMENT _ROOT: fwp-cont ent / caches page_enhanceds ¥LHTTP_HOST /%
f{REQUEST_URI X/ _i ndex¥{EMY: W3TC_PREVIELY. html ¥{EMY: W3TC_EMCY" —f

RewriteRule .+ " fwp-content/caches page_enhancedd ¥CHTTP_HOSTI A ¥LREQUEST _URI 3/ _i ndex

LEMY: LI3TC_PRENIELY, html #{EMY: W3TC_EMCY" [LI
<41 fModul e

# EHD W3TC FPage Cache core

# BEGIH WordFress

<IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh. phpd - [LI
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]

<41 fModul e

# EHD WotrdFPress



