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# BEGIH I Themes Security - Do not modl fuy or remove this 11ne
# 1 Themes Security Config Details 2

# Enable HackRepalr, com's blacklist feature - Securlty > Settings > Banned Users »
Default Blacklist

Start HackRepalr, com Blacklist

FewriteEngine on

# Start Abuse Agent Blocklng
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX

""Mozilla #Indy" [HC, OR]
""Mozilla, #HEWT" [HC, ORI
“g" [HC, OR]

""Maxthong" [HC, OR]
""Seafonkeyt” [HC, ORI
"“Acunetix" [HC, ORI
""hbinlar" [HC, ORI

"Bl acklidow" [HC, OR]
""Bolt @" [HC, ORI

"T"BOT for JCE" [HC, OR]
""Bot mailtow craftbot@gahoos, com” [HC, OR]
"“rasper” [HC, OR]

n A

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
checkprivacy” [HC, OR]
""ChinaClaw" [HC, OR]

Rewri teCond
Rewri teCond
Rewri teCond

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX

"“clshttp” CHC, ORI

"“ecmsworldmap” [HC, ORI

"“comodo" [HC, ORI
"Custo" [HC, ORI

""Default Browser 8" [HC, OR]

"“diavol” [HC, ORI
"DIThot" [HC, ORI
“TDISCo" [HC, OR]
"“dotbot” [HC, ORI

"“Downl oad Demon” [HC, ORI

""eCatch" [HC, ORI

HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX

WELITTA O Lern SaerLTma

""EirGrabber” [HC, ORI
""EmailCollector” [HC, OR]
""EmailsSiphon” [HC, OR]
"TEmailllol " [HC, OR]

""Express WebPictures" [HC, OR]
"Textract” [HC, OR]
""ExtractorPro” [HC, ORI
""EyeMetIE" [HC, OR]

WAy gl a1 FrLs Al

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
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FEWr 1l LeLurg
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

&L IF_U2CK_HEEM | f
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

Tesdrlrndasr LHL, k]
""FHscan" [HC, OR]
""FlashGet" [HC, ORI
"“flicky" [HC, ORI
""g@|Egle” [HC, ORI
""GetRight" [HC, ORI
"Getleby! " [HC, ORI

"GN Zi1la" [HC, OR]

" "GoN-Aheadh-Goth-It" [HC, OR]
""grab" [HC, 0R]

" "GrabMet” [HC, OR]
"Grafula” [HC, ORI
"“harvest" [HC, OR]
"THMYiew" [HC, ORI
""a_archiver" [HC, ORI
"“Image Stripper" [HC, ORI
"“Image Sucker" [HC, ORI
""InterGET" [HC, OR]
“"Internet Hinja" [HC, ORI
"InternetSeert, com” [HC, ORI
""jakarta" [HC, ORI
""Java" [HC, ORI

"“JetCar" [HC, ORI

“JO0C Web Spider” [HC, OR]
"“kanagawa" [HC, OR]
""kmccrew” [HC, ORI
""larbin” [HC, ORI
""LeechFTP" [HC, ORI

"1 bwww”  [HC, ORI

""Mass Downl oader” [HC, OR]
“microsofthy, url" [HC, ORI
""MIDown tool" [HC, OR]
“"miner" [HC, ORI

""Mister Pix" [HC,0R]

" "MSFront Page" [HC, OR]

" "Mavroad" [HC, ORI
""MearSite" [HC, ORI

""Het Mampire" [HC, OR]
""MetAnts" [HC, OR]
""HetSpider” [HC, OR]
""HetZIP" [HC, ORI

- —_—rem = ——



Fewrl teCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELHTTP_USERE _HGEMT
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

“ndtoch”t LHC, OE
"“Octopus" [HC, ORI

“"Offline Explorer" [HC, ORI
“"Offline Mavigator" [HC, OR]
" “PagelGrabber” [HC, OR]

"“Papa Foto" [HC, ORI
“pavuk” [HC, ORI
" “pcBrowser” [HC, OR]
"“PeoplePal" [HC, OR]

“planetwork” [HC, OR]

““psbot" [HC, ORI
"“purebot"” [HC, ORI
““pycurl” [CHC, OR]

"“Real Downl oad" [HC, OR]

"“Reket" [HC, ORI
""Rippers 8" [HC, OR]

"*sitechecks, internetseers, com" [HC, ORI
""5itesSnagger” [HC, ORI

““skygrid" [HC, ORI

"“SmartDbownl oad” [HC, OR]

"sucker” [HC, OR]

"“SuperBot" [HC, OR]
" SuperHTTP" [HC, OR]
“Surfbot” [HC, OR]
“"tAkeOut" [HC, OR]

““Teleport Pro" [HC, ORI

n

““turnit" [CHC, OR]
"wiksplder" [HC, OR]
"ol dEYE" [HC, ORI

““leb Image Collector" [HC, OR]
““leb Sucker" [HC, ORI

““llebAuto" [HC, OR]
"“llebBandit" [HC, OR]
"“lebCopier" [HC, OR]
"“llebFetch” [HC, ORI
"“lleblko 15" [HC, ORI

"“lebLeacher" [HC, OR]

" “lebReaper” [HC, OR]
" “WebSauger” [HC, OR]

"“lebsite exXtractor" [HC, OR]

Toata dragostea mea pentro diawola" [HC, ORI



Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX

""llebsite Quester" [HC, ORI

"“Web5tri pper”
"“leblhacker"
""LebfIP" [HC,

[HC, DR
[HC, DR
0rR1]

"“Wget" [HC, OR]

Wi dow”
" “WPScan” [HC,
* UK -Mechani

* “HWKOFFLE"

[HC, DR

0rR1]

EEII

[HC, DR
[HC, DR

"“¥aldon kebSpider" [HC, ORI

""andex" [HC,
[ n

CEUS

n .-"\.zmeull

0rR1]

[HC, DR
[HC, DR

" 3665pider” [HC, OR]

"Ahref sBot"
"Cazoondl eBot”
" di scobot”
"EasousSpl der™"
[HC, ORI
"ETW N LMK

"eoxi"

"heritrix
"HTTP: % Lite"
"HTTrack" [HLC,
"1a_archiver"
"idh-search" [
"IDBnt"
"Indy Library"
"IRLbot"

[HC, DR

[HC, DR

[HC, DR

[HC, DR

[HC, DR
' [HC, OR]

[HC, OR1
0rR1]

[HC, OR1
HC, OR]

[HC, DR

[HC, DR

[HC, DR

"I5C Sustems iRc Search 241" [HC, OR]

"LinksCrawl er"

[HC, DR

"LinksManager., com_bot" [HC, OR]

"linkwalker" [
"lwpi-trivial"

HC, OR]
[HC, DR

"MFC_Tear_Sample" [HC, OR]

"Microsoft URL Control"

[HC, DR

"Missigua Locator” [HC, OR]

"MJ12bot" [HC,

"panscients, com” [HC, ORI

"PECLY: % HTTP"
"PHPCrawl "
"Pl easelCrawl "

0rR1]

[HC, DR

[HC, DR

[HC, DR



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

"SBEIder" [HC, ORI

"SearchmetricsBot" [HC, ORI

"SeznamBot” [HC, ORI
"Snoopy” [HC, OR]
“Sogou” [HC, OR]
"Steeler" [HC, OR]

“URIM: % Fetch" [HC, OR]

"urllib" [HC, OR]
“Web Sucker" [HC, OR]
"webalta" [HC, OR]
“lebColl age" [HC, OR]

"lells Search IT" [HC, OR]

"HEP Search" [HC, ORI
"roviBot" [HC, OR]

“YisouSpider” [HC, OR]

"zermelo" [HC, ORI

RewriteCond
# End Rbuse
# start Abuse HTTF Referter Blockimg

RewriteCond #¥{HTTP_REFERERY "“https? /0T [7/1+%, 27semalts, com” [HC, OR]
RewriteCond ¥{HTTP_REFERERY "“https? A0 [7/1+h, 2 7kambasofth, com" [HC, OR]
RewriteCond ¥{HTTP_REFERERY "“https?: /40T [7F14+4, 17savetubevi deos, com” [HC]
# End Abuse HTTF Referter Blockimg

RewriteRule ™ = - [F,L]

# End HackRepalt, com Bl acklist, httpe s/pastebin comsushackrepal -

#CHTTP_USER_AGEMTX
Agent Blocking

"FuBorg” [HC, ORI

# Enable the hide backend feature - Security > Settings > Hide Login Ares » Hide Backend
FewriteRule “(/)7aanl oggen-phps/ 7% Awp-login, php COSA, L]

FewriteRule (/) 7registreren-phps 7% Afwplogin?action=reqgister [05A, L]

Fil

Syste

sSystem Twesks *»

# FProtect System Files - Securlty > Settings >

S|
I_.-I

<files . htaccess:
<IfModul e mod_authz_care, c
Fequire all denied
</TfModul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
</TfModul e
/files:
<files readme html:



<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
<41 Modul e
/files:
<files readme, txt:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
<41 Modul e
/files:
<files install. php:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
<41 Modul e
/files:
<files wp-config php:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
<41 Modul e
/files:

# [0isable Directory Browsing - Securlty >

Options -Indexes

<IfModul e mod_rewrite, o
FewriteEngine On

Set

tings >

system Twesks > Directory Browsing



# Frotect System Files - Security > Settings > 5Suystem Twesks > System F1les
RewriteRule “wp-adminsincludess - [F]
RewriteRule ! “wp-includess - [5=3]
RewriteCond #{SCRIPT_FILEMAME: ! ™, #)wp-includes/ms-files, php
RewriteRule "wp-includess[~/1+%\, phpg - [F]
RewriteRule “wp-includes/ js/tinumceslangss. +5 php - [F]
RewriteRule “wp-includes/theme-compat,; - [F]
<A1 fModul e
# EHD 1 Themss Securlty - Do not modi fy or remove this 11ne

# BEGIH WordFress

£IfModule mod_rewrite. o
FewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule . /index php [LI

<A1 fModul e

# EHD HordFress



