<IfModul e mod_rewrite, o

FewriteEngine On
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<A1 fModul e
# BEGIM AIL In One WP Security
#AIOWFS_BASIC_HTACCESS_RULES_START
¢Files . htaccess:

# jooml &3/ about —us-t opmenu-56/chi ef -i nstruct or-mai nmenu-73 /chief-instructor

# jooml &3/ about —us-t opmenu-56/f ags-t opmenu-183 /faq

/ jooml a3/ events Jevents

# jooml &3/ membershi p-mai nmenu-63/ programmes-mai nmenu-338 karate-for-my-child

# jooml &3/ photo-gal l erysvi deos SE-benefits-of -martial —art-traini ng-for-kids Akar:
# jooml &3/ cont act —us/ how-t o-f i nd-us-mai nmenu-183 /cont act-us

# jooml a3/ contact-us fcontact-us

/ jooml &3/ component fckforms Aregister

# jooml &34 membershi p-mai nmenu-63/mi 551 on-mai nmenu-65 Akarate-for-adul ts

/ jooml &34 membershi p-mai nmenu-63/onl i ne-regi stration Aregister

# jooml &3/ membershi p-mai nmenu-63 /regi ster

# jooml &3/ about —us-t opmenu-56 /about -us

# jooml &34 membershi p-mai nmenu-63/whu-1 earn-k arat e-mai nmenu-114 fwhat-i s-karate
Jjooml a3/

aorder allow, deny

deny from all

<iFiless

Serversignature OFf
LimitRequestBody 182488608
£<Files wp-config php:

aorder allow, deny

deny from all

<iFiless

#AI OWFS_EASIC_HTACCESS_RLLES_EHD
#AI OLFS_FIHGEACK_HTACCESS_RLULES_START
£Files xmlrpc. php:

arder deny, allow

deny from all

<iFiless

#AI OWFS_FIHGEACK_HTACCESS_RLLES_EHD
#AIOWFS_DEBUG_LOG_BLOCK_HTACCESS_RULES_START
£<Files debuq. 1og:

arder deny, allow

deny from all

EREY P B R



“FFLLIES?

#AI OWFS_DEBLIG_LOG_ELOCK_HTACCESS_ RULES_EHD
#AI OWFS5_0I SABLE_IMDEX_YIEWS_STHRT
Options -Indexes

#ATOWFS_[OI SABLE_ T HOES_ YT EWS_EHD
H#ATOWFS_IFP_BLACKLIST_START

Order allow, deny

Allow from all

Deny from 188, 42, 56, 58

Deny from 181, 188, 284, 31

Deny from 183 192 1758, 154

Deny from 183 243 187, 283

Deny from 184, 24, 186, 46

Deny from 184, 24, 187, 46

Deny from 184, 48, 234, 225
Deny from 1168, 74, 142,13
Deny from 112 175,11, 227

Deny from 112 196, 282, 41
Deny from 112 217, 1568, 112
Deny from 113 287, 76, 95
Deny from 113 2

Deny from 1151
Deny from 115, 45
Deny from 116, 31, 116,12
Deny from 117, 21, 2458, 87
Deny from 119, 252, 1968, 157
Deny from 122 2258 38, 42
Deny from 124, 258, 134, 253
11,188 132
218, 283
Deny from 147, 237, 77 216
Deny from 149, 56, 1658, 134
Deny from 149 56, 143, 147
Deny from 149, 56, 3 116
Deny from 149, 56, 97, 214
Deny from 151, 86, 111,178
Deny from 1558 255, 5,176
Deny from 1558 69, 37 121
Deny from 162 211, 96, 63
Deny from 162 251, 88, 25
Deny from 164 132 111, 2684
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Deny from 138
Deny from 142
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164, 1332, 1 /8, 13533
164,132, 51, 73
164, 132, 54, 151
164, 132, 54, 182
1689, 54, 233, 116
169, 54, 244, 75
169, 54, 244, 34
169, 54, 244, 93
173 254, 5. 181
176,51, 43,1
176, 51, BA, 249
173, 2849, 55, 85
183.111.174. 16
183,131, 2135, 157
153, BA, 43, 25
184, 185, 139, 67
185,141, £7, 16
185, B3, 16, 59
187 61, 117, E26
183, 165, 244, 152
1583, 165, 61, &
153, 48, 238, 195
19%, 99, 58, 163
19%, 99, 58, 2EA
194, 158, 84,17
199, 217 116, 56
199, 533, 124, 188
ez 118, 19, 58
209, 126, 136, 2
2609, 53, 137, 194
216, 7/, 123, 72
213, 87,189, E53
22k 186, 1, 73
I 187 27, 63
41, 57,89, 57
41, 57, 89, 58
46, 172 71, 249
2,196, 51, 28
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#HIOWFPS_IF_BLACKLIST_EHD
#AIOLFS_0OI SAGLE_ TRACE_ TRACK_START

FewriteEngin

e 0n

RewriteCond #¥{REOUEST_METHOD: “¢ TRACEl TRACK?

RewriteRul &

.+ - [F

]

#AI OWFS_0 SAGLE_ TRACE_ TRACK_EHLD
#HI OWF5_FOREID_FROXY_COMMENTS_START

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

ELREQUE
ECHTTP:
ECHTTP:
ECHTTP:
ECHTTP:
ECHTTP:
ECHTTP:
ECHTTP:

ST_METHOD: “POST

YIAY ! "% [OR]

FORWARDED: ! ™% COR]
USERAGEMT _VIAX ! “$ [OR]
#_FORWARDED_FORY ! ™% [OR]
#_FORWARDED_HOST: ! “% [OR]
PROXY_COMMECTIONY ! "% [OR]
APROXY_COMMECTIONX ! ™$ [OR]



RewriteCond %{HTTP: HTTP_PC_REMOTE_ADDRY ! ™% [OR]
RewriteCond %{HTTP: HTTP_CLIEMT_IPX ! "%
FewriteRul @ wp-comment s—posts, php - [F]

#AI OWFS_FOREID_FROXY_COMMENTS_EHLD

#AI OWPS_DEHY_BAD_OUERY_STRIMNGS_START

RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteRule “C, #3% - [F,L]

ftp [HC, OR]

http [HC, OR]

https: [HC, OR]

mosConfig [HC, OR]

“, #(global 5l encodel 1ocal hostl 1oopback), = [HC, OR]

Oy A" EREY, #0request| insert] uni onl decl arel drop) [HC]

#AI OLFS_DEHY_BAD_OUERY_STRI HE5_EHLT
#AI OWPS_ACYAKCED_CHAR_STRIMG_FILTER_START

<IfModule mod_alias. c»

RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
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# COFMOH FATTEREHS
Redirectmatch
RedirectMatch
Redirectmatch
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=
[N}

h_wpl
Y%, 1o

I
=
[N}

xHoub

I Ln
L B v |
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Redirectmatch db’ _name

sel ecthi

I
=
[N}

Redirectmatch
comvert s

I
=
[N}

Redirectmatch

I
=
[N}

Redirectmatch
RedirectMatch
Redirectmatch

WAqueryhs

I
=
[N}

ImpEvData
% AMLHTTP
proxydenty

I Ln
L B v |
Lo I Y |

Redirectmatch
RedirectMatch
Redirectmatch

functionh.

I
=
[N}

remoteFile

I Ln
L B v |
Lo I Y |

Redirectmatch SEFYErTames
Yarptmodeh=

sysh _cpanel

I
=
[N}

Redirectmatch

I
=
[N}

Redirectmatch
RedirectMatch
RedirectMatch
RedirectMatch
Redirectmatch

I
=
[N}

dbh_connect

I
=
[N}

doedi tconfig

I
=
[N}

checkh _proxy

I
=
[N}

systemh _user
WANCOUL LN DN
clientrequest

I
=
[N}

Redirectmatch

I
=
[N}

Redirectmatch

I
=
[N}

Redirectmatch optionh_value
RedirectMatch 4
# SFECIFIC EXPLOITS
RedirectMatch 483 errorshs,
RedirectMatch €83 configh.
RedirectMatch 483 includeh,
RedirectMatch €83 displays.

RedirectMatch <83 register.,

3 refh, outcontrol

=



Redirectmatch 483 passwordt,
RedirectMatch 483 maincoreh,
RedirectMatch 483 authorizeh,
Redirectmatch 483 macromatest,
RedirectMatch 483 head\_autht,
RedirectMatch 483 submith_linksh,
RedirectMatch 483 changeh_actiont,
Redirectmatch 483 com'_facileformsh/
RedirectMatch 483 admint_dbh_utilitiesh,
RedirectMatch 483 admint, webrings., docsh,
Redirectmatch 483 Tableh/Latesth/indexh.
<A1 fModul e

#AI OLFS_ADYANCED CHAR_STRIWG_FILTER_EHD
#ATOWFS_S5I 56 BLACKLIST_START

# 66 BLACKLIST-FIREWALL ¢ZA16]

# @ https: /7/peri shabl epress, coms6gs”

# 66 [OLERY STRIMGST

£IfModule mod_rewrite, o

FewriteEngine On

FewriteCond ¥{OUERY_STRIMGY Cewal() [HC, ORI

FewriteCond ¥{OUERY_STRIMGY (1274, 8%, B4, 12 [HC, ORI

FewriteCond ¥{OUERY_STRIMGY ([ a-z@-91{20AE3) [HC, ORI

FewriteCond ¥{OUERY_STRIMGY ¢ javascript: d¢, #x0:) [HC, OR]

FewriteCond ¥{OUERY_STRIMGY (basebd_encode), =1 (%() [HC, ORI

FewriteCond ¥{OUERY_STRIMGY (GLOBALSI REQUEST ¢ =l %L1 % [HC, ORI

FewriteCond #{OUERY_STRIMGY <l ¥3Ch(, #rscripto, #2(:] %30 [HC, OR]
RewriteCond C0OUERY_STRIMGT o5l %Sl S #0710 1<l =5 [HC, ORI
FewriteCond ¥{OUERY_STRIMGY (boot, inil etc/passwdl self/environy [HC, OR]
FewriteCond ¥{OUERY_STRIMGY (thumbs?i_editorl opend?l timd thumb) 725, php [HC, ORI
FewriteCond ¥{OUERY_STRIMGY ¢ I14")C, #){dropl insert] mdsl select| union) [HC]
RewriteRule . & - [F]

<A1 fModul e

# GG [REQUEST METHODT

£ifModule mod_rewrite, o

FewriteCond ¥{REQUEST_METHOD: “(connectl debugl deletel movel putl tracel track) [HCI
RewriteRule . & - [F]

<A1 fModul e

# 66 [FEFERRERS]T



<IfModule mod_rewrite, o

RewriteCond #{HTTP_REFERERY ([ a-zA-91{ZBAEZ) [HC, ORI
RewriteCond #{HTTP_REFERERY (semalt. coml todaperfeita) [HCI
RewriteRule .+ - [F]

<A1 FModul e

# EG: [REQUEST STRIMGST
<IfModule mod_alias, o

RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
<SIfModul e

# b6 [USER AGENTST

483
483
483
483
483
483
483
483
483
483
483

(71000 a-zA-9] {ZARAG )

CridChttps?l fpl phpo: £

(71 Cbasefd_encode) (. =1 (N0

CPIACEN T SVERT AN ST,

CTIDACNEONED T = N I L& &7 AT

CTLDONTEN I NSNS S D A

e T I I T B R Y RS- R RS TRY AR IS I

7o S0l vgE _mml cgi -l etcd passwdl mui ebl ack)

CTLCEpws=Al _whi I NOnul 1N NOVELD temURLYN S echod, 2 kael etod passwdl eval vl sel
C710h, Caspx?l bashl bak?l of gl cgil d11l exel gitl hgl inil jspl 1ogl mdbl outl sgll svnl
712078 Cwp-)7oonfigl mobi quol phpinfol shelll sgl patchl thumbl thumb_edi torl tt

£IfModul e mod_setenvif, o
SetEnvIfHoCase User-Agent ([a-zB-91{Z266683) bad_bot
SetEnvI fHoCase User—-Agent

i archiwve, orgl binl arl casper| checkprivl choppul cl shttpl cmsworldl di avoll dotbot| extract| feedfind:

bad_bot

£limit GET POST PUT:
Order ALLow, Deny

Allow from all

Deny from env=bad_bot

£A1imits
<A1 FModul e

#ATOWFS_S514%_G_BLACKLT 5T_EHL
#ATOWFS_FTYE_G_BLACKLIST_START
# 56 BLACKLIST/FIREWALL ©ZA133

# @ http /7 peri shabl epress, coms5g-bl ackli st -261 5

# B [OUERY STRIMHGST
<IfModule mod_rewrite, o

Rewri t /Fnni ne

Mn



RewriteBase /

RewriteCond #{OUERY_STRIMGY W[ %222, =(<| »| #3) [HC, OR]

FewriteCond ¥COUERY_STRIMGY C jawascript: ), =(%;) [HC, OR]

FewriteCond ¥{OUERY_STRIMGY <] #3C), #script, =0: ¥32 [HC, ORI

RewriteCond #C0UERY_STRIMGT CsS1S. S 4071 =" $1 =427 [HC, OR]

FewriteCond ¥COUERY_STRIMGY Ch:'I8"I #22), #Cunionl sel ectl insert| dropl updatel mdsl benchmark! o
FewriteCond ¥C0UERY_STRIMGY (basetd_encodel 1ocal host| mosconfigy [HC, ORI

FewriteCond ¥C0OUERY_STRIMGY Cbooth, inil echo. #kael etc/passwd) [HC, ORI

RewriteCond #{OUERY_STRIMGY ¢GLOBALSI REQUESTI (=l %L1 % [HC]

RewriteRule . # - [F]

AT T Modul e

# 56 [LSER AGEHTST

£IfModule mod_setervif. o

# SetEnvl fHolCase User-Agent % keep_out

SetEnvI fHoCase User-Agent (binlarl casperl cmsworl dmapl comodaol di avol | dotbot! feedfinder! f1icky
£limit GET POST PUT:

Order ALLow, Deny

Allow from all

Deny from env=keep_out

£f1imits

<41 Modul e

# 5SG: [REQUEST STRIMGST
£IfModul e mod_alias. o
RedirectMatch €83 Chttps?l ftpl phpa /7

[

RedirectMatch €83 /Chttps?l imal ucp /

RedirectMatch €83 /(Permanent| Better)§

RedirectMatch 483 CWahWh' T ASWHEETE AN AT, csshil g

RedirectMatch 483 O, DN ADNEENTENCANTTN S S Dhh AAM)
RedirectMatch <83 %, (cgil aspl aspxl ofgl d111 exel jspl mdbl sqllinil rar) $
RedirectMatch €83 /Ccontac! fpwl installl pingserver! regl ster) s, phps
RedirectMatch 483 (basefdl crossdomainl 1ocal hostl wewroot] el 87 0
FedirectMatch €83 CewalwOl S_wtihs_| vCnullh)| echo, <kael configh, xmlo
RedirectMatch €483 %, wells-known/hosth-meta

RedirectMatch €83 /functiont, arraygs-rand

RedirectMatch 483 % sghOthi sy, html e

RedirectMatch €83 proc/sel f/environ

RedirectMatch €83 msnbot', htmhot, s _

RedirectMatch 483 /refh. outcontrol

Dadi Fart Mot k0 AR2 ~Amh ~ecand mana



RO GL LG T il O IO
RedirectMatch 483 indonesiah. htm
RedirectMatch 483 “{W$itemURLY
RedirectMatch 483 functionsy)
RedirectMatch 483 1abel s\, rdf
RedirectMatch 483 /playing, php
RedirectMatch 483 muiebl ackcat
<A1 fModul e

# SG: [REQUEST METHODT

£ifModule mod_rewrite, o

RewriteCond #{REQUEST_METHOD: "¢ TRACEl TRACK)

RewriteRule . & - [F]

<A1 fModul e

#HI OWF5_FTYE_L_BLACKLI ST_END

#AI OWPS_BLOCK._SPAMEOTS_START

£IfModule mod_rewrite, o

RewriteCond #{REQUEST_METHODY POST

FewriteCond ¥{REQUEST_URIY 0, #) Ywp-comment s-posth, phpl, %
FewriteCond ¥{HTTP_REFERERY ! “httplsi? //devh, kenwgnmartial art scentreh, com [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “%

RewriteRule . # http //127. 8, 8.1 [L]

<A1 fModul e

#HI OWF5_BLOCK_ SPAMBOTS_EHD

#AI OWF5_FREYEHT_IMAGE_HOTLIHKS_STHRT

£IfModule mod_rewrite, o

FewriteEngine on

RewriteCond #{HTTF_REFERERY ! "%

RewriteCond ¥{REOUEST_FILEMAMEY -f

RewriteCond #{REQUEST_FILEMAMEY . (gifl jpe®g?l pngdd [HCI
FewriteCond ¥{HTTP_REFERERY ! “httpisi?: //devh, kenwgnmartial art scentreh, com [HCI
FewriteRule . Cgifl jpe?g? pngd$ - CF, MC, L]

<A1 fModul e

#AI OWF5_FREYEHNT_IMAGE_HOTLI HKES_END

# EHD ALl In One WP Securlty

# BEGIH WordFress

£IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh, phps - [L]

Flimiwmd L am e d &WrmAESlIE™T T FLIORES 1 Fa



FEEWrl LELONd SUECWUED ] _FLLENAFES -1
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]
</TfModul e

# EHC WotrdPress



