# Apache Conflguration File

# 013 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf i, you should add
# this logic therse: httpe sshttpd apache. orgsdocsscurrent howt o/ht access, html,

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # CROS5-0RIGIH RESOURCE SHARIHE (CURS? #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# | CORS-enabl ed 1mages /
#

# Send the CORS header for 1mages when browsers reguest 1t

# https ssdevel oper, mozi 113 orgsensCORS_Enabl ed_Image

# httoe s7b1og, chroml um orgs 261 17877 us ng-cross-domal n-1 mages—1 n-webgl -and, ftml

# httor /rhacks mozilla orgs2611.117usi ng-cors-t o-1 0ad-webgl -t ext ures-from-cross—domal n-

1mages:

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "%, Ccurl gi flicol jpe®gl pngl svwgz?l webp) § >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# | Web fonts access /
#

# Allow access to web fonts from all domal ns,

<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl ttlcf Il wof fag"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e



i
# # ERRORS #
i

#
# 1 484 error prevention for non-existing redirected ol ders /
#

# Frevent Apache from retuwning a 984 error for g rewite 1F 3 directory

# with the same name doss not exist,

# http: /7ht tpd apache, orgs/docsscurrent /cont ent -negot 1 3t 1 on, At ml #mul 1 vi ews
# httpe 77w, webmasterwor] do comsapaches 36685792, htm

Options -Multiviews
#

# | Custom error messages ~ pages /
#

# You can customi ze what Apache returns to the client in case of an error (see
# httpe A7httpd apache orgsdocsscurrent  modscore [t ml #errordocumentt, & g

ErrorDocument 484 A464, html
It B R R R R R A R A A

# # THTERHET EXFLORER #
i

#
# | Better website experience /
#

# Force IE to render pages in the highest awailable mode in the wari ous
# cases when 1t may not: httpe s2hsivonen 1k1. 1/ doct ypesi e-mode, pdf,
# Use, 1f 1nstalled, Google Chrome Frame

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
# ‘mod_headers’ cannot match based on the content-tupe, howewer, this
# header should be send only for HTHL pages and not for the other resources



<FllesMatch ", Cappcachel atoml crxl ¢35l curl eot] f40abpl! Tlwl gifl htcl 1ol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl ttLcf1l wefl vitl webappl webl mpll wof f1 xmll xpir ">
Header unset X-UA-Compatible
£/FilesMatch:
/I fModul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # MNIME TYFES AHD EHCODIHE #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Froper MIME types for all files /
#

<IfModul e mod_mime. c»

# Audi o
AddType audi o/ mpa mda fda fdb

AddType audiofogg

# Data I1nterchange

0ga 0gg opus

AddType applications json json map
AddType applications/ld+json jsonld

# Javascript
AddType applications javascript is

# ¥ideo
AddType wideo/mps fdv fdp mdv mpd
AddType wideo/ogg ag
AddType wvideo/webm webm
AddType wideosx—-f1w flw

# Web fonts
AddType applicationsfont-woff wof f
AddType application/vnd ms-fontobject eot
AddType applicationsx-font-ttf tto ttf
AddType font/opentype ot f
AddType 1 mage/ svg+xml A el



AddTupe applicationsxml
AddTupe image/webp

AddTupe images x—1icon
AddTupe text/cache-manifest
AddType textswit

AddType text/sx-component
AddType text/sx-wvcard

AT Modul e

#

AddEncoding gzip svgz

# Other
AddTupe applicationsoctet-stream safariextz
AddTupe applicationsx-chrome-extension crx
AddTupe applicationsx-opera-extension OEx
AddTupe applicationsx-web-app-mani fest+json webapp
AddTupe applicationsx-xpinstall xpi

atom rdf rss xml
webp

cur

appcache mani fest
wit

htc

vicf

# 1 UTF-8 encoding

#

# Use UTF-3 encoding for anything served as texts/html or “texts/plain’,
AddDef aul tCharset utlf-3

# Force UTF-8 for certain file formats,
<l fModule mod_mime. o>

AddCcharset utf-8 . atom . css . j5 . json . jsonld . rss . wtt | webapp . xml
<A1 fModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # URL REWRITES #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1| Rewrite engine /
#

# Turning on the rewite engine and enabling the FollowSymlinks™ option 1s
# necessary for the following directives to work,



# If your web host doesn't allow the FollowSymlinks' option, you may need to
# comment 1t out and use Options +5umlinks]fOwnerMatch™ but, be aware of the
# performance 1mpact: http /7ht tpd apache, orgsdocscurrent <ml sc/perf-tuni mg, bt ml #5yml 1 nk=

# Also, some cloud hosting services require RewrlteBase to be set:
# http /7w, ackspace, comsknowl edge_cent et freqguent 1 y-asked-quest 1 onswhy-1 s-mod-rewi t -
not —work 1 rmg-on-my-si te

# <IrModul & mod_rewte c:

# Options +FollowSyml 1 ks

# # Options +5uymlink=IFOwner-tat ch
# Rewr1 teEngi me On

# # RewrlteBase /

# </ fHodul ex

#
# | suppressing / Forcing the "www, "
#

U

at the beginning of URL= /

# The =same content should never be awallable under two difrerent URLs especially

U

# not with and without “www " 3t the beginning This can cause SE0 probl ems
# (duplicate contently, therefore, you should choose ome of the al ternatives amd

# redirect the other one,

# By default option 1 Cno "www, ") 15 activated:
# httpe Z7no—wew, orgsfag php?g=cl ass_b

#If you'd prefer to use option 2, just comment out a1l the 1ines from option 1
# and uncomment the ones from option 2

# THPORTANT: HEVER LISE BEOTH RULES AT THE SAFE TIHE!

# Option 1 rewdte www, exampl e com — exampl g com

# <IrModul & mod_rewte c:

# Rewri teCond ZCHTTPS: ! =on

# Rewri teCond ZCHTTP_HOST? “www'. ¢, +3% [HCT

# RewriteRule ™ httpe /7% ZCREQUEST_LRI} [R=541,L]
# </ fHodul ex



# Option 2 rewdte exampl e com — Wi, Exampl 8 com

# Bz awsre that the followling might not be 3 good 1dea I you use "real”
# subdomains for certaln parts of your website

# <IrfModul e mod_rewite c:

#  RewriteCond ZCHTTPS: ! =on

#  RewriteCond ZHTTP_HOST?} ! “www'. [HCT

#  RewriteCond ZSERVER_ADDR: ! =127 A, 4 1

#  Rewrltelond ZSERYER_ADDR: !=::1

# RewriteRule © http: /swww ¥CHTTP_HOST: REQUEST_URI: [R=3A1, L]
# <71 FHodul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # SECURITY #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# 1 File access /
#

# Block access to directories without a defaul t document,

# Usually you should 1esve this uncommented because you shouldn't allow anyones
# to surf through every directory on your server (which may 1ncludes rather

# private places 1ike the CMS' s directori ess,

<IfModul & mod_aut ol ndex, o
Options -Indexes
<A1 Modul e

# Elock access to hidden files and directories,
# Thi=s 1ncludes directories used by version control systems such as GIt and 59K,

<IfModul e mod_rewrite, o
RewriteCond %LSCRIPT_FILEMAMEY -d [OR]
RewriteCond #LSCRIPT_FILEMAMEZ -f



RewriteRule "C71 /2% " - [F]
AT Modul e

# Block access to backup and source f11es,
# These rfiles may be 1eft by some text editors and can pose 3 great securlty
# danger when anyone has access to them,

¢FilesMatch "¢ 7# «# %, (bakl configl distl flalinfcill 1ogl psdl shl sgll swlopd 2l “) "
# Apache < 2,3
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl
<A1 fModul e

# Apache = 2, 3

<IfModul e mod_authz_core, c
Require all denied

<A1 fModul e

£/FilesMatchs
#

# | Reducing HINME type securlty visks /
#

<IfModule mod_headers, c
Header set X-Content-Tupe-Options “nosniff"
<SIfModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # WEE FERFURMAHCE #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# | Compression /
#




<IfModul e mod_deflate, o

# Force compression for mangl ed headers,
# httpe /7 devel oper, yahoo, comsbl ogs/ydn/post 572681 8,1 24 pushil ng-beyond-gz1 ppl g
I fModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“({gzipl deflaterhss, Pvs=)+ [X"-1{4, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter c:’ and ~</IfHodulex  11nes
# a5 AddoutputFilterByType’ 1s still in the core directives),
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
application/ld+json &
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—component
text/xml
</TfModul e

AT Modul e

#
# | FTan remrwal /




# Since we're sending far-ruture explres headers (see belowr, ETags can

# be removed: httpe /sdevel oper, yahoo, com:sperformances Ul g5, [itml #et ags,

# FileFTag Hone' 1s not enough for every server
<IfModul & mod_headers, ¢

Header unset ETag
/I fModul e

FileETag Hone

#

# | Expites headers (for better cache controld
#

The following explres headers are set pretty rfar in the future If you don't

#
# control versioning with rilename-based cache busting,
# cache time for resowces 11ke C55 and J5 to something

£IfModul e mod_expires. o

ExpiresActive on
ExpiresDefaul t

# L55

ExpiresByTuype text/css

# Data I1nterchange
ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByType applicationdxml
ExpiresByType text/xml

# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByType imagesx-1icon

# HTHL components CHTCS)
ExpiresBuTupe text/x-component

# HTHI

consi der 1owering the

like 1 week,

"access

"access

"access
"access
"access

"access

"access

"access

plus

plus

plus
plus
plus
plus

plus

plus

= @ @ @

mont k"

year"

seconds"
seconds"
seconds"
seconds"

week"

mont k"



m 111171/

ExpiresByTupe text/himl

# Javascipt
ExpiresByTupe application/ javascript

# Manifest files

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe text/cache-manifest

# Medi 3

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web reeds

ExpiresByTupe
ExpiresByTupe

# Web fonts

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

audi o/ ogg
image/qif
image/ jpeq
image/ png
wideos mpd
videos ogg
video/ webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff
applicationdvnd ms-fontobject
application/x-font-ttf
fontsopentype

i mage/ svg+xml

AT Modul e

"access

"access

"access

"access

"access
"access
"access
"access
"access
"access

"access

"access

"access

"access
"access
"access
"access

"access

plus

plus

plus @
plus @

plus
plus
plus
plus
plus
plus
plus

plus
plus

plus
plus
plus
plus
plus

—_ = == = =t et
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seconds"

year"

seconds"

seconds"

mont "
mont "
mont "
mont "
mont "
mont "
mont "

hiour-"
hiour-"

mont "
mont "
mont "
mont "
mont "

#
# | Filename-based cache busting
#

<IfModul e mod_rewrite, o
RewriteCond #%{REQUEST_FILEMAMEY ! -f

FewriteRule . +2%, Chwd+ah, O jsl cssl pnagl jpe?gl gif)$ $1. $3 [LI

AT Modul e



