£IfModule mod_rewrite, o
£IfModul e mod_neqgotiation. o>
Options —Mul tiviews
<41 fModul e

RewriteEngine On

# Fewrlte Base to 3 consistent walue
RewriteBase /

# Redirect Trallling 513shes, ..

RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond $E#ZCREQUEST_URT Y L "#1=)#0, 241§
RewriteRule ™0, =) /% %241 [L, R=3A11

# Handle Front Controller, .,
RewriteCond #{REQUEST_FILEMAME: ! -d
RewriteCond #{REQUEST_FILEMAMEY ! —f
RewriteCond $O#EREQUEST_URIY oL "#1=1#C, 201 %
RewriteRule © #$% #2index php [L, 0SA]

<41 fModul e

<IfModul e mod_headets, c
Header unset x-powered-by
Header unset Serwet

<41 fModul e

HARRBRRRRRRRRERRRRRRRRRE BOILERFLATE RERERHARARRR R RRARR R R IR RRRRR R HH
# Apache Server Configs 2 71 | MIT License
# https: ssgl thub, comshsbps server-conf] gs-apache

£

(13 Using ', htaccess files slows down Apache, therefore, I you have access

£

to the main server config file (usually called “httpd conf’i, you should add

£

this logic there: httoe sshttpd apache, orgsdocsscurrent ~howt o/ bt access, html,

£

SR S e e
# CROS5-0RIGIH RESOURCE SHARIHE ©CORS #
SR S e e

O




# | Lrouss=gomgl’il requesLs /

#

# Allow cross-origin reqguests,

# httpe #7enabl e-cors, org”
# httpe Z7www, w3 orgs TRScors:.

# https: </code googl e, comspshtml Bsecuri tyswl k1 /Crossori gi nReguest Securl ty

# <IfModul e mod_headers, c»
# Header set Access-Control -AlLow-0rigin "+"
# /T fModul e

# By default allow cross-origin access to webh fonts,

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl obtfl ttDcf Il wof f290 "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

#
# | CORS-enabl ed 1mages /
#

# send the CORS header for 1mages when browsers reguest 1t

# https: </devel oper, mozi 11 a orgslen-Ussdocs:s WebsHTHL A CORS_enabl ed_1 mage
# http /7Bl og. chroml um orges 261 12877051 ng-cross-domal n-1 mages—1 n-webgl —and, fit ml
# http /rhacks, mozilla orge2611..11 /051 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-

1 mages.

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
£FilesMatch "N, Courl Qi fl icol jpetal pngl swgz?l webp) § >
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e



<1 TModul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # ERFURS #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | 484 error prevention /
#

# [isable the pattern matching based on £11enames,

# This setting prevents Apache from returning a 484 error as the result
# of 3 rewite when the directory with the same name does not exi st

# httpe A7kt tpd, apache, orgs/docsscurrent <cont ent —-negot 1 3t 1 on At ml #mul 1 vl ews
# Rttp: A7 v, webmasterworl d comsapaches 35685 792 [itm

Options -Multiviews

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # IHTERHET EXFLUFER #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Better website experi ence /
#

# Force Internet Explorer to render pages In the highest awallabl e
# mode 1n the varlous cases when It may not,
# https: </ hsivonen, £1/doct ypes#1 26

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
# ‘mod_headers’ cannot match based on the content-tupe, howsver, this header
# should be zend only for HTHAL documents and not for the other resources
£FilesMatch "%, Cappcachel atoml crxl cssl curl eotl f4Cabpyll f14l geojsonl gi fl htol icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl vofl wttl webappl webl mpd | wof £271 xmll xpi ) §" >
Header unset X-UA-Compatible



</FilesMatch:
AT FModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # NEDCIA TYFES AHD CHARACTER EHCODIHES #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 Media types /
#

# Serve resources with the proper media types (formerly known a5 MIHE typesd,
# htto /Fwww, 1ana orgslassi gnment s/ medl a-t ypessmedi 5-t ypes, xhtml

<IfModul e mod_mime. c>

# Audi o
AddTupe audi o/ mp4 fda fdb mda
AddTupe audi o/ ogg 0Ja ogJg opus

# Data 1nterchange

AddTupe applications json json map topojson
AddTupe applicationsld+json jsonld
AddTupe applicationswnd geo+json Qe json

# Javascript
# Hormallze to standard type.
# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2
AddTupe applications javascript is

# Manifest files

#If you are providing a web application mani fest file (see the

# speci fication: http sfw3c, gi thub 1osmani festsr, 1t 15 recommended

# that you serve it with the "applications/mani fest+json’ media tuype,

#

# Because the web spplication mani fest file doesn't have 1ts own

# unigue file extension, you can set 1ts medis type el ther by matchl ng:
#

# 12 the exact location of the file (this can be done using 3 directive
#  such as <location:’, but It will HOT work in the . htaccess™ file,



# S0 you will have to do It in the main server configu-ation file or
#  Inside of a “<WirtualHost:  contalner
#
# =
#
# ¢Location "/ well-knownsmani fest, json”:
# AddType appl 1 catl onsmant fest+json Jsorn
# </Locatl on:
#
# 20 the filename (this can be problematic a5 you will need to ensue
# that you don't hawve any other file with the same name as the one
# you gave to your web spplication mani fest filel
#
# =
#
# ¢Files "mani rest, json”:
# AddType appl 1 catl onsmant fest+json Jsorn
# ¢/Files:
AddType applicationsx-web-app-mani fest+json webapp
AddType text/cache-mani fest appcache manifest
# ¥ideo
AddType wi deo/mps fdv fdp mdv mpd
AddType wideo/ogg gy
AddType wideo/webm webm
AddType wideodx-f1w flw
# Web ronts
AddType applicationsfont-woff wof f
AddType applicationsfont-woff2 woff 2
AddType application/vnd ms-fontobject eot

# Browsers usually Ignore the font media types and simply snifr
# the bytes to figue out the font type

# http /7mimesni £F, spec, whatwg, orgs#mat ohil ng-3-font -t ype-pat tern

# Chrome however, shows 3 warning 17 any other media types are used

# for the following two font types

AddType applicationsx—font-ttf tto ttf



AddType

AddType

# Other
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

AT T Modul e

#

font/opentype ot f

i mage/ svg+xml svg SvQZ
application/octet-stream safariextz
applicationdx-chrome-ext ension (o!
applicationdx-opera-extension Qe
applicationdx-xpinstall xpl
applicationdxml atom rdf rss xml
1 mage/ webp webp

1 mage/ x-1con cur ico
text/vit wit

text/ x-component htc

text /x-vcard wiof

# | Character encodl ngs

#

# Set "UTF-8" a5 the character encoding for all resources served with

# the media type of “textshtml or textsplain’
AddDef aul tCharset utf-5

# Set UTF-G8 as the character encoding for other certain resources,

<IfModul e mod_mime, c
AddCharset utf-3 ., atom

AT T Modul e

L BS54

. geojson M
R

. json b

. jsonld A
PS54

. topojson b
vt
webapp M

. xml



# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # URL REWRITES #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#

# 1 Rewrite englne /
#

# 010 Twn on the rewite engine

# (this 15 necessary in order for the RewriteRule’ directives to workl,

# http: #/httpd, apache orgsdocss current s mods mod_rew t e html #Rew1 t Engl ne

#

# (20 Enable the "FollowSymlinks™ option If It 1sn't already,

# htto: #/httpd, apache orgsdocsscurrent smodscore, hitml #opt 1 ons

#

# 030 If your web host doesn't allow the FollowSymlinks™ option, you may

# need to comment 1t out and use Options +5umlinkslfOwnertiatch’, but

# be aware of the performance 1mpact.

# htto: #/httpd, apache orgsdocsscurrent smi scsperf-tuni ng, html #suml 1 ks

#

# ¢4 Some cloud hosting services will also require "RewrlteBase to be set,

# http: 7w, ©ack space, comdknowl edge_cent ersfrequent 1 y-asked-guest 1 ons/why-1 5-

modt-ewrl te-not —work 1 ng-on-my-s1te

#

# (5 Depending on how your server 15 set up, you may need to use the

# ‘Rewritelptions  directive to enable some options for the rewdte engine
# http: #/httpd, apache orgsdocs: curtent s mods mod_rew1 te html #rewi teopti ons

<IfModul e mod_rewrite, o

# 013
RewriteEngine On

# 020
# Options +FollowSyml 1nks

# (350
Options +5umLinksIfOwnerMatch

# 0
# Fewrl teBase



# (51
# Rewrl tedptions <options:

<A Modul e
It B R R R R R A R A A

# # SECURITY #
i

#
# 1 Clickjackimg /
#

# FProtect website agalnst clickjacking

# The example below sends the 5-Frame-0Options’ response header with the val ue
# "DEWY , Informing browsers not to displsy the web page content 1n any frame,

# This might not be the best setting for everyone You shoul d read about the
# other two possible values for ~Y-Frame-0ptions : " SAMEORIGINT & ALLOKW-FROM .
# http //tool s 1etf, orgshtml A1 forA3ddsect 1 on-2, 1

# Keep in mind that while you could send the " Y-Frame-Options  header for all

# of yow site’s pages, this has the potential downside that 1t forbids even

# non-malicious framing of your content (e g when users visit your site usimg
# a Google Image Search results pagel,

# Monethel ess, you should ensure that you send the " s-Frame-Options header for
# all pages that allow 3 user to make a state changing operation (e g pages

# that contalin one-click purchase 1inks, checkout or bank-transfer confirmation
# pages, pages that make permanent conflogue-ation changes, ete, ),

# Sending the X-Frame-(ptions header can also protect your website agalnst
# more than just clickjacking attacks: https /7cures3 desxfo-click jacklng pdf,

# http A/tool s 1etf, orgshtml <rfc7asd

# httpe /7Bl ogs, msdn, comsbel 21 nt ernal s7archi ves 281 BCAs57 38, combat 1 g-cl 1 ok jackl my-wi th-x-
frame-opt 1 ons, aspx

# https: < Sww, owasp, orgsl ndex, phpeCl 1ok jackl mg



<IfModul e mod_headers, ¢
Header set X-Frame-Options " DEHY"

£FilesMatch "%, Cappcachel atoml crxl cssl curl eotl f4Cabpyll f14l geojsonl gi fl htol icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl vofl wttl webappl webl mpd | wof £271 xmll xpi ) §" >

Header unset X-Frame-Options

£/FilesMatch:

/I fModul e

#
# | Content Security Policy (CSF /
#

# Mitigate the risk of cross-site scriptimg and other content-injection attacks

# This can be done by setting a Content Security Policy which whitellsts
# trusted sources of content for your website,

# The example header below allows OHLY scripts that are loaded from the current
# site's origin Cno inline scripts, no COW, etch, This almost certainly won't
# work 3s-15 for your =1tel

# For more details on how to craft a reasonsble policy for yows site, read:
# httpe /7w, Bt ml 5rocks, comsenstut ol al 5/5ecurt tyscont ent -securl ty-pol 1oyl Cor
# the specification: htto </www w3 org/TRACSPLLS ), Also, to make things easier,

# you can use an online C5P header generator such as: httpe /7 cspl sawesome coms,

<IfModul e mod_headers, ¢
Header set Content-Security-Policy "script-src 'self'; object-sirc 'self'”
£FilesMatch "%, Cappcachel atoml crxl cssl curl eotl f4Cabpyll f14l geojsonl gi fl htol icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpal oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl t1Lcf 1l txtl vofl wttl webappl webl mpd | wof £271 xmll xpi ) §" >
Header unset Content-Security-Policy
£/FilesMatch:

AT Modul e

#
# 1 File access /

#




# Block access to directories without 3 default documernt,

# Vou should 1eave the following uncommented, a5 you shouldn't allow angone to
# surf through every directory on your server (which may 1ncludes rather private
# places such as the CHS's directoriess,

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# Block access to all hidden files and directories with the exception of the
# visible content from within the "/ well-knowns hidden directoruy,

# These types of files usually contalin user preferences or the preserved state
# of an utility, and can 1nclude rather private places 1ike, for example, the
# git’ or . swn directories

# The '/ well-knowns directory represents the standard CRFC 5755 path prefix
# for "well-known 1ocations" (e g /) well-knownsmani fest, json’,

# ' well -knownskeybase, txt 1, and therefore, access to 1ts visible content

# should not be blocked,

# https: <swww, moot, net o6l oge 261 878870 wel 1—known
# httpr //tool s 1etf, orgshtml /1 focE785

£IfModule mod_rewrite, o
RewriteCond ¥{REQUEST_URI T "7 /2%, well-knowndCC™ A1+, /A 70+4%" [HCI
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<41 fModul e

# Block access to fl1les that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by some

YT A R K R - U oMy v MR, N S U A 4 - 4L -



# LEXL EUlLors grid ogrl pose g SECUrioy rise wiisrn grgore rgas goress Lo LETEN,

# http A/ feross orgsomspl of tr

# THPORTANT: Llpdate the ~<Filestatch:  regular expression from below to 1nclude
# any riles that might end up on your production serwver and can expose sensitive
# information about your website, These files may 1nclude: configuration files,
# riles that contain metadata about the project (e g project dependenci ess,

# build scripts, etec..

£FilesMatch "C°#, =4 %, (bakl confl distl flalinCcill logl psdl gitl shl sqll swloplal "2 g"

# Apache « 23

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e

# Apache 2 2,3

<IfModul e mod_authz_care, c&
Fequire all denied

</TfModul e

</FilesMatchs
#

# | Reducing MIME type securlity risks /
#

# FPrevent some browsers from MIME-sni Ffing the response

# This reduces exposure to drive-by download attacks and cross-origin data
# leaks, and should be 1eft uncommented, especially 17 the web server 15
# serving user-upl oaded content o content that could potentially be treated

# as executable by the browser,

# http /7w, =11 deshare, net s hasegawayosuk e owasp-hasegaus

# httpe /7Bl ogs msdn, comsbel e/ archi ves 20856/ 87,8271 eE-securl ty-part —v-comprehensi ve-
protection aspx

# http Armsdn microsoft, comsen-ussl 1 brarys] esggb22941, aspx

# http: /7mimesni £f, spec. whatwg, org”



<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</1fModul e

#
# | Reflected Cross-51te Scripting (%5550 attacks /
#

# 010 Try to re-enable the Cross-5ite Scripting (X550 filter built Into the
most Fecent web browsers,

The filter 15 usually enabled by defsult, but In some cases i1t may be
di sabled by the user. Howewer, In Internet Explorer for example, It can
be re-enabled just by sending the X-%55-Protection’ header with the
value of 1,

2y Prevent web browsers from rendering the web page 1f a potential reflected
(3 k. 3 non-persistent’ %55 attack 15 detected by the filter,

By default, If the filter 15 enabled and browsers detect a reflected
X55 attack, they will attempt to block the attack by making the smallest
possible modi f1cations to the returned web page,

Unfortunately, In some browsers (e g Internet Explorer), this default
behavior may allow the ¥55 filter to be exploited, thereby, it's better
to tell browsers to prevent the rendering of the page al together, 1nstesd
of attempting to modify It

I T T R T T N S T T R I L T

htto: 7/ hack ademi x nets26869/11 /21 71 es-x55-111ter-creat es-xss—vul nerabl 111 65

#

# THPORTANT: Do not rely on the 55 filter to prevent %55 attacks! Enswure that

# you are takimg all possible measures to prevent 555 attacks, the most obvious

# beimg: walldating and sanitizing your site's 1nputs,

#

# httpe /7Bl ogs, msdn, comsbel el archl ves 2086, A7, 82,1 eE-securl ty-part -1 v-the-xss5-f11ter, aspx
# httpe /7Bl ogs, msdn, comsbe el nt ernal s7archl ves261 1/681 731 A cont rol 11 mg-the-1nt ernet -

expl orer-xss5-111ter-wi t h—-t he-x-xs5-prot ect 1 on-ht t p-header, aspx

# https: < www, owasp, orgsl ndex, phpsCross-s1 te_Scrl ptlng Z255S5529

<IfModul e mod_headers, o>



# (17 C2

Header set X-x55-Protection "1: mode=block"

£FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpedl F1vl geojsonl gi fl htol icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf1l txtl vofl witl webappl webl mpd | wof £271 xmll x<pi 2 §" >

Header unset X-¥S55-Protection

£/FilesMatch:

<41 fModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # WEE FERFORMAHCE #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangl ed headers,

# https: s sdevel oper, yahoo, comsbl ogs.sydns pushi ng-beyond-gz1 ppl ng-256641. At ml

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

#

#
# 20 ensure that they are served with the correct
# ‘Content-Encodi g’ HTTP response header

<IfModul e mod_mime, o
AddEncoding gzip svgz



<A Modul e

# Compress all output 1abeled with one of the followimg media types,

# THPORTANT: For Apache wersions below 23 7 you don't need to enabl e
# mod_filter’ and can remove the <IfModule mod_filter, c:™ & </TfModul es’

# 1ines as AddoutputFilterByType’ 15 still in the core directives,

IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”

“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
"applicationsrss+xml” A
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
"font/opentype” &
"imagessvg+xml" N
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"textsplain® A

"textivtt" N
"text/ x—component” A
"text/xml"
<A Modul e
<A Modul e
#
# | Content transformation /

#




# Frevent mobile network providers from modi fying the website's content.
# http: ASww, w3 orgsFrotocol s/ fcl6] bArfcl6] b-5ec] 4, html #5ecl <, 9, 5

<IfModul e mod_headets, c»
Header merge Cache-Control “no-transform”

AT Modul e

#

# | ETags

#

# Remove "ETags as resources are sent with far-future explres headers,
# https: Ardevel oper, yaboo, comspert ormancesrul es, ftml #et ags

# FileFTag Hone  doesn't work in all cases,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

FileETag Hone

#
# | Expires headers
#

# serve resources with far-future expl res headers,

# THPORTANT: If you don't control versioning with £11ename-based cache
# busting, consider lowsring the cache times to something 11ke one week,

£IfModul e mod_expires. o

ExpiresActive on

Expireshefaul t "access plus 1 month"
# L55
ExpiresByTuype text/css "access plus 1 year”

# Datas 1nterchange
ExpiresByType applicationd json "access plus A seconds"
ExpiresByType applicationdld+json "access plus A seconds"



ExpiresByTupe applicationdvnd, geo+json
ExpiresByTupe applicationsxml
ExpiresByTupe text/xml

# Favicon {cannot be renamed! ) and corsor 1mages
ExpiresByTupe images x-icon

# HTAL components (HTCS)
ExpiresByType text/x-component

# HTHL
ExpiresByTupe text/himl

# Javascipt
ExpiresByTupe application/ javascript

# Manifest files

ExpiresByTupe applicationdmani fest+json

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe text/cache-manifest

# Medi a
ExpiresByType audiosogg
ExpiresByTupe imagesaif
ExpiresByTupe image’ jpeq
ExpiresByTupe imagespng
ExpiresByTupe wideos/mpd
ExpiresByType wideosogg
ExpiresByType wideoswebm

# Web resds
ExpiresByTupe applicationsatom+xml
ExpiresByTupe application/rss+xml

# Web rfonts
ExpiresByTupe application/font-woff
ExpiresByTupe applicationsfont-woff2
ExpiresByTupe applicationdwnd ms-fontobject
ExpiresByTupe application/x-font-ttf
ExpiresByType font/opentype
ExpiresBuTupe image/swvo+xml
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<A Modul e



