#  BULLETFROOF . 52 >»>3xx»> SECURE . HTACCESS

# CUSTOM CODE TOF FHFE<FHF. IHI HAKDLER<CACHE CODE

# BEGIN WEESITE SFEED EBOOST

# Time cheat sheet 1n seconds

# AG6IA8 = 1 day

# Al 725688 = 2 days

# AZ41 592868 = 1 month

# A4E55486 = 2 months

# AZGAGAJ88 = 1 year

# Test which ETag setting works best on your HostsServersWebsite
# with Firefox Firebug, FI1rephp and ¥slow benchmark tests,

# Create the ETag Centity tag) response header £1eld
#F11eETag HTIme 51ze

# Remove the ETag Centlty tagh response header £1eld
Header unset ETag
FileETag none

<IfModul e mod_expires, o

ExpiresActive on

ExpiresByTupe images jpg A4535408

ExpiresByTupe image/gif A4535468

ExpiresByType image/ jpeg Ad335466

ExpiresByTupe image/png A4535408

ExpiresByType video/webm Ad3353466

ExpiresByType applicationx-shockwave-flash A48384808
ExpiresByTupe applicationdx-javascript A4535408
ExpiresByType applicationsjavascript A4535408
ExpiresByTuype text/javascript R4333466

ExpiresByTupe text/css A4835488

#Expl resByType textshtml AGEIAA

# Default 15 2 days below so the 11ne above 15 not needed  commented out
Expireshefault Al 72368

<41 fModul e

<IfModul e mod_headets, c
£FilesMatch "N, jsl cssl f1wlicol pdfl avil movl pptl docl mp3l wmel wavyl i f1 jpal jpedl pngl swfl webmy $*:

[ [P PP ——— R e B ey s B e e



neEdqaer dppeEnd Laore—sorer oL [RIN| RN

£/FilesMatch:

<FilesMatch "%, Ctxtl himlag" s

Header append Cache-Control " proxy-revalidate”

£/FilesMatch:

<FilesMatch "5, Cphpl cgil pll btml xml o $" >

Header set Cache-Control “priwvate, no-cache, no-store, proxg-rewvalidate, no-transform”
Header set Pragma " no-cache"

£/FilesMatch:

<fIfModul e

<IfModule mod_deflate, c»

# In=sert filters

AddOutputFilterBuTupe DEFLATE text/plain

AddOut putFilterBuTupe DEFLATE text/html

AddOut putFilterBuTupe DEFLATE text./xml

AddOut putFilterBuTupe DEFLATE text/css

AddOut putFilterBuTupe DEFLATE applicationsxml

AddOut putFilterBuTupe DEFLATE applicationsxbtml+xml
AddOut putFilterBuTupe DEFLATE applicationsrss+xml
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOut putFilterBuTupe DEFLATE applicationsx-javascript
AddOut putFilterBuTupe DEFLATE applicationsx-httpd-php
AddOut putFilterBuTupe DEFLATE applicationdx-httpd-fastphp
AddOut putFilterBuTupe DEFLATE images swg+xml

# [Drop probl ematic browsers

BrowserMatch "Mozillasd gzip-only-text/himl
BrowserMatch "Mozillasdh, BLETE] no-gzip
BrowserMatch “bMSILE] ! no-gzip ! gzip-only-text /html

# Make sure proxies don't deliver the wong content
Header append Yary User—fAgent env=! dont-vary

/T fModul e

# END WEESITE SPEED BOOST

# TURH OFF YOUR SERYVER 5I6GMATLIRE
# suppresses the footer 11ne server wersion number and ServerHame of the serving wirtual ho:

Server3ignature Off

# D0 HOT SHOW CIRECTORY LISTIHG



# U135al1ow mod_autol ndex from displaying & directory 11sting

# If 3 588 Internal Server Error occurs when actlvating Root BulletFProof Hode

# copy the entire DO HOT SHOW DIRECTORY LISTIMG and DIRECTORY IHDEYX sections of code
# and paste 1t Into BF5 Custom Code and comment out Optlons -Indexes

# by adding a # sign in front of It

# Exampl e #0ptions -Indexes

Options -Indexes

# DIRECTORY THDEX FORCE IHDEY FHF

# Use Index, php 35 default directory Index file 1ndex, html will be Ignored,

# If 3 588 Internal Server Error occurs when actlvating Root BulletFProof Hode

# copy the entire DO HOT SHOW DIRECTORY LISTIMG and DIRECTORY IHDEYX sections of code
# and paste 1t Into BPS Custom Code and comment out 01 rectoryl ndesx

# by adding a # sign in front of It

# Exampl e #01 rectoryl ndex 1 ndex, php 1ndex html 71 ndex, php

Directoryl ndex index php index html /index php

# CUSTON CODE BRUTE FORCE LOGIN FPAGE FROTELCTIOH

# Frotect wp-login php from Grute Force Login Attacks based on [P Address
£<FilesMatch " “Cwp-login, phpd"s

Order ALLow, Deny

# Add your website domain name

Allow from example, com

# Add your websitesserver IF Address

Allow from B9, 2688, 95, 1

# Add your Public IFP Address usimg 2 or 3 octets so that 11/when

# your IF address chamges 1t will still be in your subnet range, If you
# have a static IF address then use all 4 octets,

# Examples: 2 octets: 65 188, 3 octets: 65 188 58, 4 octets: 65 166 56 1
Allow from B5. 168, 56,

£/FilesMatch:

# BP5 ERROR LOGGIHG AND TREACKI M=

# Use BPS5 Custom Code to modi fuysedi t/change this code and to save 1t permanentluy.

# BF5 has premade 483 Forbl dden, <4608 Bad Request, 4168 Gone and 4984 Hot Found files that are
# to track and log 483, 406, 418 and 464 errors that occur on your website, When 3 hacker 3
# hack your website the hackers IP address, Host name, Reguest Method, Referering 1ink. the
# requested resource, the user agent of the hacker and the guery string used 1n the hack at:
# All BF5 log files are htaccess protected so that only you can view them

# The 406, php, <463 php, 484, php and 416, php fil1es are located 1n swup-content./pl ugl nssbul 12t}
# The 406, 418 and 483 Error logging files are already set up and will automatically start .



# arter you 1nstall BPS and have activated BulletFroof Mode for your Root ol der,

#If you would 11ke to 1og 4984 errors you will need to copy the 1ogging code 1n the BPS 464,
# to your Thems's 484, php templ ate file. Simple 1nstructions are Included 1n the BPS 484, phy
# VYou can open the BP5 464, php file using the WP Plugins Editor,

# HOTE: By defaul t WordPress automatically looks In your Thems's folder for a 484, php Theme

ErrorDocument 488 fwp-content/plugins/bull et proof -securi tus 488, php
ErtrarDocument 4681 default

ErrorDocument 483 fwp-content/plugins/bul 1 et proof -securi tus @3, php
ErrorDocument 484 /484, php

ErrorDocument 418 fwp-content/plugins/bull et proof -securi tus 4l 8, php

# DEHY ACCESS TO FROTECTED SERYER FILES AND FOLDERS

# Use BFS Custom Code to modl Fusedl t/change this code and to save 1t permanently
# Files and folders starting with a dot: . htaccess, . htpasswd, . errordocs, . 1ogs
RedirectMatch 483 %, (htaccessl htpasswdl errordocs! 1ogs) &

# WF-ADHI HATHOLUDES

# Use BFS Custom Code to remove this code permanent]y
FewriteEngine On

RewriteBase /

RewriteRule “wp-adminsincludess - [F]

RewriteRule ! “wp-includess - [5=3]

RewriteRule "wp-includes/[~/1+\, phpg - [F]

RewriteRule “wp-includes/ js/tinumceslangss. +4 php - [F]
RewriteRule “wp-includes/theme-compat, - [F]

# WF EEWRITE LOOF START
FewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]

# REQUEST FETHODS FILTERED

# It you want to allow HEARD Reguests use BFS Custom Code ard

# removesdel ete HEADI from the Reqguest Hethod £11ter

# Example: RewlteCond ZREQUEST_METHOD? “( TRACEI DELETEl TRACK] DEBUEY [HCT

# The TRACE, DELETE, TRACK and DEELUE Reguest methods shoul d never be removed,
RewriteCond #{REQUEST_METHOD: “CHERDI TRACEI DELETEI TRACKI DEBUG) [HCI
RewriteRule ™C, #)% - [F]

# FLUGTH5/THEMNES AHD YARIOUS EXPLOIT FILTER SKIF RULES



# To add pluginstheme =kipsbypass rules use BPS Custom Code,

# The [5] flag 15 used to skip following rules Skip rule [5=12] will skip 12 followlng Rew
# The skip rules MUST be 1n descending consecutlve number order: 12, 11, 18, 9.,

#If you delete 3 skip rule, chamge the other skip rul & numbers accordi ngl u,

# Examples: I RewrlteRule [5=5] [= deleted than change [5=6] to [5=5], [5=7] to [5=6], et

#If you add & new skip rule above skip rule 12 1t will be skip rule 13 [5=13]

# Admi ner MySOL management tool data popul ate

FewriteCond ¥REQUEST_URIY “/wp-content/pluginsd adminers [HCI

RewriteRule . - [5=12]

# Comment Spam Fack MU Flugin - CAPTCHA 1mages not di spl &yl mg

FewriteCond ¥REQUEST_URIY “/wp-content/mu-plugins/custom—anti-spams [HC]
RewriteRule . - [5=11]

# Peters Custom Antl-5pam di splay CAPTCHA Image

RewriteCond ¥REQUEST_URIY “/wp-content/plugins/peters-custom-anti-spam-image’ [HC]
RewriteRule . - [S5=1@]

# status Updater plugin b conmect

FewriteCond ¥REQUEST_URIY “/wp-content/plugins/fb-status-updaters [HC]
RewriteRule . - [5=9]

# Stream ¥ideo FPlayer - Adding FLY Y¥ideos Blocked

FewriteCond ¥REQUEST_URIY “/wp-content/pluginsdstream-video-pl agers [HC]
RewriteRule . - [5=E]

# KC1oner 484 or 483 error when updating settings

FewriteCond ¥{REQUEST_URIY “/wp-content/pluginssxcl oner-backup-and-restores [HC]
RewriteRule . - [5=7]

# BuddyFress Logout Redirect

FewriteCond ¥{0UERY_STRIMGY action=1ogout&redirect _to=httpiEsA%2FE2FC, 2 [HC]
RewriteRule . - [5=E]

# redirect_to=

RewriteCond %{OUERY_STRIMGY redirect_to=(, ) [HC]

RewriteRule . - [5=E]

# Login Plugins FPassword Reset And Redirect 1

FewriteCond ¥OUERY_STRIMGY action=resetpassikey=0, ) [HC]

RewriteRule . - [5=4]

# Login Plugins Password Reset And Redirect 2

FewriteCond ¥{0UERY_STRIMGY action=rpikey=i, ) [HC]

RewriteRule . - [5=3]

# TIHNTHUME FOREID RFT and MISC FILE SKIFP/BYFASS RULE
# Use BPS5 Custom Code to modi fuysedi t/change this code and to sawve 1t permanentluy,

# Remote File Inclusion (RFIY securlty rules



# Hote: Only whitellst your addi tional domains or files 1f needed - do not whitellist hacker
RewriteCond ¥COUERY_STRIMGY ~ =Chttpl httpsl ftpd CE3A1: D CE2IF A CH2F A dwd {8, 33, 7
i bl ogger| picasal bl ogspot| tsunamil petapolitikl photobucket! imgurl i mageshack| wordpresst, coml 1m

thegame), =%

[HC, OR]

FewriteCond ¥CTHE_REQUESTY ~, #Chttpl httpsl ftpd CESAL: 2 CE2F A CE2F S Cw €8, 33, 7
i bl ogger| picasal bl ogspot| tsunamil petapolitikl photobucket! imgurl i mageshack| wordpresst, coml 1m

thegame), =%
RewriteRule
#

[HC]

. # index, php [F1

# Example: Whitelist additional misc files: (exampl ey, phpl another-f11es, phpl phpt humb's, phol t
RewriteCond #{REQUEST_URIY ¢timthumbh. phpl phpthumbs, phpl thumbs, phpl thumbss, phpd [HC]

# Example: Whitellst additional website domains: RewriteCond ¥CHTTF_REFERER: ©

#( Yourkebsi t

RewriteCond #{HTTP_REFERER ~, #dowve.121texas. com. #

RewriteRule .

- [5=11]

# BEGIH BF5SISE BF5 OUERY STRIME EXFLOITS

# The 11bwww-perl User Agent 15 forbidden - Many bad bots use 11 bwww-per] modul 25,

but  =some

# Good =s1tes such as W30 use 1t for thelr W30-L1nkChecker,

# Use BPS Custom Code to add or remove user agents temporarily o permanently from the

# User Agent filters directly below or to modi fus/edi t/change any of the other security code
FewriteCond #¥CHTTP_USER_AGEMTI Chavi jl 1ibwww-perl| wget! puthonl niktol curll scanl javal winhttpl o
RewriteCond #CHTTP_USER_AGEMTI ¢ #BAI #8DI %271 ¥3C1 ¥3E1 ¥A8) [HC, OR]

RewriteCond #CHTTP_USER_AGEMT 1<l =1 1" %1 NG %8R0 8D #2201 %271 %281 %301 %¥3EI #88), =11 buww-
perl| wget! pythonl niktol curll scanl javal winbttpl HTTrackl ¢l shttpl archiver! 1oader! emaill harvestl
HLTHE_REQUESTY ONTI Nl E2a) +0E20+ NS+ 20408 NS5+ WA S+E28+ WS+ 228+ \ 5+ HT TP A1 42
HLTHE_REQUESTY etc/passwd [HC, OR]

#{THE_REQUESTY cgi-bin [HC, ORI

HLTHE_REQUESTY CHEBAI ZE01 SNl %sny [HC, OR]

HLREQUEST_URI Y owsswrs, dll [HC, ORI

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

#HTTP_REFERERZ
#HTTP_REFERERZ
#HTTP_REFERERZ
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG

CEBAL FADN E271 301 ¥3El #PEy [HC, 0R]

Y, opendi rviewerh, [HC, ORI

usersh, skyneth, be, % [HC, ORI

[a-zA-Z8-9_1=http: // [HC, OR]

[a-zA-28-9_1=C%, 5\, #7702+ [HC, OR]

[a-zA-28-9_1=/([a-zB-9_, 1//%2+ [HC, OR]

%=PHPL B-9a-f1{83-[ B-9a-f1{di-[ B-9a-f1{di-[ B-9a-f 1 {43 -[ B-9a-f1{l!:
CNG N S EZed2ed2l] B2eR2es I N N BT E2eN, BT E2eN, FI N E2ed2f N, E2e,
ftp4: [HC, OR]

https: [HC, OR]

httpsh: [HC, ORI

=8 whl [HC, OR]



Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:

L) SselfA0, #20% [HC, ORD

(o #rcPath=http £/0, #2% [HC, OR]

€] 30D, #5cript, =00 ¥3E) [HC, OR]

(4l B3CICL"sl#s0+oript, =0 ¥3E) [HC, OR]

084 %300, =embed, =0 %] ¥3E) [HC, ORI

C4l ¥ACHC0 el #e) +mbed, (x| ¥3EY [HC, ORI

(%< %300, #object, =03 ¥3E) [HC, ORI

(4] %3C1CL "ol #00+bject, = x| ¥3E) [HC, ORI

O] BACY, #1frame, =03 B3E) [HC, ORI
C4LEICICL 11 #i0+frame, = x| ¥3E) [HC, OR]
basebd_encode, #\C, #42 [HC, OR]
basebd_renl dercodel “C1+5\CL ™2 1#%) [HC, OR]
GLOBALSC = SO NELB-9A-2148, 232 [OR]
_REQUESTC =1 SO NELB-9R-2148, 23 [OR]
NN <L E] B3l B3, # [HC, OR]

“ 0Bl Bl NxBEL VxBdl vl bl N 281 k3ol Nx3Sel V7T, # [HC, ORD
CHULLI QUTFILEl LOAD_FILEY COR]

Ch, €1, 3/ 0+0motd etcl biny [HC, ORI

tlocal hostl loopbackl 1274, 8%, 8%, 13 [HC, OR]
Clx " RBAL ¥B00 2271 301 ¥3E #¥88) [HC, 0R]
concat[ " 1#\¢ [HC, ORI

uniong[ “sl#s)+elect [HC, ORI

uniong[ "al+ar+110[ "sl+s)+elect [HC, ORI
W=[=dcr], #allow_url _includel all ow_url _fopenl saf e_model di sabl e_1
CrL<E =0 "IN HBRAL RE00 %221 2271 ¥3C1 3El #¥8E), =

i /%#l unionl sel ect! insert!| dropl del etel updatel castl createl charl convertl al terl decl arel order| sct
FewriteCond ¥{0UERY_STRIMGY (sp_executesqgl) [HCI

RewriteRul e

# EHD BF5USE BFPS LUERY

", #1% - [F]

STRIHG EXFLOITS

RewriteCond #{REOUEST_FILEMAMEY ! -f
RewriteCond #¥{REOUEST_FILEMAMEY ! -d

RewriteRule .

# WF REWRITE LOOF EHD

Jindex, php [L]

# DEHY BROWSER ACCESS TO THESE FILES

# Use BF5 Custom Code
# wp-config php, bb-config php, phpo 1ni. php5 1ni,
# FRepl ace &5, 77 66,

# pound sign # 1n front of the Allow from 11ne of code

=y =
b |

to modi fuysedi ts/change this code and to sawve 1t permanent],

~egame, f1tml

with yowr current IF address and remove the

dLLESS

below to be able to

# any of these files directly from your Browser,



£FilesMatch " “Cwp-configh. phpl phpt. inil phpSt, inil readmes, btmll bb-configs., phpa ">
Order ALLow, Deny

Deny from all

#A11ow from 55 77 66, 55

£/FilesMatch:

# CUSTOM CODE BOTTON HOTLIMNKIHG/FOREIL COMMENT SPAMMERS.ELOCK BOTS<BLOCK IF<RECIRECT CODE
# WP ALUTHOR EMUMERATION BOT FROBE FROTECTION

# Rewrites to author=999999 that does not actually exi st

# which results in a standard 484 error, To the hacker bot

# 1t appears that this author does not exist without givimg

# any clues that the suthor does actuslly exist,

RewriteCond #L0UERY_STRIMGE “author=C[BA-912<1, 3% [HC]
RewriteRule "0, #)4% $17author=999999 [L]



