#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t.-1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, Cappcachel crxl cssl eotl gi fl htcl icol jpe?
gl j=l mdal mdvl mani fest! mpdl oexl ogal oggl ogwl ot f1 pdfl pngl saf ariextzl svgl svgzl 111 vofl webml webpl
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln Ajax requests, di sabled by defsul t,
# enabl e-cors, org
# code, googl . comspshitml Bsecurl tyswl K1/ Cross0r gl nRegquest Securl ty

£

I FHodul & mod_headers, cx

"u..n

Header set Access-Conttol -ALIow-0rigin "#
<1 FModul e

O

#
# CORS-enabl ed 1mages (Borossori glng
#

# Send CORS headers 1f browsers reqguest them: enabled by defsult for 1mages.

# devel oper, mozi 11 & orgsensCORS_Enabl ed_Image

# bl og, chromi um orgs 261 1 /870 us1 ng-cross-domal n-1 mages-1 n-webgl -and, Html

# hacks, mozi11a orgs2a1 1.1 1 /us1 ng-cors-t o-1 oad-webgl -t ext ures-from-cross—domal n-1 mages:
# wiki, mozilla orgsSecurl tysRevl eusscrossor] gl nAt trl but e

<IfModul e mod_setenvif. o

T S kA T o _—_—-l hkm e d i -



SLTIAdUL E mad_rneqaer =, 27
# mod_headers, y u no match by Content -Type?!
£FilesMatch "N, Cgiflical jpe?gl pngl sval svwgzl webpl $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#

# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, ¢
¢FilesMatch "%, (eotl font, cssl otfl ticl Ll woffog"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

<A Modul e

#

# FProper MIME type for all files
#

# Javascript

#  Homallize to standard type (it's spiffed in IE anyways)
# tools 1etf, org/html Arfod3Z29section-7, 2

AddType applications javascript s Jjsonp

AddType applications json json

# Audi o

AddType audi o/ mpa mda fda fdb

AddType audiofogg oga o0gg

# ¥ideo

AddType wi deo/mps mpd mdy fdv fdp
AddType wideo/ogg gy

AddType wideo/webm webm



HAdType videosx—fly flv

# Sl

# Reguired for svg webfonts on 1FPad

#  twitter, com/Font Sgul rrel /st at uss] 4655690545
AddType 1 mage/ svg+xml Vg SVOE
AddEncoding gzip SWOZ

# Webronts
AddType applications/wnd ms-fontobject eot

AddType applicationsx-font-ttf ttf ttc
AddType applicationsx—font-woff wof f
AddType font/opentype ot f

# Hzsorted types

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!

AddType applicationsx-opera-extension Qe

AddType applicationsx-shockwave-T1ash suf

AddType applicationsx-web-app-mani f est+json webapp

AddType applicationsx-xpinstall xpl

AddType applicationsxml rss atom xml rdf
AddType image/webp webp

AddType imagesx-icon ico

AddType text/cache-mani fest appcache mani fest
AddType textswit wit

AddType text/x-component htc

AddType text/x-vcard wiof

#

# Gzip compression

#

<IfModul e mod_deflate, o>

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydnpost s/281 8,1 2/ pushi ng—t
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl ®{15%1 “{1531 -{153>% "“((gzipl deflate)®
£4,133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding



AT FModul e
AT FModul e

# Compress all output 1abeled with one of the followlng MIHE-types
<IfModule mod_filter, ci
AddOut putFilterBuTupe DEFLATE applicationsatom+xml %

applicationd javascript
applicationd json %
application/rss+xml &
application/vnd ms-fontobject
applicationdx-font-ttf
application/xhtml +xml %
applicationsxml %
fontsopentype
image/ swg+xml &
imagesx-icon %
text/css A
text/html
text/plain
text/x-component ™

text/xml
</TfModul e
</TfModul e
#
# Explres headers (for better cache controlld
#

# These are pretty far-ruture expl res headers,
# They assume you control versioning with £11ename-based cache busting
# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs 2AA8 Ay 230 vyl ng-r1 1 enames-dont -use-guerystri ngs

# If you don't use filenames to version, lower the C55 and J5 to something 11ke

<IfModul e mod_expires, o

ExpiresActive on

# Ferhaps better to whitelist explres rul es? Perhaps,



Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests 1n FF 3 6 (thanks Remy “Tntroduci ng HTHLE?
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByType applicationd json "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByTuype text/xml "access plus A seconds”
# Feer

ExpiresByTupe applicationdatom+xml "access plus 1 hour”

ExpiresByTupe application/rss+xml "access plus 1 hour”

# Favicon {cannot be renamedi

ExpiresByTupe image/x-1icon "access plus 1 week"

# Medi s 1mages, wideo, audio

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HIC rfiles (css3plel
ExpiresByType text/x-component "access plus 1 month"

# Webrfonts
ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

ExpiresByTupe applicationdx-font-ttf "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

# 55 and Javascript

ExpiresByTupe applicationd javascript "access plus 1 year”



ExpiresByTuype text/css "access plus 1 year”

AT Modul e

#
# ETag removal
#

# F1l1eFTag Hone 15 not enough for every server
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-future expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformancesul s, [tml #et ags

FileETag Hone

#
# start rewrlte englne
#

# Turning on the rewlte engline 15 necessary for the following rul es and
# reatures, Followsymlinks must be enabled for this to work,

# Some cloud hosting services reguite Rewrl teBase to be set: goo. gl /HOCFH
# If using the h5bp in 3 subdirectory, use RewriteBase Afoo’ Instead where
# 'foo' 15 your directory,

# If your web host dossn't allow the Followsymlinks optlion, you may need to
# comment 1t out and use Options +5uymlinks]fOwnertatch . but be aware of the
# performance 1mpact: http /7goo, gl <Ml uzd

£IfModule mod_rewrite, o
Options +FollowSumlinks

# Options +5ymlinkslfOwnertat ch
RewriteEngine On
RewriteBase /
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteCond #{REQUEST_URIY !=/favicon ico



RewriteRule ™ index. php [0SA, L]
<41 fModul e

#
# Suppress or force the "www,
#

"

at the beginning of URLs

# The same content should never be awallable under two diFrerent URLs -

"

# especially not with and without "www " at the beginning. since this can cause
# SE0 probl ems (duplicate contenti, That's why you should choose one of the

# 3l ternatives and redirect the other one

# By default option 1 Cno "www "3 15 actlvated
# no-www, orgsfag photg=cl as55_6

#If you'd prefer to use option 2, just comment out all option 1 11nes
# and uncomment option 2

# INFORTANT: HEYER LSE BOTH RULES AT THE SHME TIME!

# Option 1:
# Rewite "www exampl e com -3 exampl e com”,

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URI [R=381, L]
<41 fModul e

# Option 2

# Rewite "exampl e com —> wwl exampl & com”,

# Be awsre that the following rule might not be 3 good 1dea 1F you use “real”
# subdomains for certaln parts of your website

# <IfModul e mod_rewslte cs
#  RewlteCond XCHTTPSY ! =on
#  RewlteCond XCHTTP_HOST? ! “www, , + [HCT

S

S



#  RewriteRule ™ http: /7w, XCHTTP_HOSTHECREQUEST_LIRT * [R=3A1, L]
# /T FModul 2

#
# FPrevent 484 errors for non-exi sting redirected ol ders
#

# without —Mul tiviews, Apache will give a 464 for 3 rewite 1f a folder of the
# same name does not exi st
# webmasterwor] d comsapaches 35685792 [tm

Options -Multiviews

#
# UTF-8 encodi mg
#

# Use UTF-8 encoding for anythling served textsplain or textshtml
AddbDef aul tCharset utf-5

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . atom . css . js . json . rss ., wtt L oxml

#
# A 1ittle more securlty
#

# To awvold displaying the exact wersion number of Apache belng used, add the
# following to httpd conf (it will not work In . htaccess):
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsing fol ders without 3
# derfaul t document Usually you should 1eave this activated, because you
# shouldn't allow everybody to suf through every folder on your server (wbl ch
# 1ncludes rather private places 11ke CHS system fol derss,
<IfModule mod_autoi ndex, c:
Options -Indexes

<A Modul e

# FBlock access to "hidden” directories or files whose names begin with a

# nerind  Thi s 1orlndes i Fectorl @5 rsed Fer wersi oo conteal  sostems sich &5



# Subversion or Git

£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]

/I fModul e

# httpe /7detectmobi 1 ebrowsers, com”

# <IrfModul e mod_rewite c:

#  RewrlteCond ZHTTP_USER_RGEHT?

androl dl avant gol b1 ackberryl bl azer! compal | £1 a1 nel fennec! b ptopl 1 emobl 1l 1p0hone! odi] 115 k1 m
| maemol mi dpl mmpl operay meobl 1ni1] palme o507 phonel pdl xd | el el pl ucker! pocket! pspl symbl sl t
Cbrowser! 11 nk] vodaf onel wapl wi ndowss ©cel phonel! xdal x11no CHEC, OF7

#  RewriteCond ZCHTTP_USER_AGEWT? “(1Z287 6516 6596) Sgsol 4thpl 5601 -6111 7765 8625 34 wal abac
2 a1 Ckol Fnal al ¢ avl cal coll amol | and exdt oyl ywt ! aptul 3 chl gol as0tel usi] attwl aucdil! -ml o1 S

2 avanl becckl 111 ngil bI C16/ Fdi] b1 Cac! 3z b el wawl bumbl bw' -0 nl w2 5547 capl | cowal cdmb -/ celll
| cotmpl nd? | crawl dacit! 11/ mgil dbt el dob -5 devil di cal dmobl dodcf piol ds012) -

dil el 49 a1 em 12 ulal erclcl k@] esl & ez [ 4-716) o5/ wal zel] fetcl f1ygcs-/_il gl b ol g566) genel gf
mol o, wl odd grdad! untl hal ef hoi t hdy-Cml gl o] kel = B Cpt] tarl hpch 11 1pa] hsh-of AtCeCv -
[_lalglpl 5l ta] tpd] hud awl torl 14-026) gol marl 1236/ 1accy [ 4-

[ 52 1 brol 1deal 1ga1] 1 kom 1mlkl1nnol 1pagl 1115 jact! wial jorol jemul j1gs kddi] kejil kgtcs [420] k.
[kyotcl kol 1ecnol xii 1gcy gl 320kl 1] uxl 560 54 e~ il =L 3-wl] 11 bwl 1ynx ml -

wl m3gal m5a% sl mal tel ull ol mec Al 211 call mb-crl mecdi ] rel 100 mi O o oal s mmef! mod A1 62 b1 del
[ ol wil zz2/ mto 580 pll vy 2 mwbpl mywsl 0l 80 8-27] nZ60 2-311 nz6 81 23] oS50l 21 53 nscacal 1] 18] ned (o
[ onl tf] wil wgl wt2) nok6l 12 nzphl 02iml opdtl] wer ] oranl owgl | pSEal pans sl df ta ] pdgl pgcl 304-001 -
11 cixl phill pi el pl Cagl uch! pry =21 podckl rt] sel] proxl psi ol pty-gl gat-al goc a7 120 211 32 66 -1 2-
2 gt ekl r356] FeAE| Faksl I m9l rolvel zor] 55541 580 gel mal mml msl oyl vall sceall k-l ool phi-31 sdkysl se
181121 47 mel ndl £ 2] sght - shar! 51e0y-1 mi] sk -6 51045 140 smcall arl b3 1t t5 ] socft] nyl speall
2 sycallmbal t20156 5A teCARl 16 1580 tacgt! 1k tel - tdgh-/ telcllmi/ timi—/ ty-mol tocpl ] shil t=c
| m3 m52] txh =59 uplh, bl gl] 51201 utst] w46 w7568 verd | viCrgl ter] vk 980 5371 -

v | vmdfl wodal vul of val 52 53 66l 611 78l 58] 511 831 851 953 wIce -1y 3 webcl whi t/ wicgy | ool nwl wml b
[ 21 g1l yass -/ your! zetol ztey-r [HCT

# RewrlteRule "% httpsswww, exampl & comsmobile (R, L]

# /T fHodul e

# Block access to backup and source fl1les, These files may be 1eft by some
# textshtml editors and pose a great securlty danger, when angyone can Sccess
# them
£FilesMatch "%, Cbakl configl distl flalincl inil logl psdl shl sgll Swpdl ™ 4"
Order allow, deny

Marar fr-am =11



[Eg | Il=| w2 gL L

Satisfy ALl
</FilesMatch:

# If your server 15 not alresdy configured as such, the following directive
# should be uncommented in order to set PHP's register_global s option to OFF,
# This closes a3 major security hole that 15 abused by most Y55 (cross-site

# scriptingy attacks, For more Information: http: /php. netsregi ster_gl obal 5
#

# IF EEGISTER_GLOGALS DIRECTIVE CALSES 588 ITHTEEMAL SERYER ERRORS:

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change in your php ini file instead I you are

# using a commercial web host, contact the admind strators for assistance 1n
# doing this, Hot all servers allow local php ind files, and they shoul d

# include all PHP configurations Cnot just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php, net for more detailed

# information about setting PHP directives,

# php_rlag register_global s OFF

# Rename session cookle to something else, than PHPSESSID
# php_wval ue session, name =1d

# [isable magic quotes (This feature has been DEFPRECATED a5 of PHP 5 5 A and REFOVED a5 of |
# php_rlag magi c_quotes_gpe OFF

# Do not show you are using PHP
# Mote: Mowe this line to php inl since it won't work 1n . htaccess
# php_rlag expose_php OFF

# Level of log detail - 1og all errors
# php_val ue error_reporting -1

# Write errors to log file
# phpo_rlag 1og_errors O0n

# Do not display ervors In browser (production - OFF, devel opment - 0nd
# php_rlag di splay_errors OFF

# Do not di splay startup errors (production - OFF, dewvel opment - Ond

L L LT o0 A T ot ml mimdl i i mimim i = ML



# prp_T14y 015008y Star Lup_errors urm

# Format errors in plain text
# Mote: Leave this setting '0On' for xdebug' s war_dumpl output
# php_rlag html_errors OFF

# Show mul tiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same errors from di frerent sources
# php_rlag 1gnore_repeated_source OFF

# 5ize limit for error messages
# phpo_value 1og_errors_max_len 1824

# Don't precede error with string Cdoesn't asccept empty string, use whitespace 1F you need?

n o

# php_wal ue error_prepend_strimg

# Don't prepend to error (doesn't accept empty string, use whitespace 17 you need?

"n o

# php_wal ue error_append_strl ng

# Increase cookle securlty
<IfModul e mod_phpS, c

php_walue session, cookie_httponly true
</TfModul e



