# Apache conflguration file

# 013 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf i, you should add
# this logic therse: httpe sshttpd apache. orgsdocsscurrent howt o/ht access, html,

#
# Turn on Apache Server-side 1ncludes (5510 for all html files
#

Options +IncludesHOEXED
AddHandl er serwver-parsed . himl
AddType texts himl . himl
AddOutputFilter IMCLUDES . html

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment -11 5926
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headets, c
Header set X-UA-Compatible “IE=Edge"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, Cappcachel crxl cssl eotl gi fl htcol icol jpe?
gl j=l mdal mdvl mani fest! mpdl oexl ogal oggl ogvl ot f1 pdfl pngl saf ari extzl svgl svgzl 111 vifl webappl wet
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln Ajax requests, di sabled by defsul t,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0r gl nRequest Securl ty
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SLTTAdUL E mod_regaer o, oF

Header set Access-Control-Allow-Origin "=
</ fModul e

#
# CORS-enabl ed 1mages (Borossoriging
#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,
# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 268112877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2al1..11 . us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orglSecuri tysRevl ewsscrossori gl nAt tri but e

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Cgiflical jpe?gl pngl sval svwozl webpl §"
SetEnvIf Origin ":" IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, ¢
¢FilesMatch "%, (eotl font, cssl otfl thol Ll woffog"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#
# FProper MIME type for all files
#




# Javascript

#  Hormallze to standard type (it's spiffed in IE angways)

# tools 1etf, orglhtml Arfod3299sectl on-7 2

AddType applications javascript

AddType

# Audi o
AddType
AddType
AddType

# ¥ideo
AddType
AddType
AddType
AddType

# St

applicationd json

audi o/ mp<
audi o/ ogg
audi o/ mpeg

vi deos mpd
videns ogg
v1deos webm
videosx-Tlv

j5 Jjsonp
json

mda fda f4db
oga ogg

mpga mpZ mpZ2a mp3 m2a m3a

mpd mdy v fdp

gy
webm
flw

# Reguired for svg webfonts on 1FPad

#  twitter, com/FontSquirrel /statuss] 4555640545

AddType

1 mage/ svg+xml

AddEncoding gzip

# Webrfonts

AddType application/vnd ms-fontobject
AddType applicationsx-font-ttf
AddType applicationsx—font-woff

AddType

font/opentype

# Hzsorted types

AddType applicationsoctet-stream
AddType applicationsx-chrome-extension

AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

applicationdx-opera-extension
applicationdx-shockwave—f1ash

svg SvQz
svQgz

eot
tif tic
wof f
otf

i
(al=F
st

applicationdx-web-app-mani fest+json webapp

applicationdx-xpinstall

applicationdxml

1 mage/ webp

1 mage/ x-1con
text/cache-mani f est

xpl

55 atom xml rdf

webp
ico

appcache manifest

safariextz



AddType textswit wit

AddType text/sx-component htc
AddType text/sx-wvcard wiof
#

# Gzip compression

#

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/2A1 81 2/ pushl ng—t
£IfModule mod_setenvif. o
<IfModul & mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodingl X015 {153 =153 % “((gzipl deflaten®
HAYE_Accept —~Encodi ng
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<A1 fModul e
<A1 fModul e

# Compress all output 1abeled with one of the following MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable mod_filter’
# and can remove the “<Iftodule mod_filter, o>’ and </IfModules” 1ines as
# AddOutputFilterByType 1s still in the core directlves)
<IfModule mod_filter, ci
AddOut putFilterBuTupe DEFLATE applicationsatom+xml &
applicationd javascript
applicationd json %
application/rss+xml &
application/vnd ms-fontobject
applicationdx-font-ttf
application/xhtml +xml %
applicationsxml %
fontsopentype M
image/ swg+xml &
imagesx-icon %
text/css A
text/html %
text/plain &
text/x-component
text/xml
<A1 fModul e



AT Modul e

#
# Expites headers (for better cache controll
#

# These are pretty far-future explires headsrs,
# They assume you control wersioning with £11ename-based cache bustimg
# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogsERAGS AEY 25/ revvl ng-r1 1 enames-dont —~use-querystri mgs

#If you don't use filenames to wversion, lowsr the C55 and J5 to something 11ke

# "access plus 1 week”,

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rules? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus 38 seconds”
# [ata

ExpiresByType applicationd json "access plus A seconds”

ExpiresByTuype applicationdxml "access plus A seconds”

ExpiresByTupe text/xml "access plus A seconds”
# Feed

ExpiresByTupe applicationsatom+xml "access plus 1 hour”

ExpiresByTupe application/rss+xml "access plus 1 hour”

# Favicon (cannot be rensmed)
ExpiresByTupe imagesx-1icon "access plus 1 week"

# Media 1mages, wideo, audio
ExpiresByType audiosogg "access plus 1 year”



ExpiresByType imagesqgif "access plus 1 year”
ExpiresByTuype images jpeq "access plus 1 year”
ExpiresByType imagespng "access plus 1 year”
ExpiresByType wvideosmpd "access plus 1 year”
ExpiresByType wvideosogg "access plus 1 year”
ExpiresByType wideoswebm "access plus 1 year”
# HTC files (css3piel
ExpiresByType text/x-component "access plus 1 month"

# Webronts
ExpiresByTuype applicationdvnd. ms-fontobject "access plus 1 year"

ExpiresByType applicationdx-font-ttf "access plus 1 year”
ExpiresByType application/x-font-woff  “access plus 1 year”
ExpiresByType font/opentype "access plus 1 year”
ExpiresByTuype imagesswg+xml "access plus 1 year”

# C55 and Javascript

ExpiresByType applicationd javascript "access plus 1 year”
ExpiresByTuype text/css "access plus 1 year”
</1fModul e
#
# Cache-Control headers
#

# add public to all Images

<IfModul & mod_headers, ¢
£<FilesMatch ", Cicol pdfl f1vl jpal jpedl pngl gi fl jsl cssl swflg" s
Header append Cache-Control "public”
£/FilesMatch:
/I fModul e

# add public to fonts
<IfModul & mod_headers, ¢
¢FilesMatch "%, (eotl font, cssl otfl ttcl L1l woffog" >
Header append Cache-Control "public”
£/FilesMatch:
/I fModul e



#
# Frevent mobile network providers from modl fylng youre site
#

# The following header prevents modi f1cation of your code over 36 on some
# European providers,
# This 15 the official 'bypass' suggested by 07 1n the LK,

# <IfHodul & mod_headers, cx
# Header set Cache-Control "no-transform”
# <o FHodul e

#
# ETag removal
#

# FileFTag Hone 15 not enough for every server,
<IfModul & mod_headets, c

Header unset ETag
<A1 fModul e

# Since we're sending far-ruture expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformances Ul g5, html #st ags

FileETag Hone

#
# Stop screen flicker 1n IE on C55 rollovers
#

# The following directives stop screen flicker in IE on C55 rollovers - In
# combination with the "ExplresByType” rules for Images (see abovel,

BrowserMatch "MSIE" brokenvary=1

BrowserMatch “"Mozillasd [A-9]1{23" brokenvary=1
BrowserMatch “Opera” ! brokenvary

SetEnvIf brokenwvary 1 force-no-wvary

#
# set Keesp-Allve Header



# Keep-Alive allows the serwver to send mul tiple requests through one
# TCP-connection Be aware of possible di sadvantages of this setting Turn on

# 17 you serve a lot of static content,

<IfModule mod_headers, c>
Header set Connection Keep-Aliwve
<SIfModul e

#
# Cookie setting from Iframes
#

# Allow cookies to be set from 1frames (for IE onluyl

# If needed, specify a path or regex 1n the Location directive

<IfModul e mod_headers. ¢

Header set P3P "policyref=\"/w3c/p3p. xml%", CP=A"IDC DSP COR ADM DEMI TAIL PSA PSD IWAL IY
CHTs""
<STFModul e

#
# start rewlte englne
#

# Turning on the rewlte engine 15 necessary for the following rules and

# reatures, Followsymlinks must be enabled for this to work,

# Some cloud hosting services require RewlteBase to be set! goo, gl ~HOCFH
# If using the h5bp in a subdirectory, use RewriteBase /foo’ Instead where

# 'foo' 15 your directory,

# If your web host dossn't allow the FollowSymlinks option, you may need to
# comment 1t out and use Options +5umlinks]fOwnerMatch . but be aware of the

# performance 1mpact: http //goo, gl <Ml uzd

<IfModule mod_rewrite, o
Options +FollowSumlinks
# Options +5ymlinksIfOwnertat ch

Rewri t /Fnni ne MR



# Fewrl teBase
<A1 Modul e

#
# Built-in f1lename-based cache busting
#

# If you're not using the bulld script to manage your fI11ename version Fevyl ng,
# you might want to consider enabling this, which will route reguests for
# sosststyle 2A1162A3 css to sossAstyle css,

# To understand why this 15 Important and a better 1des than all. css7vl 231,
# please refer to the bundl ed documentation about ., htaccess

£IfModule mod_rewrite, o

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule ™, +2% Chd+dh, O jsl cssl pngl jpal gif2 % $1. %3 CL]
/I fModul e

#
# Frevent 484 errors for non-exi sting redirected fol ders
#

# without -Mul tiviews, Apache will give a 464 for 3 rewite If & folder of the
# sames name does not exi st
# webmasterwor] d comsspaches 35605759, Ftm

Options -Multiviews

#
# Lustom d684 page
#

# You can add custom pages to handle 566 or 483 pretty easily, 1F you 11ke
# If you are hosting your site In subdirectory, adjust this accord ngl g

# & g ErrorDocument 484 7 subdi /904, bt ml

ErrorDocument 484 /484, html

#

# HITF—2 aremddl mm




m il L R L )

#

# Use UTF-5 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-8 . atom . css . j5 . json . rss , wit | oxml

Staterul URL=s

R W

# https: </gi 5t gl thub, comsgust 3vobeavl s/ 496225

# htto sfw, Josscrowcrof t, coms281 2/ codes bt access—for-ht ml 5-hi 5t ory-pushst 3t e-url —rout 1 g
#
£IfModule mod_rewrite. o

# Redirect all files and paths to 1ndex html (general rulel
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteCond #{REQUEST_URIY !index

RewriteRule (. #) index html [L]

# Declare path and files where don't apply general rules

# # scriptss, s, /% — not apply general rule redirect of 311 folders and files to path "7
RewriteCond #{DOCUMEMT _ROOT: A %{REQUEST_FILEMAMEX ! -d

RewriteCond #{DOCUMEMT _ROOT: A %{REQUEST_FILEMAMEYX ! -f

RewriteRule scripts/i, )% scripts/$1 [L, 05A1

# # Imagess, /.. S+ - not apply general rule redirect of all folders and files to path “7/1
RewriteCond #%CDOCUMEMT_ROOT: A #{REQUEST _FILEMAMET ! -d

RewriteCond #%CDOCUMEMT _ROOT A #{REQUEST _FILEMAMET ! -

RewriteRule images/c, )% images/$1 [L, 0SA]

# # styless, /. 7+ - not apply general rule redirect of all folders and files to path “7/=
RewriteCond #¥{DOCUMEMT _ROOT/ %{REQUEST _FILEMAMEY ! -d

RewriteCond #{DOCUMEMT _ROOT: A %{REQUEST_FILEMAMEY ! -f

FewriteRule styles/(, «)% stules/$1 [L, 05A]

AT Modul e



#
#A1ittle more securlty
#

# To awvold displaying the exact wersion number of Apache belng used, add the
# following to httpd conf (it will not work In . htaccess):
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsing fol ders without 3
# derfaul t document Usually you should 1eave this activated, because you
# shouldn't allow everybody to suf through every folder on your server (bl ch
# 1ncludes rather private places 11ke CHS system fol dersh,
<I fModul e mod_autoi ndex, o
Options -Indexes

AT Modul e

# FBlock access to "hidden” directories or files whose names begin with a
# period This ncludes directories used by version control systems such as
# Subversion or Gt
<IfModule mod_rewrite, c
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "(71 /0% " - [F]
</ 1 fModul e

# FBlock access to backup and source flles, These files may be 1eft by some
# textshtml editors and pose a great security dangesr, when angyone can Sccess
# them
£FilesMatch "%, Cbakl configl distl flalincl inil 1ogl psdl shl sgll swpal ™ g
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:



