# Apache Server Configs w2 8 @1 MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

# 010 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf ', you should add
# this logic there: http /<httpd apache orgsdocsscurrent s howt osht access, html,

# HERHHR R AR R AR R AR AR AR ARRRRRARRARRRRRARRBRRBRR AR R AR R AR AR R AR R AR AR R AR RAR AR R A
# # CROS5-0RIGIH RESOURCE SHARITHE (CURS? #
# HERHHR R AR R AR R AR AR R AR RRR R AR ARRRRRRRRARRRRRBRRBRR AR AR R B AR R AR AR R AR AR AR R A

#
# | Cross-origin reguests /
#

# Allow cross-origin reqguests,

# httpe Zsenabl e-cors, org”
# httoe ZCwww, w3 orgs TRScors:s
# https: //code, googl e, comspshtml Bsecuri tyswl k1 /Cross0ori gi nReguest Secur ty

# <IfModul e mod_headers, c»
# Header set Access-Control -Al1ow-0rigin "="
# /T fModul e

# By default allow cross-origin access to web fonts,

<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl ttlcf Il wof f270 4" >
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e

#
# | Cross-origin resource timing /
#

# Allow cross-origin access to the timing information for all resources,



# If a resource 1sn't served with a Timing-Allow-0rigin’ header that would
# allow 1ts timing Information to be shared with the current document, some of

# the attributes of the FerformanceResourceTiming object will be set to zero,
# http Ar v, w3 orgs TR resour-ce—-t1ml ng”

# <1 fHodul & mod_headets, cx
# Header set Timing-AlL1ow-0r1gin """
# /T FHodul e

#
# | CORS-enabl ed 1mages /
#

# send the CORS header for 1mages when browsers reguest 1t

# https: < /devel oper, mozi 11 a orgslen-Ussdocs: WebsHTHL A CORS_enabl ed_1 mages
# http /7Bl og chroml um orge261 12877051 ng-cross-domal n-1 mages—1 n-webgl —and, fit ml

# http /rhacks, mozilla orge£al1..11/us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mag

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
£FilesMatch "N, Courl gi fl icol jpetal pngl swgz?l webp) $ >
SetEnvIf Origin ":" IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

S B
# # ERFURS #
B R R

#
# 1 484 error prevention /
#

# [i=able the pattern matching based on £11enames,

# This =etting prevents Apache from returning a 984 error as the resul t



# of g rewlte when the divrectory with the samse name does not o £x1 5t

# httpe /7ht tpd, apache. orgs/docsscurrent <cont ent -negot 1 3t 1 on At ml #mul 11 vi ews
# Rttp: A7 v, webmasterworl d comsapaches 35685 795, [tm

Options -Multiviews
#

# | Custom error messages ~ pages /
#

# Customl ze what Apache returns to the client 1o case of an error,
# httpe A7httpd apache, orFgsdocsscurrent ~modscore, [t ml #errordocument

Errorbocument €84 Ad684, html

# HHRHHR AR A AR AR AR AR AR AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR A AR AR AR AR AR AR A
# # IHTERHET EXFLUFER #
# HHRHHR AR AR AR AR AR AR AR AR AR AR R AR R AR R AR R AR R AR R AR AR R AR RAR AR AR AR AR AR A

#
# | Better website experience /
#

# Force Internet Explorer to rendsr pages In the highest awallable
# mode in the various cases when It may not,
# https: </ hsivonen, £1/doct ypes#1 28

<IfModul & mod_headers, ¢

Header set X-UA-Compatible "IE=edge"

# ‘mod_headers’ cannot match based on the content-tupe, howsver, this headesr

# should be zend only for ATHAL documents and not for the other resources

£<FilesMatch "M, Cappcachel atoml crxl cssl curl eotl f4Cabpyl f1l geojsonl gi fl htol icol jpe?
gl jal jsont1dy ¥l mal a1l mani fest! mapl mpdl oexl ogl agyll opusl ot fl pdf| pngl rdfl r3sl saf ari extzl svgz”
| swfl topojsonl tLcf 1l txtl vofl wittl webappl webl mpdl wof f271 xmll xpi ) $" >

Header unset X-UA-Compatible

£/FilesMatch:

/I fModul e

#
# | Cookie setting from Iframes /




# Allow cookies to be set from Iframes 1n Internet Expl orer,

# httoe ssmsdn, microsoft, comsen-us:s11brary/ ms537343 a5px
# http 7swww, w3 orgs TR 28867 CR-F5P-2066]1 21 57

# <IfHodul & mod_headsrs, cr
# Header set P3P "policyref=v"/w3c/p3p xml ", CP=\"IDC DSP COR ADM DEYI TAII PSA FSDIY)
COMI HIS OUR IHD CHTY""

<1 FHodul g

# HERHHR R AR R AR R AR A AR RRRRRR AR HRRARRRRRARRRRRBRR AR R AR R BRI B R AR AR R AR R AR RRR AR R A
# # NEDCIA TYFES AHD CHARACTER EHCODIHES #
# HERHHR R AR R AR AR AR RRRRRRRRRARRARRARRARR BB R AR R BRR AR R AR AR R AR R AR AR R AR AAR AR RS

#
# 1 Media types /
#

# Serve resources with the proper media types (formerly known a5 MIHE types),
# httoe /fwww, 1ana orgslassi gnment s/medl a-t ypessmedi 3-t ypes, xhtml

<IfModul & mod_mime. c>

# Audi o
AddTupe audi o/ mp4 fda fdb mda
AddTupe audi o/ ogg 0Ja ogJg opus

# Data I1nterchange

AddTupe applications json json map topojson
AddTupe applicationsld+json jsonld
AddTupe applicationswnd geo+json gQen json

# Javascript
# Hormallze to standard type.
# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2
AddTupe applications javascript is

# Manifest files



#If you are providing 3 web application mani fest file (see the

# specification http /<w3c, gi thub, 1o/mani festsr, 1t 15 recommendsd

# that you serve 1t with the "applications/mani fest+json media tuype,

#

# Fecause the web spplication mani fest file doesn't hawve 1ts own

# unique file extension, you can set 1ts medis type either by matching:
#

# 13 the exact location of the file (this can be done using a directive
#  such as <location:’, but It will HOT work in the . htaccess’™ file,
S0 you will have to do It in the main server configur-ation file or

inside of & <¥irtuslHost: contalner)

E g
¢Location "/ well-knownsmani fest, json”:
AddType appl 1 catl onsmant fest+json Jsorn
</Locati on:
2y the filename (this can be problematic as you will need to ensure
that you don't hawve any other file with the same name as the one

you gave to your web spplication mani fest filel

& q .

¢Files "mani rest, json":

H OH OFH O O O™ O™ W W O™ O™ O O R R R R W
N
~

AddType appl 1 catl onsmant fest+json Jsorn
</F1lBss

AddType applicationsx-web-app-mani f est+json webapp

AddType text/cache-mani fest appcache manifest
# Video

AddType wi deo/mpa fdv fdp mdv mpd

AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideosx-f1w flw
# Web fonts

AddType applicationsfont-woff wof f

AddType applicationsfont-woffZ wof f 2

AddType application/vnd ms-fontobject eot



# Browsers usually 1gnore the font medis types and simply sniff

# the bytes to figure out the font type,

# httoe /7mimesnd £F, spec, what wg, orgs#mat chi ng-a-ront -t ype-pat tern

# Chrome howsver, shows 3 warning IF any other medi s types are used

# for the following two font types

AddType applicationsx-font-ttf tto ttf
AddType font/opentype ot f
AddType 1imagesswg+xml Vg SVOE
# Other

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension QB
AddType applicationsx-xpinstall xpl
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType imagesx-icon cur ico
AddType textswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof

</1fModul e

#

# | Character encodl ngs

#

# St TUTF-8" 355 the character

# the media type of textshtml ™ or textsplain’,
AddDef aul tCharset utf-5

# St TUTF-8" 355 the character

<IfModul e mod_mime. c»
AddCharset utf-3 ., atom

LTS5
. geojson M
R

encoding for all resources served with

encodi ng for other certaln resources,



. json N
. jsonld
Crdfos
B =T
. topojson
YL A Y
webapp M
. xml

<A1 fModul e

# HERHAR A AR R AR R AR AR R AR ARR AR A BB ARRARRARRRRRBRR AR R AR AR AR AR R AR AR R AR RAR AR RS
# # URL REWRITES #
# HERHHR A AR R AR R AR A AR R AR ARRRRRARRRRRARRARRRRRBRRARR AR AR AR AR AR R AR R AR RAR AR R H

#

# 1 Rewrite englne /
#

# 010 Twn on the rewite engine

# (this 15 necessary in order for the RewriteRule directives to workl,

# http: #/httpd, apache orgsdocss current s mods mod_rew t e html #Rew 1 t Engl ne

#

# (20 Enable the "FollowSymlinks™ option If It 1sn't already,

# htto: #/httpd, apache orgsdocsscurrent smodscore, hitml #opt 1 ons

#

# 030 If your web host doesn't allow the FollowSymlinks™ option, you may

# need to comment 1t out and use Options +5umlinkslfOwnertiatch’, but

# be aware of the performance Impact.

# htto: #/httpd, apache orgsdocsscurrent /mi scoperf-tuni ng html #suml 1 ks

#

# ¢4 Some cloud hosting services will also require RewrlteBase to be set,

# http: 7w, ©ack space, comdknowl edge_cent ersfrequent 1 y-ask ed-guest 1 onswhy-1 s-modrewri t &

work 1 ng-on-my-=1te

#

# (5 Depending on how your server 15 set up, you may need to use the

# ‘Rewritelptions directive to enable some options for the rewdte engine
# http: #/httpd, apache orgsdocs: curtent smods mod_rew1 te html #rewi teopti ons

<IfModul e mod_rewrite, o

# 017



FewriteEngine On

# (2
Options +FollowSumlinks

# 050
# Options +5ymlinkslfOwnertat ch

# 00

# Fewrl teBase

# (57

# Rewrl telptions <optlons:

AT Modul e

#

# | Suppressing # Forcing the “www =~ at the beginning of URLs
#

# The same content should never be available undsr two di Frerent URLs,
# especially not with and without “wew, = 5t the beginning, This can cause
# 5E0 problems (duplicate contentl, and therefore, you shoul d choose one

# of the alternatives and redirect the other one

# By default Option 1™ (oo “www "3 15 activated,

# httpe 77 no—wew, orgsfag php?g=cl ass_b

# If you would prefer to use Option 2. Jjust comment out all the 1ines

# from Option 1™ and uncomment the ones from "Option 27,

# THPORTANT: HEVER USE BOTH RLULES AT THE SAME TIME!

# Option 1 rewdte www, exampl e com — exampl g com

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond %CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewuriteRUl e ™ httre A28 SCRFOIFST LIRTY TR=3A1 .11



s m m s - B = I e e I e ]

<A1 Modul e

# Option 2 rewdte exampl e com — Wi, Exampl 8 com

# Bz awsre that the followlng might not be 3 good 1dea I you use "real”
# subdomai ns for certalin parts of your website

# <IrfModul e mod_rewite c:
# Rewri teCond ZCHTTPS: ! =on

# Rewri teCond ZCHTTP_HOST? ! “www', [HCT

# Rewri teCond #SERVER_ADDR: ! =127, 4, 6, 1

# Rewri teCond #SERVER_ADDR: ! =:: 1

# RewriteRule ™ http: /s www ZHTTP_HOST}ACREQUEST_LRI} [R=541. L]

# /T fHodul e
B
## SECURITY #
B

#
# 1 Clickjackimg /
#

# Frotect website agalnst clickjacklng.

# The example below sends the 5-Frame-0Options  response headsr with the value
# "DEWY , Informing browsers not to display the web page content in any frame,

# This might not be the best setting for everyone You shoul d read about the
# other two possible values for X-Frame-Options : " SAMEORIGIN & " ALLOW-FROM
# http //tool s 1etf, orglhtml ZrforA3dgsect 1 on-2, 1

# Keep in mind that while you could send the s-Frame-Options  header for all

# of your site’s pages, this has the potential downside that 1t forbids even

# non-malicious framing of your content (e g when users visit your site usimg
# a Google Image Search results pagel,

# Monethel ess, you should ensure that you send the " s-Frame-Options  headsr for

, ,
# =11 mzmass thst =1 1A 5 1= 443 mala = =t sts ~hsmot e o Alcrzst 1 A6 Fe 1 ASAss



m il L ,JU!_.IE_" LIigs oL oL g e Lu ogar s Jd o JLdLe Lwllﬂl"_.l.l.l"_.l U’JEI Lo R BV R N BN =7 4_.[: ,JU!_.IE_"
# that contain one-click purchase 1inks, checkout or bank-transfer confirmation
# pages, pages that make permanent conflgueation changes, ete, .,

# Sending the "X-Frame-0Options header can also protect your website against
# more than just clickjacking attacks: https: /7curess desxfo-click jacklng pdf,

# http Artool s 1etf, org/html /rfc7asd

# http: /7Bl ogs, msdn, comsbe el nt ernal s/archi ves 201 /A5 38,/ combat 1 ng-cl 1 ck jacki ng-wi th-x—rram
options aspx

# https: <l ww, owasp, orgsl ndex, phpesCl1 ok jackl mg

# <IfHodul & mod_headsrs, cr

# Header set X-Frame-Options "DEHY"

# (Filestatch "\, (appoachel atoml crxl cssl curl eot! F4Cabpyd] £1vl geojsonl gi £l htcl 1col jpe?

gl jsl jsond1dy 7 mdl 3w mani fest! mapl mpdl oexl ogl agy]l opus! ot £1 pdf] prgl 1df] rssl safari extzl svgz
| swrl topojsonl ttLcf1l txt] vefl wit] webappl weblmpd] wof f27 xml] xpi 1 §"

# Header unset X-Frame-Options

# </F11estatch

# <1 FHodul g

#
# | Content Security Policy (CSF /
#

# Mitigate the risk of cross-site scripting and other content-injection attacks,

# This can be done by setting a Content Security Folicy which whitelists
# trusted sources of content for your website,

# The example header below allows OMLY scripts that are 1oaded from the current
# site's origin Cno inline scripts, no COH, etch, This almost certainly won't
# work as-1s for your sitel

# For more details on how to craft a reasonable policy for your site, read:

# http: /7w, Btml 5rocks, comsenstut ori 3l 5/ 5ecurl tyscont ent -securl ty-pol 1 cus Cor
# the specification: http /fwww, w3 orgl TRACSPLLS Y, Also, to make things easier,
# you can use an online C5P header generator such as: httpe #7cspl sswesome, coms,

# <IrHodul & mod_headsrs, cr
# Header set Content-Security-FPolicy "script-src "self'; object-src 'selr'”

i3 Y A QY ¥ R R S LN T U R Ry [ Sy [ [y Ry R o R | ) S B Rk P RS Gy R vl R S Sy R Sy R ]



# <11l ESrILLy] Yo Lgppcgly iz Lol LTkl LSS CUr SO0 TS0 GOy 1Ly QED SO gLy riloy ool Jpe s

gl jsl jsond1dy 7 mal 311 mani fest! mapl mpdl oexl ogl agv]l opusl ot £1 pdf] pngl 1drfl Fssl safari extzl svge
| swfl topojsonl ttLcr1] tat] vefl vt t] webappl webl mpd] wof f27 xml] xpl 1 g"

# Header unset Content-5ecuri ty-Pol1cy

# </F11estat ch:

# /T fModul e

Al
A

#/1 File a

1
1
~

=]

# Block access to directories without 3 defaul t document,

# You should 1eave the followimg uncommented, a5 you shouldn't allow angons to
# surt through every directory on your server (which may 1ncludes rather private
# places such as the CMS's directoriess,

<I fModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e

# FBlock access to all hidden files and directories with the exception of the
# visible content from within the "/ well-knowns hidden directory,

# These types of files usually contain user preferences or the pressrved state
# of an utility, and can 1nclude rather private places 1ike, for example, the
# git or . swn directories

# The "/ well-knowns directory represents the standard CRFC 57550 path preflx
# for "well-known 1ocations" (e g : / well-knownsmani fest, json,

# 4 well-knownskeybase, txt 1, and therefore, access to Its wisible content

# should not be bl ocked,

# https: Aswww, moot, netsb1 ogsZ61 87847877 wel 1 —knowrn
# http //tool s 1etf, org/html 2rfc57E5

£<IfModul e mod_rewrite, o
RewriteCond ZLREQUEST_URTZ "' ¢ /A%, well -knowndCC™ A1+ 70 +3" [HC]
RewriteCond #%LSCRIPT_FILEMAMEY -d [OR]



Fewrlitelond #S5CELPT_FLILEMHMES: -
RewriteRule "C71 /2% " - [F]
<A1 Modul e

# FBlock access to flles that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by some
# text editors and can pose 3 securlty risk when anyone has access to them
# http S/ feross orgsomspl ol tr

# TMPORTANT: lpdate the ~<Filestatch: regular expression from below to 1nclude
# any riles that might end up on your production server and can expose sensitive
# information about your website, These files may 1nclude: configuration 1163,
# riles that contain metadata asbout the project (e g @ project dependenci ess,

# build scripts, etc..

£<FilesMatch "C°#, =# %, (bakl confl distl flal infcill logl psdl shl sgll swlopl | "3 4"

# HApache < 2. 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

/I fModul e

# HApache = 2 3

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs

#
# | Reducing MIME type securlty risks /
#

# Frevent soms browsers from MIME-3ni FfIng the response

# This reduces exposure to drive-by download attacks and cross-origin data



# leaks, and should be 1eft uncommented, especially 17 the web server 15
# serving user-upl oaded content or content that could potentially be treated
# as executable by the browser,

# http Ao, 511 deshare, et/ hasegawayosuk e owasp—-hasegaus

# http: /7Bl ogs, msdn, comsbel esarchi ves 2088, A7/ 82,1 68-securl ty-part —v-comprehensi ve-protecti o
# http: Armsdn microsoft, comsen-ussl1brarysl esggbLea4dl, aspy

# http: /omimesni £F, spec, whatwg, org

<IfModule mod_headers, c
Header set X-Content-Tupe-Options “nosniff"
<SIfModul e

#
# | Rerflected Cross-5ite Scripting (%5550 attacks /
#

(1) Try to re-enable the Cross-5ite Scripting (X550 filter built into the
most recent web browsers,

The filter 15 usually enabled by default, but in some cases it may be
di sabled by the user. Howsver, 1n Internet Explorer for example, 1t can
be re-enabled just by sending the X-X55-Frotection’ header with the
value of 1,

([ 2y Prevent web browsers from rendsring the web page 1f & potential reflected
(a3 k. 3 non-persistentl X55 attack 15 detected by the filter,

By default, If the rfilter 15 enabled and browsers detect a reflected
K55 attack, they will attempt to block the attack by making the smallest
possible modi fications to the returned web page.

Unfortunately, 1n some browsers (e g ! Internet Explorerd, this defaul t
behavior may allow the ¥55 filter to be exploited, therseby, it's better
to tell browsers to prevent the rendering of the page al together, 1nstead
of attempting to modify 1t

O O O O O O O O O O O O W O™ R O™ O W W™ W

http: #/hackademi x net 280911 /21 71 es-x55-11 ter-creat es-xss—vul nerabi 11 t1 65

£

# THPORTANT: Do not rely on the 55 filter to prevent %55 attacks! Ensure that
# you are taking all possible measures to prevent X55 attacks, the most obwvious



# beimy walldating and =sanitizimg your site's 1nputs

#

# httpe /7Bl ogs msdn, comsbel esarchi ves 2006, A7, B2/ 1 BE-secur] ty-part -1 v-t he-xss-fi1ter, aspx

# httpe /7Bl ogs, msdn, comsbel el nt ernal s/archi ves261 1781 731 /cont ol 11 ng-the-1nt ernet -expl orer-
filter-wi th-the-x-xss-prot ection-ht t p-header, aspx

# https: < Sww, owasp, orgsl ndex, phpsCross-s1 te_Scrl ptl ng_ Z2E8s5589

# <IffModul e mod_headers, cx

# # (17 [z

# Header set X-X55-Protection "1: mode=block”

# CFilestlatch "%, (appoachel atoml crxl cssl curl eot! F4Cabpyl] 1w geojsonl gi £l htcl 1col jpe?

gl j=l jsond1dy 7 mdl 3w mani fest! mapl mpdl oexl ogl agyvll opus! of £1 pdf] pngl 1df] rssl safari extzl svge
| swfl topojsonl ttLcr]] txt] vefl wit] webappl weblmpd] wof f27) xml ] xpl 13" >

# Header unset X-X55-Frotection

# </Filestatch:

# /T fModul e

#
# | Secure Sockets Laysr (5500 /
#

# Rewrite secure reguests properly 1n order to prevent 550 certificate warni ngs,
# E g prevent "https: /<www, exampl e com™ when your certlficate only allows
# https: Afsecure exampl g com’

# <IrModul & mod_rewite c:

# Rewri teCond #SERVER_FORTZ ! "443

# RewriteRule ™ https: #exampl e-domal n-pl ease-change-me, comREQUEST_LURI? [R=341, L]
# /T fModul e

#
# 1 HTTF 5trict Transport Security (HSTS /
#

# Force client-side 550 redirection,

# If a user types example com In his browser, the abowve rule will redirect
# him to the secure version of the site That still leaves & window of

# opportunity Cthe 1nitial HTTP connectiont for an attacker to downgrads or
# redirect the reguest,



# The followlng header ensures that browser will OHLY connect to your server
# via HTTFS, regardless of what the users type In the address bar,

# THPORTANT: Remove the 1ncludeSublomains  optional directive 1F the subdomsins
# are not using HTTFS.

# http A/tool s 1etf, orgshtml Zdraft -1 et f-websec-stri ot —transport -sec-1 d#sect 1 on-6, 1

# httpe /7w, Bt ml Brocks, comsenstut ol al 5/5ecurt tystransport -1 ayer-securt tuys

# httpe /7Bl ogs, msdn, comsbel el nt ernal 57archl ves 261 478671 G/hst s-strl ot -t ransport -securl ty-at t.
mi t1gations-depl oyment -kt tps, aspx

# <IfHodul & mod_headsrs, cx
# Header set Strict-Transport-5ecuri ty "max-age=1 6A7A488; 1ncl udesubbomsal ns"
# <1 FHodul g

#
# | Server software Information /
#

# Avold di splaying the exact Apache version number, the description of the
# generic 05-type and the Information about Apache’ s complled-in modul e,

# THPORTANT: The ServerTokens directive will not work In the . htaccess file,
# =50 you will need to add the following In the main server configuration file

# ServerTokens Prod

# BHHRHAR AR BB R AR AR BB AR AR BB R R BRBRRRRRRBR B RRR R BR B RRR BB R RAR AR BR R AR
# # WEE FERFURMAHCE #
# BHHRHAR AR AR R R AR AR BB AR AR BB AR AR B RRR R AR B RRR R AR B RRR IR BB RRR AR BR BB

#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangl ed headers.
# https: s/devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-£5661, html

<IfModul e mod_setenvif. o



<IfModul & mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {153 -C1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<A1 fModul e
<A1 fModul e

# Map certain rile types to the specified encoding type 1n order to
# make Apache serve them with the sporopriate Content-Encoding’ HTTP
# response header Cthis will HOT make Apache compress them! b,

#If the following file types wouldn't be served without the appropri ate
# Content-Enable’ HTTF response header, client applications (e g :

# browsers) wouldn't know that they first need to uncompress the response,
# and thus, wouldn't be able to undsrstand the content.

# htto s7httpd apache, orgsdocs:current /mods mod_mi me. bt ml #3ddencodi ng

<IfModul e mod_mime, c
AddEncoding gzip svgz
< I T Modul e

# Compress all output 1abeled with one of the following medis types,

# IMPORTANT: For Apache versions below £ 3 7 you don't need to ensble
# ‘mod_filter’ and can remove the <IfHodule mod filter, c>’ & </IfModul e’

# 1ines a5 AddoutputFilterByType’ 15 still in the core directives,

<IfModule mod_filter, ci

AddOut putFilterByTupe DEFLATE "applicationdatom+xml” %
"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationdschema+ison” A



"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
"font/opentype” A
"imagessvg+xml" N
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A
"text/plain® A
"textsvtt" A
"text/x—component” A
"text s xml”

</TfModul e

AT Modul e

#

# | Content transformation

#

# FPrevent mobile network providers from modi fying the website's content.
# httoe Z2w, w35 orgsFrotocol sA0fcE6] 6ArTcE6] 6-5ecl 4, html #5ecl 4, 5, 5

# <IfHodul & mod_headsrs, cx
# Header merge Cache-Control "no-transform”

# /T FHodul e

#

# 1 ETags

#

# Remowve ETags as resources are sent with far-rfuture explres headers,

# https: A7devel oper, yaboo, comspertormancesul 85, html #etags

# FileFTag Hone doesn't work In all cases
STHMndnl & mnd heraders. &



Header unset ETag
</1fModul e

FileETag Hone

#

# | Expires headers

#

# Serve resources with far-future expires headers,

# IMPORTANT: If you don't control versioning with £11ename-based cache

# busting, consider 1owsring the cache times to something 11ke one week,

£IfModul e mod_expires. o

ExpiresActive on
ExpiresDefaul t

Ny

# L5

ExpiresByTuype text/css

# Data 1nterchangs
ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByType applicationsschema+json
ExpiresByType applicationdvnd. geo+json
ExpiresByType applicationdxml
ExpiresByType text/xml

# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByType imagesx-1icon

# HTHL components (HTCs)
ExpiresBuTupe text/x-component

# HTHL
ExpiresByType text/himl

# Javascript

' ' ' ' '
Fowrit racPRuTiima ammla ot and 1auscsme it

"access

"access

"access

"access

"access

"access

"access

"access

"access

"access

"access

= laled—1—2—y

plus

plus

plus
plus
plus
plus
plus
plus

plus

plus

plus

s

=@ @ 3 @ @

mont k"

year"

seconds"
seconds"
seconds"
seconds"
seconds"
seconds"

week"

mont k"

seconds"

[RT=1—1
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ExpiresByTupe text/javascript "access plus 1 year”

# Manifest files

ExpiresByType applications/manifest+json “access plus 1 year”
ExpiresByTupe applicationdx-web-app-manifest+json  "access plus @ seconds”
ExpiresByTuype text/cache-manifest "access plus @ seconds”
# Medi a
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTuype imagesogif "access plus 1 month"
ExpiresByTupe image/ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe wvideosmpd "access plus 1 month"
ExpiresByTupe wvideosogg "access plus 1 month"
ExpiresByTuype wideos webm "access plus 1 month"
# Web reesds
ExpiresByType applicationatom+xml "access plus 1 hour”
ExpiresByTuype applicationsrdf+xml "access plus 1 hour”
ExpiresByTuype application/rss+xml "access plus 1 hour”
# Web ronts
ExpiresByTupe applicationfont-woff "access plus 1 month"
ExpiresByTupe applicationfont-woff2 "access plus 1 month"
ExpiresByType applicationdvwnd ms-fontobject “access plus 1 month"
ExpiresByTupe applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTuype 1mage/sswg+xml "access plus 1 month"
<A1 fModul e
#
# | Filename-based cache busting /
#

#If you're not using 3 build process to manage your £11ename version Fevyl g,

# you might want to consider enabling the followling directives to route all

# requests such a5  sosscstyle 12345 css to sosscstuyl e css .

# To understand why this 15 important and 3 better idea than "% css?ve3l’, read:
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# NILLLY w7 Wi, SLEYESLDUUEr S LU L1 O]y By B10, .00 T2yl TG =1 1 1L ENgmeES—>d0 1L —Use—=ouer ysor 1rigy

# <IrModul & mod_rewte c:

# Rewri teCond ZREQUEST_FILEHAMER ! -f

# RewiteRule 7, +3%, Chd+dy, (oss/ curd gi £l 1col jpe?gl js pngl svgz?l webpi g $1, $3 [L]T
# </ fHodul ex

#
# | File concatenation /
#

# Allow concatenation from within specific files,

I you have the following 1ines in a file called, for exampl e,
‘mai n, combi ned, s

# e
#
#
#
#
# ¢ ——#include f11e="js/jguery js" --»

# I ——#include f11e="js/jquery timer, js" —->»
#

#

Apache will replace those 11nes with the content of the specified riles,
I fModul & mod_1ncl uds, cx

¢Filestlatch "%, combi nedi, jsg">
Options +Incl udes
Addiut put F1 1 terByType THOLUDES 3pplication javascript texts javascript
SetOutput Filter THCLUDES

</F11estat ch:

Filestiatch "\, combined'. cssg">
Options +Incl udes
Addiut put Fi 1 terByType THOLUDES text/css
SetOutput Filter THCLUDES

¢/Filestatch:

H W O R O R O O O O™ R O™ R " W

<A1 FModul e

i
# # MOBILE SFECIFIC #



# B R R R A

# Froper HIFE types

<IfModul e mod_mime. c»

# Bl ackberry
# http /rdocs Bl ackberiy, comsensdevel operssdel I verabl e5.151 69

AddType applicationsx-bb-appworld bbatw
AddType text/wnd rim location. xloc xl oo
# Hokla
#
htto </ ww, devel oper, noki 3, comsCommuni tysHi k1 2Apache_configuration_for_mobi 1e_sppl 1 cation_d
#
htto #/wi ki, forum nokl s comsl ndex, phpsHow_to_enabl e_O0TA_COver_The_Ai ri_515_1nstall_ from_yol
AddType applicationsoctet-stream 51 5%
AddType applicationswnd. sumbian, install sis
/I fModul e

# Frevent mobile transcodimg

# <Filestlatch "y cphpl cgll plig">

# <1 fHodul & mod_headers, cx

# Header append Cactie-Control "no-transform”
# Header append Yary "lUser-Agent, Accept”

# <1 FHodul &

# < Filestlatch:

# Mobile Redirection Script 15 used to detect I user 15 viewing the site from
# mobile device. If the script detects the user 15 viewlng from moblle phone,
# they will be redirected to the mobile version of the site. One thing to note
# 15 that If you want to allow the user on the mobile version of your site to
# have the option to switch to desktop wersion, you may consider usimg other
# methods 11ke Javascript or PHP at http: /7detectmobi 1 ebrowser, coms,

#



# To use the script, first, uncomment the 11ines below, and second, change
# 'htto sl www, exampl &, comsmobi 18’ to the URL of yowr mobile site,

# <IfModul e mod_rewts cx

# Rewri teEngi me On

# Rewr] teBase /

# Rewr] telond ¥CHTTP_LISER_AGEHT?

androl dl avant gol bl ackberryl bl azer! compal | &1 a1 nel fennec! hi ptopl 1 emobi 12/ 1 p0home! odi] 11150 kim
| maemal mi dpl mmpl oper-a'y mCobl iniil palmdy o517 phonel pcl xd ] el sl pl ucker! pocket! pspl symbi anl t
(browser! 11nk] vodaf onel wapl wi ndowss cel phonel] xdal x11n CHE, OR7

#Rewrl teCond XCHTTP_USER_AGEHT: “(1Z2A7 6316 6598 3gs0l 4t hpl 5601 -6111 7785 8625 5%

wal abacl act er! ool 5% -

2 ai Ckol rnal al Cavl cal coll amoi | and ex) nyl ywd ] sptul arCchl godl asctel usil attel aucdil -ml ey s

2 avanl berckl 111 gl bi C16/ rdi] b1 Cac! 3z b el wiwl bumbl bu' -0l wud] o551 capl | cowal cdm' -

[ zelll chtml cldcl cmd'y - cotmpl nd? ] craw dacit! 11/ ngtl dbtel doh-s/ devil di cal dmobl dodof paol ds012]
dr el (49 513 emi 12 ul 2] ercicl ki esl 8 ez [4-716) 05/ wal zed] fetcl FI1yci-/_1l gl ul g566) genel gr
mal gody, wl odr ) g adl undl hal el hel tlhdv-cml pl 23] kel Y-l hi cptl tadl hpcy 11 1pil hsh-of htCoch -1
[_lalglpl sl tal tpd] hud awl terl 14-026) gol mail 1236/ 1ac0h 14—

1522 [brol 1desl 1g61] 1koml 1mlkl1nnol 1pagl 1115l jact! wial jhrol jemul j1gs kddi] kejil kgtcs [4.20] k.
| kw1 kyot o) k] 1etnol x12/ 1gch gl AoCkl 1] ud] 56 54 ehv- eisl \—L 53-wlx/ 11 bwl 1ynx ml -

wl m3gal m5a's) mat tel ull xodl meC Al 21] carl mh-crl meddi] rel 1] miC o8 oal tsh] mmef! moc a1l B2 bl del
ol wil zzi] mtC 580 pl ] vy 21 mwbpl mywal nl B0 8-27] nZ6l 2-371 nZa0 8l 23] nSacal 2 5 nscacal 1] 181 ned o
[ ond tF] wfl wgl wt ] nok6l 1] nzphl 02iml opd t1] wer | oranl owgl | psaal pand sl d ] pdyal pgcl 304-001 -
&1/ caal phill pirel pl ¢ ayl uct! prt -2 pocckl t] 581l proxl psiol pth-gl gat-al goc @7 121 211 320 66) Y -L2-
2 gtekl r358] FEAA| Faksl i mSl rolvel zod] s55Y] 580 gel mal mml msl oyl vail sceall b=l ool phi-i] sdkhsl sen
181131 47 mel ndl vl sght-1 shar! s1e80Y-I mi] sk-61 51045 143 smcall s b3 1t tE socft gl speéll
[ 2 sycallmba) t20168 5] tecaa 16 18] tadgt! 1kl tel -/ tdgh—/ tel(i/mil timi—/ ¢4 -

mol tocpl] skl tsC 78 mh—-1 m3 mEr] txh -9 updy, Bl gl] s10] utst] v9aa w758 veri ] viCrgl tedl vk 98] 5 A-3
w1 | vm<fl vodal vul of vx 52 53 66 611 76 58] 511 83 851 9581 w3cch -1y 2 webcl whi t] wi (gl

[ ncl | wml B wonul x 7880 xdas -1 2 gl yash -l your! zetol ztetv-r [HCT

# RewriteRule “¢ http: /7w, exampl e comsmobile [R, L]

# <1 FHodul g



