# Apache Server Configs w2 2 A | MIT License
# https: ssgl thub, comshsbpsserver-conf] gs-apache

# 013 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf i, you should add
# this logic therse: httpe sshttpd apache. orgsdocsscurrent howt o/ bt access, html,

# HERHHR R AR R AR R AR AR AR ARRRRRARRARRRRRARRBRRBRR AR R AR R AR AR R AR R AR AR R AR RAR AR R A
# # CROS5-0RIGIH RESOURCE SHARITHE (CURS? #
# HERHHR R AR R AR R AR AR R AR RRR R AR ARRRRRRRRARRRRRBRRBRR AR AR R B AR R AR AR R AR AR AR R A

#
# | Cross-domain AJAY reguests /
#

# Allow cross-orligin AJAY requests,
# htto srcode googl e comspshtml Bsecurt tuswl k1 sCross0rl gl nRequest Securl ty
# http: ~7enabl e-cors, org”

# <IfHodul & mod_headsrs, cr
# Header set Access-Control -ALlow-0rigin "+"
<1 FHodul g

#
# | CORS-enabl ed 1mages /
#

# Send the CORS header for 1mages when browsers reguest 1t

# https ssdevel oper, mozi 113 orgsen-Ussdocs HTHL CORS_Enabl ed_Image

# httoe /7b1 og, chroml um orgs 261 17877 us ng-cross-domal n-1 mages—1 n-webgl -and, ftml

# httoe /rhacks mozilla orgs26l1..117usi ng-cors-to-1 0ad-webgl -t ext ures-from-cross-domal n-

1mages:

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "%, Ccurl gi flicol jpe®gl pngl svwgz?l webp) § >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e

AT S kA T o



LT IadUL ex

#
# | Web fonts sccess /
#

# Allow access to web fonts from a1l domalns.

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl otfl ttlcf Il woffog":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

e
# # ERRORS #
i

#
# 1 484 error prevention for non-existing redirected ol ders /
#

# Frevent Apache from retuwning a 984 error as the result of 3 rewite

# when the directory with the same name doss not exist,

# http: /7ht tpd apache, orgs/docsscurrent cont ent —-negot 1 3t 1 on, At ml #mul 11 vi ews
# httpe 77w, webmasterwor] do comsapaches 36685792, htm

Options -Multiviews

#
# | Custom error messages ~ pages /
#

# Customl ze what Apache returns to the client 1n case of an error,
# httpe ~<httpd apache orgsdocsscurrent . modscore [tml #errordocument

ErrorDocument 484 A464, html
It B R R R R A A i

# # THTERHET EXFLORER #
i



#
# | Better website experience /
#

# Force Internet Explorer to rendsr pages In the highest avallable mode
# 1n the various cases when 1t may not,
# httpe /rhsi vonen 1k1. F1/doct ypesl e-mode, pdf

<IfModul & mod_headers, ¢

Header set X-UA-Compatible "IE=edge"

# ‘mod_headers’ cannot match based on the content-tuype, howewer, this

# headsr should be send only for HTAL pages and not for the other resources

£<FilesMatch "%, (appcachel atoml crxl cssl curl eotl f4Cabpywll f1vl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl ttLcf1l wefl vitl webappl webl mpll wof f1 xmll xpir ">

Header unset X-UA-Compatible

£/FilesMatch:

/I fModul e

#
# | Cookie setting from Iframes /
#

# Allow cooklies to be set from 1frames 1n Internet Expl orer,
# httpe Armsdn mil crosoft, comsen-ussl 1 brarys ms5E3 7345, aspx
# http A< www, w3 orgs TR 28867 CR-F5P-2666]1 Z1 57

# <IfHodul e mod_headers, cx

#  Header set F3F "policuyref=%"swic/p3p xml 4", CP=Vv"IDC DSP COR ADKH DEYI TAII FSA FPsh
IRl T¥DD COMI HIS OUR THD CHTY™"

# <71 FHodul e

# HHRHHRHHR AR AR AR AR AR R AR R AR AR AR AR R A AR AR R AR R AR R AR R AR R AR AR A AR AR AR AR AR A
# # MNIME TYFES AHD EHCODIHE #
# HHRHHR AR AR AR AR AR AR AR AR AR AR A AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR A

#
# | Proper MIME types for all files /
#




<IfModul & mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg 0Ja ogJg opus

# Data I1nterchange
AddTupe applications json json map
AddTupe applicationsld+json jsonld

# Javascript
# Hormallze to standard type.
# httpo: //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddTupe applications javascript is
# ¥ideo
AddTupe i deosmpd fdv fdp mdv mpd
AddTupe wideosogg ogy
AddTupe i deo/webm webm
AddTupe wideos x-f1w flw

# Web ronts
AddType applicationsfont-woff wof
AddType applicationsvwnd ms—fontobject eot

# Browsers usually 1gnore the font MIHE types and simply sni ff the bytes
# to figure out the rfont type,
# httoe s7mimesnd 7, spec. what wg, orgs#mat chi ng-3-ront -t ype-pat tern

# Chrome however, shows 3 wanimng I any other MIHE types are used for
# the followimg fonts,

AddTupe applicationsx-font-ttf tto tif
AddType font/sopentype otf

# Make 5YGEZ fonts work on the 1Pad

# https: </twi tter, comsFont Sgul rrel /st at uss1 45855690545
AddType i mage/ swg+xml A el
AddEncoding gzip svgz



# Ot her

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-web-app-mani f est+json webapp
AddType applicationsx-xpinstall xpi
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType image/x-icon cur
AddType text/cache-mani fest appcache manifest
AddTupe textswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof
</TfModul e
#

# | UTF-8 encodimg

#

# lse UTF-8 encoding for anything served as textshtml  or textsplain,
Addlef aul tCharset utf-3

# Force UTF-8 for certalin file formsts

£<IfModul e mod_mime, c»

AddCharset utf-3 . atom . css . js . json . jsonld . rss . wit | webapp . xml

AT Modul e

S B
# # URL REWRITES #
S B

#
# | Rewrlte englne /
#

# Turn on the rewite engine and ensble the "FollowSymlinks option (this Is

# necessary 1n order for the followling directives to workl,

# If your web host doesn't allow the FollowSymlinks' option, you may need to

# comment 1t out and use Options +5umlinks]fOwnerMatch . but be aware of the



# performance 1mpact,
# http A7kt tpd, apache. orgsdocsscurrent /mi sc/perf -t unt ng. bt ml #5yml 1 nk=s

# Also, some cloud hosting services require RewriteBase to be set,
# http /7w, ackspace. comsknowl edge_cent ety freqguent 1 y-ask ed-qguest I ons why-1 s-mod-rewr t e-
not —work 1 ng-on-my-si te

£IfModule mod_rewrite, o
Options +FollowSumlinks
# Options +5ymlinkslfOwnertat ch
FewriteEngine On
RewriteBase /
/I fModul e

#
# | Suppressing # Forcing the “www =~ at the beginning of URLs /
#

# The same content should never be avallable under two different URL=,

# especially not with and without “www, = 3t the beginning, This can cause
# SE0 problems (duplicate contents, and therefore, you shoul d choose one
# of the alternatives and redirect the other one

# By default Option 1™ (oo “wew "3 15 activated
# Rttpe A7 no—www orgsfag pho?g=cl as5_6

# If you would prefer to use Option 27, just comment out all the 1ines
# from Option 1~ and uncomment the ones from Option 27,

# INFORTANT: HEYER LSE BOTH RULES AT THE SHIE TIME!

# Option 1: rewlte www, sxampl e com 7 exampl g com

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http: //% B{REQUEST_URIF [R=381, L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d



RewriteRule ™0, #1% index. php?/$1l CL]
<A1 fModul e

# Option 20 rewite example com 7 wiw, exampl g com

# FBe awsre that the following might not be 5 good 1des 17 you use “real”
# subdomains for certain parts of your website,

# <IfModul e mod_rewts cx

# Rewr] telond XCHTTPS: ! =on

# Rewri telond XCHTTP_HOSTR ! “www', [HCT

# Rewri telond ¥CSERYER_ADDR: !=127. 4 4, 1

# Rewri telond ¥CSERYER_ADDRY 1=::1

# RewriteRule ™ http: /swww, ZCHTTP_HOST BEREQUEST_URI: [R=341, L]
# <1 FHodul g

# HERHHR R AR R AR AR A AR R AR RRRRRRARRRRRRRRARRRRRBRR AR R AR R B AR R AR AR AR R AR AAR AR R A
# # SECURITY #
# HERHHR R AR R AR R AR AR RRRRRRRRRARRARRRRRARRBRRARR AR R AR R B AR R AR R AR AR AR AAR AR R A

#
# 1 Clickjackimg /
#

# FProtect website agalnst clickjacking

# The example below sends the X-Frame-0ptions’ response header with the walue
# "DENY . Informing browsers not to display the web page content in any frame.

# This might not be the best setting for everyone You should read about the
# other two possible values for " X-Frame-Options’: " SAMEORIGIN & ALLOW-FROM .
# http Artool s 1etf, orgshtml /1 fora348sect i on-2, 1

# Keep in mind that while you could send the ~X-Frame-Options  header for all

# of your site@s pages, this has the potentisl downside that it forbids even

# non-malicious framing of your content (e g when users visit your site using
# a Google Image Search results pagelt,

# Honethel ess, you should ensure that you send the X-Frame-Options’ header for



# all pages that allow 3 user to make a state changing operation (e g pages
# that contain one-click purchase 1inks, checkout or bank-transfer confirmation
# pages, pages that make permansnt conflogue-ation changes, ete, .,

# Sending the X-Frame-0ptions header can also protect your website agalnst
# more than just clickjacking attacks: https /7cures3 desxfo-click jacklng pdf,

# http: #/tool s 1etf, orgshtml <rfc7asd

# http: /7Bl ogs, msdn, comsbel el nt ernal s7archi ves 261 /A5 38, combat 1 ng-cl 1 ok jackl my-wi th-x-
frame-opt 1 ons, aspx

# https: < lww, owasp, orgsl ndex, phpeCl1 ok jackl mg

# <IffModul e mod_headers, cx

# Header set X-Frame-Options "DEHY"

# CFilestlatch "%, Cappeachel atoml crxl cssl curl eot! r40abpw]] £1v gi 1 htcol 1col jpe?
gl jsl jsoncldr?

| mdL 37/ mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sararl extzl svgz?

| swrl ttLer]l vefl vt t! webappl webl mpd/! wof fl xml | xpi 18" >

# Header unset s-Frame-Options

# ¢/Filestatch:

# </ fHodul ex

#
# | Content Security Policy (CSP /
#

# Mitigate the risk of cross-site scripting and other content-injection attacks,

# This can be done by setting a Content Security Policy which whitellsts
# trusted sources of content for your website,

# The example header below allows OMLY scripts that are loaded from the current
# site's origin Cno inline scripts, no COH, etch, This almost certainly won't
# work as-15 for your =i1te!

# For more details on how to craft a reasonsble policy for yows site, read:

# httpe Arhtml Brocks, comsenstut orl al s/ securl tyscont ent —securi ty-pol 1oy Cor the
# specification http /sw3 org/TRACSFY, Al=so, to make things easier, you can
# use an online C5F header generator such as: httpe s/cspl sawesome, coms,

& Tl & md heardsrs. s



1

'script-src 'self'; object-src 'self'”

# Header set Content-5ecuri ty-FPolicy
¥l c=5 curd eotl F40abpwll £1vl gi 1 htcl 1col jpe?

# ¢Filestiatch "%, ¢ appoacthe! atoml cf
gl j=l jsoncldr?

| mdl 37/ mani fest! mapl mpdl oexl ogl agwl! opus/ ot £l pdfl pngl rdfl Fssl safarl ext zl svgz?
| swfl ttLcrll vefl vt t! webappl webl mpd! woffl xml ] xpl 13" >

# Header unset Content-5ecuri ty-FPol1cy

# ¢/F11estlatch:

# <71 FHodul e

#
# 1 File access /
#

# Block access to directories without a defaul t document.

# You should 1eave the followlmg uncommented, a5 you shouldn't allow anyons to
# surt through every directory on your server (which may 1ncludes rather prlvate
# places such as the CMS's directori esl,

<IfModul & mod_aut ol ndex, o
Options -Indexes
<A1 Modul e

# Elock access to hidden files and directories,
# Thi=s 1ncludes directories used by version control systems such as GIt and 59H,

£IfModule mod_rewrite, o
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]

/I fModul e

# FBlock access to flles that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by some
# text editors and can pose 3 securlty risk when anyone has access to them
# http A/ feross orgsomspl ol tr



# THFORTANT: LUpdate the "<Filestiatchs’ regular expression from below to 1nclude
# any files that might end up on your productlon server and can expose sensitive
# Information about your website, These files may 1nclude: conflogur-ation 1165,
# riles that contain metadata sbout the project (e g project dependenciess,

# build scripts, etec,

¢FilesMatch "¢ 7# «# %, (bakl configl distl flalinfcill 1ogl psdl shl sgll swlopd 2l “) "
# Apache < 2,3
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl
<A1 fModul e
# Apache = 2, 3
<IfModul e mod_authz_core, c
Require all denied
<A1 fModul e

</FilesMatch:
#

# | Reducing HINME type securlty visks /
#

# Frevent some browsers from MIHE-snl Ffing the response,

# This reduces exposure to drive-by downl osd attacks and cross-origin data

# 1eaks, and should be 1eft uncommented, especially I1f the web server 15

# serving user-upl oaded content or content that could potentially be treated
# a5 executable by the browser,

# httoe /7w, 511 deshare net s hasegauayosuk e/ owasp-haseqaus

# httoe /7Bl ogs msdn, comsbel esarch ves2A65,/ 87, 82,1 ef-securl ty-part —v-comprehensi ve-
protection aspx

# htto: ssmsdn, mi crosoft, comsen-uss11brarys/1 e/ggbE2941, a5px

# httoe ssmimesnl £F, spec, what wg, org”

<IfModul & mod_headers, ¢

L L I ey gy S O L [ B e T



neqaer SEL A-LONLerne— 1 gpe—uprl onz Nna=rnmrT
AT Modul e

#
# | Reflected Cross-5ite Scripting (%5550 attacks /
#

# 010 Try to re-enable the Cross-5ite Scripting (X550 filter built into the
most Fecent web browsers,

The filter 15 usually enabled by default, but in some cases it may be
di sabled by the user. Howswver, 1n Internet Explorer for example, 1t can
be re-enabled just by sending the X-555-Protection’ header with the
value of 1,

2y Prevent web browsers from rendering the web page 1f & potential reflected
(3 k. 3 non-persistentl X¥55 attack 15 detected by the rilter,

By default, If the filter 15 enabled and browsers detect a reflected
X585 attack, they will attempt to block the attack by making the =smallest
possible modi fications to the returned web page

Unfortunately, 1n some browsers (e g ! Internet Explorerd, this defaul t
behavior may allow the ¥55 filter to be exploited, thersby, it's better
to tell browsers to prevent the rendsring of the page al together, 1nstead
of attempting to modify 1t

HOH O R O R W O T W R O R O[T O™ R W R W™ W

http: 7/ hack ademi x, nets2669/11 /21 71 es-x55-11ter-creat es-xss—wvul nerabi 111 65

#

# THPORTANT: Do not rely on the 55 filter to prevent %55 attacks! Enswure that

# you are takimg all possible measwures to prevent Y55 attacks, the most obvious

# beimg walldating and =sanitizimg your site's 1inputs

#

# httpe /7Bl ogs msdn, comsbel esarchi ves 20056, A7, 82/ 1 BE-securl ty-part -1 v-the-xss-fi1ter, aspx
# httpe /7Bl ogs, msdn, comsbeT 81 nt ernal s/archl ves261 1/681 731 A cont rol 11 mg-the-1nt ermet -

expl orer-xss-111ter-wi th-t he-x-xss-prot ect 1 on-ht t p-header, aspx

# https: < Swww, owasp, orgsl ndex, phpsCross-s1 te_Scrl ptl ng_ Z2EXS5589

# <IfHodul e mod_headetrs, o
# # 17 rer
# Header set X-%555-FProtection "1; mode=block”

—_ - C e e = . —_— e . L | . -



# <F1lesflatch "%, (appcachel atoml crxl 55 curl eot] F4labpyd] £l gl fl htcl 1col jpey
gl j=l jsoncldr?

| mdL 37/ mani fest! mapl mpdl oexl ogl agwl! opusl ot £l pdfl pngl rdfl rssl safarl ext zl svgz?

| swfl ttLcr1l vefl vt t! webappl webl mpd/! wof fl xml | xpi 38" >

# Header unset X-X55-Frotection

# </F11estlatch:

# /T fHodul e

#
# | Secure Sockets Laysr (5500 /
#

# Fewrlte secure reguests properly In order to prevent 550 certificate warnl ngs
# E g prevent "https: /sfwww, exampl e com” when your certlficate only allows
# https: A/secure exampl g com’,

# <IrModul & mod_rewdte c:

# Rewrl telond XCSERYER_FORTY ! 7443

# RewriteRule ™ https: /7exampl e-domal n-pl ease-change-me, comiiREQUEST_URI: [R=341, L]
# /T fHodul e

#
# 1 HTTF 5trict Transport Security (HSTS) /
#

# Force client-side 550 redirection,

# If 3 user types example com In his browser, the above rule will redirect
# him to the secure version of the site. That still leaves 3 window of

# opportunity Cthe 1nitial HTTP connection) for an attacker to downgrads or
# redirect the reguest,

# The followlng header ensures that browser will OHLY connect to your server
# wvia HTTFS, regardless of what the users type In the address bar,

# http Artool s 1etf, orgshtml Zdrarft -1 et f-websec-stri ot -t ransport -sec-1 d#sect 1 on-6, 1
# httpe /7w, Bt ml Brocks, comsenstut ol 3l 5/5ecurt tystransport -1 ayer-securt tuys

# ITHPORTANT: Remove the 1ncludeSublomains  optional directive 1F the subdomsins
# are not using HTTFS.



# <IrModul & mod_headers, c»
# Header set 5trict-Transport-5ecurl ty "max-age=1 6A7A484; 1 ncl udesublbomal ns"
<1 FModul g

#
# | Server software 1nformation /
#

# Avold di splaying the exact Apache version number, the description of the
# generic 05-type and the Information about Apache’ s complled-1n modul 85,

# ADD THIS DIRECTIVE IW THE "httpd conf™ AS IT WILL HOT WORK IH THE . htaccess'!

# ServerTokens Prod

# HERHHR A AR R AR R AR AR AR RRRRRRARRARRRRRARR BB R B RR AR R AR R B AR R AR R AR AR AR RAR AR R A
# # WEE FERFURMAHLCE #
# HERHHR R AR R AR R AR AR R AR ARRRRRARRRRRRRRARRBRRBRR AR R AR AR AR R AR AR R AR R AR AR AR R A

#
# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangl ed headers
# httpo srdevel oper, yahoo, comsbl ogssydnpost s/ 2681 8,1 27 pushl ng-beyond-gz1 ppi ng
£IfModule mod_setenvif. o
<IfModul & mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {153 -C1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<A1 fModul e
<A1 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable mod_filter’
# and can remove the “<Iffiodule mod_filter, c»’ and “</IfHodul e’ 11nes
# as AddoutputFilterBuyType 1s still in the core directivess,
<IfModule mod_filter, ci

AddOut putFilterBuTupe DEFLATE applicationsatom+xml &



application/ javascript
applicationd json
application/ld+json &
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—component
text/xml

</TfModul e

AT Modul e

#

# | Content transformations
#

# FPrevent mobile network providers from modi fying the website's content.

# httoe Z2w, w35 orgsFrotocol sA0fcE6] 6ArTcE6] 6-5ecl 4, html #5ecl 4, 5, 5

# <IfHodul & mod_headers, o
# Header set Cache-Control "no-transform”
# <1 FHodul 23

#
# 1 ETags
#

# Remowve ETags as resources are sent with far-future explres headers,

# httpe 77devel oper, yaboo, comspertormancesrul s, html #et ags.,

# FileFTag Hone doesn't work In all cases
<IfModul e mod_headers, ¢



Header unset ETag
</1fModul e

FileETag Hone

#

# | Expitres headetrs
#

# The following expltes headers are set pretty far in the future I you

# don't control wersioning with fi1lename-based cache busting, consider

# lowering the cache time for resources such as style sheets and Javascrlpt

# riles to something 11ke one week,

£IfModul e mod_expires. o

ExpiresActive on

ExpiresDefaul t " access
# L55
ExpiresByTuype text/css " access

# Data I1nterchange

ExpiresByType applicationd json " access
ExpiresByType applicationdld+json " access
ExpiresByType applicationdxml " access
ExpiresByType text/xml " access

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imagesx-1icon " access

# HTHL components (HTCs)

ExpiresByType text/x-component " access
# HTHL
ExpiresByType text/himl " access

# Javascript
ExpiresByType applicationd javascript " access

# Manifest files

plus

plus

plus
plus
plus
plus

plus

plus

plus

plus

= @ @ @

mont k"

year"

seconds"
seconds"
seconds"
seconds"

week"

mont k"

seconds"

year"



ExpiresByTupe applicationdx-web-app-manifest+json  "access plus @ seconds”
ExpiresByTuype text/cache-manifest "access plus @ seconds”
# Medi 5
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTuype imagesogif "access plus 1 month"
ExpiresByTupe image/ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe wvideosmpd "access plus 1 month"
ExpiresByTupe wvideosogg "access plus 1 month"
ExpiresByTuype wideos webm "access plus 1 month"
# Web reesds
ExpiresByType applicationatom+xml "access plus 1 hour”
ExpiresByTuype application/rss+xml "access plus 1 hour”
# Web ronts
ExpiresByTupe applicationfont-woff "access plus 1 month"
ExpiresByType applicationdvwnd ms-fontobject “access plus 1 month"
ExpiresByTupe applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTuype 1mage/sswg+xml "access plus 1 month"
<A1 fModul e

#

# | Filename-based cache busting

#

#If you're not usimg 3 build process
# you might want to consider enablIng

to manage your £11ename version Fevyl ng,
the following directives to route a1l

# requests such a5  sosscstyle 12345 css to sosscstyl e css .

# To understand why this 15 Important and 3 better idea than "% css?ve3l’, read:

# httpo /st evesouders, comsbl og/2A65, 85,/ 23/ revvl ng-r1 1 enames-dont —use-gueryst 11 mg

# <IfModul & mod_rewite c>

# Rewr1 teCond XREQUEST_FILEMHAMER ! -f

# RewriteRule 0, +1%, Chd+1s, (sl css/ pngl joe?gl gi fig $1. $3 [L]
# <1 FHodul g



#

# | File concatenation /
#

# Allow concatenation from within specific style sheets and JavaScript files,
IT you have the following content 1na file

# e
#

#

#

# ¢ ——#include f11e="11hbs7jguery, js" --»

# ¢! —#include fil1e="plugi ns/ jquery. timer, js" --»
#

#

Apache will replace 1t with the content from the specified files,

I FModul & mod_1 ncl ude, c:
¢Filestiatch "%, combi neds, js§" >
Options +Incl udes
Addiut put F1 1 terByType THOLUDES 3pplications javascript applications json
SetOutput Filter THCLUDES
</F11estat ch:
Filestiatch "\ combined'. css$">
Options +Incl udes
Addiut put F1 1 terByType THCLUDES text/css
SetOutput Filter THCLUDES
</F11estat ch:
</ T FHodul e
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#

#/1 File Listimg /
#

# FPrevent Directory LIsting

Options All -Indexes

#

# | Protect . htaccess file /
#

# FPrevent wiewing of | htaccess file
£Files , htaccess:

nrder Al 1. derid
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deny from all

</Files»

# STROHG HTACCESS FROTECTIOH

<Files ™ "7 &\, ([HRILTtI[Aa1x":

order allow, deny

deny from all

satisfy
£/Files:

#

all

# 1 EBlocking all bot

#

# Block bad bots
RewriteEngine On

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

Rewri teCond
D1 + el amd

#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

HWEHTTD ISFD OeFHT™

“Bl acklidow [OR]

“Both mailtor craftbot@yahoo, com [OR]

“ChinaCl aw [OR]
“Custo [OR]
“DISCo [OR]

“Downl oads Demon [OR]

“eCatch [OR]
“EirGrabber [OR]
“Email5iphon [OR]
“Emailllolf [ORI

“Expresss WebPictures [OR]

“ExtractorPro [OR]
“EyetetIE [OR]
“Fl ashGet [OR]
“GetRight [OR]
“Getlleb! [ORI
“Gol Zilla [OR]

“Bo-Ahead-Got-It [OR]

“GrabHet [ORI
“Grafula [OR]
“HMview [OR]
HTTrack [HC, OR]

“Imageh Stripper [OR]

“Imageh Sucker [OR]

Indyh Library [HC, OR]

“InterGET [OR]

“Trtarmatt Himiz FOO1
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RewriteCond #CHTTP_USER_AGEMTY “JetCar [OR]
RewriteCond #CHTTP_USER_AGEMT “JOC% Leb Spider [OR]
RewriteCond #CHTTP_USER_AGEMTY “larbin [OR]
RewriteCond #CHTTP_USER_AGEMTY “LeechFTP [OR]
RewriteCond #CHTTP_USER_AGEMTY “Massh Downloader [OR]
RewriteCond #¥{HTTP_USER_AGEMTY “MIDown' tool [OR]
RewriteCond #CHTTP_USER_AGEMTY “Mister PiX [ORI
RewriteCond #CHTTP_USER_AGEMTY “Mawroad [OR]
RewriteCond #CHTTP_USER_AGEMTY “MearSite [OR]
RewriteCond #{HTTP_USER_AGEMTY “MetAnts [OR]
RewriteCond #CHTTP_USER_AGEMTY “MetSpider [ORI
RewriteCond #{HTTP_USER_AGEMTY “Meth Yampire [OR]
RewriteCond #CHTTP_USER_AGEMTY “MetZIP [OR]
RewriteCond #{HTTP_USER_AGEMTY “Octopus [OR]
FewriteCond #¥{HTTP_USER_AGEMTY “0Offline\ Explorer [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Offline' Mavigator [OR]
RewriteCond #¥{HTTP_USER_AGEMTY “PageGrabber [0OR]
RewriteCond #{HTTP_USER_AGEMTY “Papa% Foto [OR]
RewriteCond #CHTTP_USER_AGEMTY “pavuk [OR]

FewriteCond ¥{HTTP_USER_AGEMTY “pcBrowser [OR]
RewriteCond #{HTTP_USER_AGEMTY “Real Download [OR]
RewriteCond #CHTTP_USER_AGEMTY “ReGet [OR]

RewriteCond ¥{HTTP_USER_AGEMTY “SiteSnagger [OR]
RewriteCond #CHTTP_USER_AGEMTY “SmartDownload [OR]
RewriteCond #CHTTP_USER_AGEMTY “SuperBot [OR]
RewriteCond #CHTTP_USER_AGEMTY “SuperHTTP [ORI
RewriteCond #¥CHTTP_USER_AGEMTY “Surfbot [OR]
RewriteCond #CHTTP_USER_AGEMTY “tAke0ut [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Tel eporth Pro [0OR]
RewriteCond #¥CHTTP_USER_AGEMTY “VoidEYE [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “leb Imageh Collector [OR]
RewriteCond #CHTTP_USER_AGEMTY “Webd Sucker [ORI
RewriteCond #{HTTP_USER_AGEMTY “WebAuto [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebCopier [ORI
RewriteCond #CHTTP_USER_AGEMTY “WebFetch [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebGos IS [ORI
RewriteCond #{HTTP_USER_AGEMTY “Webleacher [OR]
RewriteCond ¥{HTTP_USER_AGEMT “lebReaper [OR]
FewriteCond ¥{HTTP_USER_AGEMTI “lebSauger [OR]
RewriteCond #CHTTP_USER_AGEMTY “Website\ ekXtractor [OR]
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RewriteCond ¥{HTTP_USER_AGEMTY “lebStripper [OR]
RewriteCond ¥CHTTP_USER_AGEMT “Webllhacker [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebZIP [OR]
RewriteCond ¥CHTTP_USER_AGEMTY “Wget C[OR]

RewriteCond #¥CHTTP_USER_AGEMTY “Widow [OR]

RewriteCond #CHTTP_USER_AGEMTY “WWWOFFLE COR]
RewriteCond ¥{HTTP_USER_AGEMTY “xal dont MWebSpider [OR]
RewriteCond %{HTTP_USER_RAGEMT} “Zeus

RewriteRule ™ = - [F,L]

# EEDIRECT SFAMMER ATTACKS TO BOGLS SITE
<IfModule mod_rewrite, o

FewriteCond ¥0UERY_STRIMGY g=user/reqgister
RewriteRule “/7% http /Awww, nixbla comd [R=3A1, L]
FewriteCond ¥OUERY_STRIMGY g=node/add
RewriteRule “/7% http /Awww, nixbla comd [R=3A1, L]
<SIfModul e

#ELOCK BROWSER ACCESS TO LOG FILES
<Files ™ ", log$"s

Order allow, deny

Deny from all
£/Files:

#UF HARDEHIHE SECURI TY HEARDERS
<1 fModul & mod_headers, o

Header set X-x55-Protection "1; mode=block”
Header always append xX-Frame-0ptions SAMEORI GIH
Header set X-Content-Type-Options: "nosniff”

</1 fModul e

# BEGIN WordFress

<IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh, phpd - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]
<SIfModul e



# EHD WordFPress

# PROTECT WP-CONFIG FILE
<files wp-config, php:
arder allow, deny

deny from all

</filess

# SERYE CLUSTOMN ERROR FAGES WITH COMTACT EMAIL FOR THOSE BLOCKED BY HISTAKE
Errorbocument €835 A463, html

# 2614 MICRD BLACKLIST PLUS MALICIOUS BOTS AWD SEARCH SPIDERS, ALL EXSCLUSIYELY FOREIGH
BOTS EXCEFT FIRST 3 CATEGORIES AHD SOME SEARRCH SFIDERS
£IfModule mod_setervif. o

Order ALLow, Deny

Allow from all

# AWS MALICIOUS SEARCH BOT

Deny from 54 163 251, 86

# CGI-BIH BASHER

Deny from B2 218, 75, 178

# TROLL BLOCKS AHY COUHTRY

Deny from 69, 81, 175 135

# FOREIGH BOTS CAUGHT IN THE BAD BOT BLACKHOLE
Deny from 86, 123 243, 258

Deny from 189, 233 122 212

Deny from 91, 242, 33, 8

Deny from 189 64, 163 94

Deny from 176, 28 46, 163

Deny from 75 118, 8 85

Deny from 125 199, 164, 76

Deny from 41, BB, 238, 92

Deny from 197, 237, 289, 284

Deny from 95 211, 81, 86

Deny from 89 123 14, 154

Deny from 185 24, 233 3

Deny from 92 85 56, 141

Deny from 192 186, 142, 178

Deny from 176, 285, 252 538

Deny from 175 858 168 243

Deny from 92 85, 174, 229



Deny from 2,9 151, 67
Deny from 22 76, 87 136
Deny from 79, 177, 15,78
Deny from 22 157 216,118
Deny from 79, 182 153 82
Deny from 72 252 283 195
Deny from S5, 53 243, 228
Deny from 77,173 119, 236
Deny from 92 11, 29, 16868
Deny from 153 227, 157, 61
Deny from 1368, 284, 244, 14
Deny from 85,113 55, 152
Deny from S8, 61, 57, 89
Deny from 176, 57, 141,193
Deny from 77 172 2168, 16
Deny from 138, 284, 232, Z1
Deny from 192 99, 244, 194
Deny from 173 246, 4, 215
Deny from 268, 59, 199, 67
Deny from 76, 79,114, 2
Deny from 197 45, 133 157
Deny from 93 36,118 3

# ANOWYHOUS FROXTES
Deny from 94, 242, 246, 23
Deny from 197, 231, 221, 211

Deny from 217, 115,18, 131

# ATTEMFTED WP LOGIHS FROM FOREIGH COLUNTRIES
Deny from 175 137, 82 82

Deny from 46, 151,

Deny from 192 99,111,136

Deny from 173 33 164, 31

# FOREIGN BOTS ATTERPTIMNG %55 SCRIFT ATTACKS
Deny from 212 2568, 16,17

Deny from 183 12 151, 188

# SEARCH EHGIHES AND SFIDERS

# Aboundesx crawl et

Deny from 173 192 34, 95

# Baldu crawl s

Deny from 123 125

# Bing crawlers that do not respect crawl
Deny from 157, 550 39



Deny from 287, 46,13

Deny from 187, 175 268
Deny from 157 55, 39,113
Deny from 287, 46, 13 67

# ddos attack hitting image fol der
Deny from 176, 9 124, 142
Deny from 75, 63 97 63
Deny from 37,14, 152 158
Deny from 287, 95 159,119
Deny from 738 189 167, 52
Deny from 76, 116,161, 177
Deny from 79, 145 112 147
Deny from 173 163 1368, 213
.18, 284, 154

L 29,71, 24
Deny from 72 172 51, 166
Deny from 63 35 179, 182
Deny from 174, 48, 165, 222
Deny from 67, 211, 239, 38
Deny from 16835 16,114, 14
Deny from 154, 35, 14, 164
Deny from BB, 249, 51, 254
Deny from 79, 14, 2689, 118
Deny from 216, 76, 54, 138
Deny from 72 185, 4 223
Deny from 217, 129, 146, 2638
Deny from 145 251,13 242
# Dot Bot

Deny from 2635 115 113, 92
# 1 oengl ne

Deny from 142 136, 187, 187
#I cerocket crawl e

Deny from 2689, 191,

# Majesticlz bots Germany
Deny from 145 251,

Deny from 92, 232

Deny from V& 46

Deny from S5 158

Deny from 144, 76

Deny from B9, B4, 41,

Deny from 57, 117

k]

Deny from
Deny from

=1 [ =l
I

rJ



Deny from 162 218,

Deny from 37 59, 28,

Deny from 289, 126,

Deny from 195 245,

Deny from 509 97,

Deny from 91, 194,
#axpoi ot cr-awl e

Deny from 283 123 79, 63
#Het herl ands spam bot
Deny from S8, 32 65, 82

# Seznam bot

Deny from 77 75 77

# Spani sh spam bot

Deny from S5 54,

Deny from 46, 27, 938, 231
# Spinne bot

Deny from 173 192 2358, 44
Deny from 174, 36, 241, 151
# Sumfony spider

Deny from 54, 217, 185, 241
# Xovi Bot Germany

Deny from S35 195,

Deny from 212 224,119
#randex crawl ers

Deny from 188, 43,

Deny from 95, 1683,

Deny from 141, 8

Deny from 5. 255,

Deny from 175 154

Deny from 37, 148,

Deny from 93 155,

Deny from 5. 45 254,

# ¥isou splder

Deny from 42 156,

# COUNTRY BOTS

# Australia bot

Deny from 27, 54, 93, 178
# Brazil bots

Deny from S 232 182, 193
Deny from 186, 282 126, 94
Deny from 186, 213 72 146



Deny from 186, 219, 44, 6

# admin pages crawl e from Brazil
Deny from 177, 22 1668, 37

# admin pages crawl e from France
Deny from 46, 185, 42, 172

# admin pages crawler from China
Deny from 128, 34, 97, 183

# roreign wo-configbak crawl ers
Deny from S5 232 63 48

# Canada bot

Deny from 69, 161, 138

# Chinese bots

Deny from 192 268, 182, 182

Deny from 153 135

Deny from 95 126,17, 119

Deny from Z8Z, 46, 22 128

Deny from 42 156,

Deny from 27, 159,

Deny from 27, 158,

Deny from 27,153

Deny from 148, 237

Deny from 29 55,

Deny from 182 118

Deny from 49, 77,

Deny from 149, 255,

Deny from 1683 171,

Deny from 1268, 43,

Deny from 222 77,

Deny from 2268, 161,

Deny from 1268, 37,

Deny from 116, 36,

Deny from 116, 35,

Deny from 221,176

Deny from 24, 83

Deny from 195, 211,

Deny from 113 1685 21, 69
Deny from 223 184, 31,111
Deny from 258 22 67, Z16
Deny from 153 131, 144, 284
Deny from 155 165, 61, 65

# French bots



Deny from 46, 185,113, 8
Deny from 37, 59 65, 58
Deny from 37, 187 89, 77
# German bots

Deny from 212 98, 143, 181
Deny from 175 63

Deny from 1758 77

Deny from 175 238

Deny from &7, 186, 157, 232
# India bot

Deny from 122 166, 169, 127
# Ireland bot

Deny from o4, 229, 73, 48
# Korea bots

Deny from 14 63 212 77
Deny from 115, 39,113 219
Deny from 211, 244

# Lithusnia bots

Deny from 31,193 196, 98
# Hew cealand bots

Deny from 283 189, 153, 2681
Deny from 27, 252 92, 183
# Pakistan bot

Deny from 27, 255, 56, 87
# Polish bot

Deny from 22 139, 3. 3
Deny from 155, 133, 19,1368
# Russian bots

Deny from 46, 35, 238, 234
Deny from 31, 1584, 235, 9
Deny from 91, 287

Deny from 125 73 668, 194
Deny from 94, 41, 113 152
Deny from 5 164

Deny from 95, 185, 29, 47
Deny from 175 141, 211,111
Deny from 46, 42, 152, 84
Deny from 23, 234, 88, 197
Deny from 57, 117

Deny from 136,169, 197, 87
Nern from 185143 2532 72



e o man m e m e e s

Deny from 145 255, 3.1
Deny from 31, 192,

# mail, ru Russian crawl er
Deny from 217, 69, 133

# google sniper 1p from Serbla
Deny from 95 188, 77,18

# Turkey bots

Deny from &5 233 281, 38
Deny from 9, 73 167, 227
# UK bots

Deny from 59, 238 137 59
Deny from 195 157, 124, 186
# Ukraine bot

Deny from 91, 287, 7, 282
Deny from <46, 174, 165, 192
# Lkraine spam bot

Deny from 91, 268,

# 51ngapore bot

Deny from 27, 96, 183, 38

# Sweden bot

Deny from 194, 9, 94, 213
/I fModul e

£IfModule mod_rewrite, o

FewriteCond #¥COUERY_STRIMGY httph: /% wwwh, googleh, comh/humanss, txth? [HCI
RewriteRule .+ - [F.LI]

/I fModul e

# Start Bad Bot Prevention

£IfModule mod_setervif. o

# SetEnvl fHoCase User-Agent ¢ bad_bot

SetEnvI fHoCase User-Agent ™1 Zsoso bad_bot
SetEnvI fHoCase User-Agent 192, comAgent bad_bot
SetEnvI fHoCase User-Agent “1Hoonbot bad_bot
SetEnvIfHoCase User-Agent ™1onl searchBot bad_bot
SetEnvI fHoCase UUser-Agent “3D0_SEARCH bad_bot
SetEnvI fHoCase User-Agent “30E_SEARCHZ bad_bot
SetEnvI fHoCase User-Agent “3G5E bad_bot

SetEnvI fHoCase User-Agent ™56, nu bad_baot

SetEnvI fHoCase User-Agent “Al Sitemap Generator bad_bot
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SetEnvI fHoCase User-Agent “AB-Indexer bad_bot

SetEnvI fHoCase User-Agent “AASP bad_bot

SetEnvI fHoCase User-Agent “ABACHOEot bad_bot

SetEnvI fHoCase User-Agent “Abonti bad_bot

SetEnvI fHoCase User-Agent “abot bad_bot

SetEnvI fHoCase User-Agent “AbotEmail Search bad_bot

SetEnvI fHoCase User-Agent “AboundexsA, 3 bad_bot

SetEnvI fHoCase User-Agent “AboutlsBot bad_bot
SetEnvIfHoCase User-Agent “AccHonitor Compliance Server bad_bot
SetEnvI fHoCase User-Agent “accoona bad_bot

SetEnvI fHoCase User-Agent “AChulkow, MET page walker bad_bot
SetEnvI fHoCase User-Agent “Acme. Spider bad_bot

SetEnvI fHoCase User-Agent “AcoonBot bad_bot

SetEnvIfHoCase User-Agent “acquia-crawler bad_bot

SetEnvI fHoCase User-Agent “ActiwveTouristBot bad_bot

SetEnvI fHoCase User-Agent “Ad Muncher bad_bot

SetEnvI fHoCase User-Agent “AdamM Bot bad_bot

SetEnvI fHoCase User-Agent “adbeat_bot bad_bot
SetEnvIfHoCase User-Agent “adminshop, com bad_bot

SetEnvI fHoCase User-Agent “Advanced Email Extractor bad_bot
SetEnvI fHoCase User-Agent “AESOP_com_5piderMan bad_bot
SetEnvI fHoCase User-Agent “AESpider bad_bot

SetEnvIfHoCase User-Agent “AF Knowl edge Mow Verity Spider bad_bot
SetEnvIfHoCase User-Agent “agagregator: YWocus bad_bot

SetEnvI fHoCase User-Agent “ah-ha, com crawler bad_bot
SetEnvI fHoCase User-Agent “AhrefsBot bad_bot

SetEnvI fHoCase User-Agent “AIBOT bad_bot

SetEnvI fHoCase User-Agent “aiHitBot bad_bot

SetEnvIfHoCase User-Agent “aipbot bad_bot

SetEnvI fHoCase User-Agent “AISIID bad_bot

SetEnvI fHoCase User-Agent “AITCSRobots1. 1 bad_bot
SetEnvIfHoCase User-Agent “Akamai-5iteSnapshot bad_bot
SetEnvI fHoCase User-Agent “Al exallebSearchPl atform bad_bot
SetEnvI fHoCase User-Agent Al exfDownl oad bad_bot

SetEnvI fHoCase User-Agent “Alexibot bad_bot

SetEnvI fHoCase User-Agent “AlkalineBOT bad_bot

SetEnvI fHoCase User-Agent “All Acronums Bot bad_bot

SetEnvI fHoCase User-Agent “Alpha Search Agent bad_bot
SetEnvI fHoCase User-Agent “Amerla Search Bot bad_bot
SetEnvI fHoCase User-Agent “Amfibibot bad_bot
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JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase

USEr —HJETIL
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent
zer-Agent

zer-Agent

HMFMFFLL, COm oad_poan
“AmPmPPC, com bad_bot
“AMZHEAssocBot bad_bot

“Anemone bad_bot

“Anonymouss 35 bot bad_bot
“Anonumouse, org bad_bot
“AnotherBot bad_bot
“AnswerBot bad_bot
“AnswerBus bad_bot
“AnswerChase PROve bad_bot

“AntBot bad_bot

“antibot- bad_bot
“AntiSantylorm bad_bot
“Antro. Het bad_bot
“AOMDE-Spi der bad_bot

“Aport bad_bot

“appid: s"stremor-crawler- bad_bot
“Aqua_Products bad_bot

“AraBot bad_bot
“Arachmo bad_bot

“Arachnophilia bad_bot
“archiwve org_bot bad_bot
“aria elualizer bad_bot
“arianna libero it bad_bot
“Arikus_Spider bad_bot
“Art-0nline com bad_bot
“ArtavisBot bad_bot

“Artera bad_bot

“ASAHA Search Engine Turkey bad_bot
“ASpider/A, A9 bad_bot

“ASPSesk bad_bot

“asterias bad_bot

“AstroFind bad_bot
“athenusbot bad_bot
“Atlocal Bot bad_bot
“Atomic_Email _Hunter bad_bot

“attach bad_bot
“attrakt bad_bot

“Attributor, comBot bad_bot
“attributor bad_bot
“AttributorsDejan- bad_bot



Setenvl f HolCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

User—-Hgent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
zser-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

“augurfind bad_bot
“AURESYS bad_bot

“AutoBaron crawler bad_bot

“autoemail spider bad_bot
“autowebdir bad_bot
“AVSearch- bad_bot
“axfeedsbot bad_bot
“Rxoni ze-bot bad_bot
“Ayna bad_bot

“b2w bad_bot

“b2w/E, 1 bad_bot
“BackDoorBot bad_bot
“BackRub/ bad_bot

“BackStreet Browser bad_bot

“Backleb bad_bot

“Bai duspi der bad_bot
“Bai DuSpi der bad_bot
“Bai du3pider bad_bot

“Bai duspi der-video bad_bot

“Bai duspi der+ bad_bot
“Bandit bad_bot
“BatchFTP bad_bot
“baypup bad_bot
“BDFetch bad_bot
“BecomeBot bad_bot
“BecomeJPBot bad_bot
“BeetleBot bad_bot
“Bender bad_bot

“besserschei tern-crawl bad_bot

“betaBot bad_bot

“Big Brother bad_bot
“Big Data bad_bot
“Bigado, com bad_bot
“BigCliqueBot bad_bot
“BigCliqueB0T bad_bot
“Bigfoot bad_bot

“BI GLOTRON bad_bot
“Bilbo bad_bot
“BilgiBetaBot bad_bot
“BilgiBot bad_bot
“bingbot bad_bot



SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
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SetEnvI fHoCase User-Agent “HetResearchSerwver bad_bot
SetEnvIfHoCase User-Agent “HetSeer bad_bot
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SetEnvI fHoCase User-Agent “Rome Client bad_bot

SetEnvI fHoCase User-Agent “Rondello bad_bot
SetEnvIfHoCase User-Agent “Rotondo bad_bot

SetEnvI fHoCase User-Agent “Roverbot bad_bot
SetEnvIfHoCase User-Agent "RPT-HTTPClient bad_bot
SetEnvIfHoCase User-Agent “rtoibot bad_bot

SetEnvI fHoCase User-Agent “RufusBot bad_bot
SetEnvIfHoCase User-Agent “Runnk online rss reader bad_bot
SetEnvIfHoCase User-Agent “Runnk RSS aggregator bad_bot
SetEnvI fHoCase User-Agent “s™stremor-crawl er bad_bot
SetEnvI fHoCase User-Agent “S2Bot bad_bot

SetEnvIfHoCase User-Agent “Saf ariBookmarkChecker bad_bot
SetEnvIfHoCase User-Agent “SafetyMet Robot B, 1 bad_bot
SetEnvI fHoCase User-Agent ™Sal adSpoonsShopSal ad bad_bot
SetEnvI fHoCase User-Agent “Sapienti/Indexer bad_bot
SetEnvI fHoCase User-Agent ™SBIder bad_bot

SetEnvIfHoCase User-Agent “SEL-BOT bad_bot

SetEnvI fHoCase User-Agent “SCFCrawl ersHutch-1. & bad_bot
SetEnvI fHoCase User-Agent “Scich bad_bot

SetEnvIfHoCase User-Agent “ScientificCommons, org bad_bot
SetEnvI fHoCase User-Agent "ScollSpider bad_bot
SetEnvIfHoCase User-Agent “ScooperBot bad_bot
SetEnvIfHoCase User-Agent “Scooter bad_bot

SetEnvI fHoCase User-Agent “ScoutJet bad_bot
SetEnvIfHoCase User-Agent “ScrapeBox bad_bot

SetEnvI fHoCase User-Agent “Scrapy bad_bot

SetEnvIfHoCase User-Agent “SCrawl Test bad_bot
SetEnvIfHoCase User-Agent “Scrubby bad_bot

SetEnvI fHoCase User-Agent “scSpider bad_bot
SetEnvIfHoCase User-Agent “Scumbot bad_bot
SetEnvIfHoCase User-Agent “Search Publisher bad_bot
SetEnvIfHoCase User-Agent “search x-bot bad_bot
SetEnvIfHoCase User-Agent “Search-Channel bad_bot
SetEnvI fHoCase User-Agent “Search-Engine-Studio bad_bot
SetEnvI fHoCase User-Agent “search, Kumkie com bad_bot
SetEnvI fHoCase User-Agent “search. msn, comdmsnbot, htm bad_bot
SetEnvI fHoCase User-Agent “search. updated. com bad_bot
SetEnvIfHoCase User-Agent “search. usgs. gov bad_bot
SetEnvIfHoCase User-Agent “Searchatoo, HET bad_bot
SetEnvIfHoCase User-Agent “SearchBl ox bad_bot

el e T S L ™ e I mie Tl L [ R T SR e d Lo



S2LENYL T HU.dSe
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase

USEr —HJgern. Sedr croon ogoa_pon

“SearchBot bad_bot
“searchengi ne bad_bot

Uzer-Agent
Uzer-Agent
“searchhi ppo, com bad_baot
“Searchlt-Bot bad_bot
“searchmarking bad_bot

Uzer-Agent
Uzer-Agent
Uzer-Agent
User-Agent “searchmarks bad_bot
User-Agent “searchmee_v bad_bot
User-Agent “Searchmes! Spider bad_bot
User-Agent “searchmining bad_bot
User-Agent “SearchnowBot_wl bad_bot
User-Agent “searchpreview bad_bot
“SearchSpi der, com bad_bot
“SearQuBot/SearQuBot w1, 8 bad_bot
“5EE Spider bad_bot

“Seekbot bad_bot

“Seeker, 1ookseek, com bad_bot
“SeeqBot bad_bot
“seeqpod-vertical -crawl er bad_bot
“Selflinkchecker bad_bot

“Semager bad_bot

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
“zemanticdi scovery bad_bot
“Semantifirel bad_bot

“semi search bad_bot
“SemrushBot bad_bot
“SEQEMGHor]l dBot bad_bot
“SeznamBot bad_bot
“SeznamBot /2 B bad_bot
“SeznamBot /3 2-testl bad_bot
“Shabl astBot bad_bot
“ShadowlklebAnal yzer bad_bot
“Shareaza bad_bot

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

“Shelob bad_bot

“sherlock bad_bot
“Shoplliki bad_bot
“Showlinks bad_bot
“ShowyouBot bad_bot

“siclab bad_bot
“silk bad_bot
“5iphon bad_bot

“5itefrchive bad_bot

R -



Setenwvl f HolCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

User-Agent ~SiteCheck-sitecrawl by S1telmprove, com bad_bot
“zitecheck. internetseer, com bad_bot
“SiteFinder bad_bot

“5i teGuardBot bad_bot

“Sitelrbiter bad_bot

“5iteSnagger bad_bot

“5iteSucker bad_bot

“51 teSweeper bad_bot

“5itexpert bad_bot

“SkimBot bad_bot

“SkimklordsBot bad_bot

“SkreemREBot bad_bot

“Skywal ker bad_bot

“Sleipnir bad_bot

“sl ow-crawl er bad_bot

“5lySearch bad_bot

“smart-crawl er bad_bot
“SmartDownl oad bad_bot

“Smarte Bot bad_bot

“smartwit, com bad_bot

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

“Snake bad_bot

“snap. com beta crawler bad_bot

“Snapbot bad_bot

“SnapPrevi ewBot bad_bot

“Snappy bad_bot

“snookit/Snookit bad_bot
“Snooper/b97_A1 bad_bot

“Snoopy bad_bot

“Soci al Searcher/8. 1 bad_bot
“SocSci Bot bad_bot
“50FT4ll Directory bad_bot

“sogou bad_bot
“Sogou bad_bot

“sohu agent bad_bot
“sphu-search bad_bot
“Sokitomi crawl bad_bot
“Solbot/l, B LWP/S, A7 bad_bot

“sootle bad_bot

“Sos0spl der bad_bot
“Space Bison bad_bot
“Space Fung bad_bot



SetEnvIfHoCase User-Agent "“SpaceBison bad_bot

SetEnvI fHoCase User-Agent “SpankBot bad_bot
SetEnvIfHoCase User-Agent “spanner bad_bot

SetEnvIfHoCase User-Agent “Spannerdl. B (Linux 2 B 27 15862 bad_bot
SetEnvI fHoCase User-Agent “Spatineo Monitor Controller bad_bot
SetEnvIfHoCase User-Agent “Spatineo Serwal Controller bad_bot
SetEnvIfHoCase User-Agent “Spatineo Serwval GetMapBot bad_bot
SetEnvI fHoCase User-Agent “special _archiwver bad_bot
SetEnvIfHoCase User-Agent “Speedy Spider bad_bot
SetEnvIfHoCase User-Agent “SpeedySpider bad_bot
SetEnvIfHoCase User-Agent “Sphere Scout bad_bot
SetEnvIfHoCase User-Agent “Sphere Scoutdv bad_bot
SetEnvIfHoCase User-Agent “Sphider bad_bot

SetEnvI fHoCase User-Agent “Sphider? bad_bot
SetEnvIfHoCase User-Agent “spider bad_bot

SetEnvI fHoCase User-Agent “Spider bad_bot

SetEnvIfHoCase User-Agent “Spider. TerraMautic, net bad_bot
SetEnvI fHoCase User-Agent “SpiderEngine bad_bot

SetEnvI fHoCase User-Agent “Spiderkl bad_bot

SetEnvI fHoCase User-Agent “SpiderMan bad_bot
SetEnvIfHoCase User-Agent “Spinn3r bad_bot

SetEnvI fHoCase User-Agent “Spinne bad_bot

SetEnvIfHoCase User-Agent “sportcrew-Bot bad_bot
SetEnvIfHoCase User-Agent “spuder3. microsys. com bad_bot
SetEnvIfHoCase User-Agent S0 Webscanner bad_bot
SetEnvIfHoCase User-Agent “sglmap bad_bot

SetEnvIfHoCase User-Agent "Squid-Prefetch bad_bot
SetEnvIfHoCase User-Agent ™SquidClamAY_Redirector bad_bot
SetEnvI fHoCase User-Agent “Squworm bad_bot

SetEnvIfHoCase User-Agent “SrevBot bad_bot

SetEnvIfHoCase User-Agent “sslbot bad_bot

SetEnvIfHoCase User-Agent ™S5M Agent bad_bot

SetEnvI fHoCase User-Agent "“StackRambl er bad_bot
SetEnvIfHoCase User-Agent “StarDownl oader bad_bot
SetEnvIfHoCase User-Agent “statbot bad_bot

SetEnvI fHoCase User-Agent “statcrawler bad_bot

SetEnvI fHoCase User-Agent “statedept-crawl er bad_bot
SetEnvIfHoCase User-Agent “Steeler bad_bot

SetEnvI fHoCase User-Agent “STEGMAMM-Bot bad_bot

SetEnvI fHoCase User-Agent “stero bad_bot

SetEnvI fHoCase User-Agent “Stripper bad_bot



SetEnvI fHoCase User-Agent “Stumbler bad_bot
SetEnvIfHoCase User-Agent “suchclip bad_bot

SetEnvI fHoCase User-Agent “Sucker bad_bot

SetEnvI fHoCase User-Agent “SumeetBot bad_bot

SetEnvI fHoCase User-Agent “SumitBot bad_bot

SetEnvI fHoCase User-Agent “SummizeBot bad_bot

SetEnvI fHoCase User-Agent “SummizeFeedReader bad_bot
SetEnvI fHoCase User-Agent “Sunrise P bad_bot
SetEnvIfHoCase User-Agent “SuperBot bad_bot

SetEnvI fHoCase User-Agent “superbot, com bad_bot
SetEnvIfHoCase User-Agent “SuperBot bad_bot

SetEnvI fHoCase User-Agent “SuperHTTP bad_bot

SetEnvI fHoCase User-Agent “SuperLumin Downl oader bad_bot
SetEnvI fHoCase User-Agent “SuperPagesBot bad_bot

SetEnvI fHoCase User-Agent “Supybot bad_bot

SetEnvI fHoCase User-Agent “SURF bad_bot

SetEnvI fHoCase User-Agent “Surfbot bad_bot

SetEnvI fHoCase User-Agent “SurfControl bad_bot

SetEnvI fHoCase User-Agent “SurveyBot bad_bot

SetEnvI fHoCase User-Agent “suzuran bad_bot

SetEnvI fHoCase User-Agent “SWEBot bad_bot

SetEnvI fHoCase User-Agent “swish-e bad_bot

SetEnvI fHoCase User-Agent “SygolBot bad_bot

SetEnvI fHoCase User-Agent "“Synapticlalker bad_bot
SetEnvIfHoCase User-Agent “Suntrux ANT Scout Chassis Pheromone bad_bot
SetEnvI fHoCase User-Agent "“SystemSearch-robot bad_bot
SetEnvI fHoCase User-Agent "“Szukacz bad_bot
SetEnvIfHoCase User-Agent “T-H-U-H-D-E-R-5-T-0-H-E bad_bot
SetEnvIfHoCase User-Agent “Tailrank bad_bot

SetEnvI fHoCase User-Agent “tAkelut bad_bot

SetEnvI fHoCase User-Agent “Talkro keb-Shot bad_bot
SetEnvI fHoCase User-Agent “TAMU_CRAWLER bad_bot
SetEnvIfHoCase User-Agent “TapuzBot bad_bot

SetEnvI fHoCase User-Agent “Tarantula bad_bot

SetEnvI fHoCase User-Agent “targetbl aster. com bad_bot
SetEnvI fHoCase User-Agent “TargetYourHews, com bot bad_bot
SetEnvI fHoCase User-Agent “TAUSDataBot bad_bot

SetEnvI fHoCase User-Agent ™taxinomiabot bad_bot

SetEnvI fHoCase User-Agent “TeamSoft WinInet Component bad_bot
SetEnvI fHoCase User-Agent “Tecomi Bot bad_bot

SetEnvI fHoCase User-Agent “TeezirBot bad_bot



SetEnvIfHoCase User-Agent “Teleport bad_bot

SetEnvI fHoCase User-Agent “Telesoft bad_bot
SetEnvIfHoCase User-Agent “Teradex Mapper bad_bot
SetEnvI fHoCase User-Agent “TERAGRAM_CRAWLER bad_bot
SetEnvI fHoCase User-Agent “TerrawizBot bad_bot
SetEnvIfHoCase User-Agent “TestBot bad_bot
SetEnvIfHoCase User-Agent “testbot bad_bot
SetEnvIfHoCase User-Agent "“testBOT bad_bot
SetEnvIfHoCase User-Agent “testing of bot bad_bot
SetEnvIfHoCase User-Agent “TextBot bad_bot

SetEnvI fHoCase User-Agent “thatrobotsite com bad_bot
SetEnvIfHoCase User-Agent “The Dyslexalizer bad_bot
SetEnvI fHoCase User-Agent “The Intraformant bad_bot
SetEnvI fHoCase User-Agent “The. Intraformant bad_bot
SetEnvI fHoCase User-Agent “Thedomad bad_bot

SetEnvI fHoCase User-Agent “Theophrastus bad_bot
SetEnvIfHoCase User-Agent “theuseful bot bad_bot
SetEnvIfHoCase User-Agent “Thelsefulbot_ bad_bot
SetEnvI fHoCase User-Agent “ThumbBot bad_bot

SetEnvI fHoCase User-Agent “Thumbnail. CZ2 robot bad_bot
SetEnvI fHoCase User-Agent “thumbshots-de-bot bad_bot
SetEnvI fHoCase User-Agent “tigerbot bad_bot

SetEnvI fHoCase User-Agent “TightTwatBot bad_bot
SetEnvI fHoCase User-Agent “TinEye bad_bot

SetEnvI fHoCase User-Agent “Titan bad_bot
SetEnvIfHoCase User-Agent “TITAM bad_bot

SetEnvI fHoCase User-Agent “to-dress_ru_bot_ bad_bot
SetEnvI fHoCase User-Agent “to-night-Bot bad_bot
SetEnvI fHoCase User-Agent “toCrawl /UrlDispatcher bad_bot
SetEnvI fHoCase User-Agent “Topicalizer bad_bot
SetEnvIfHoCase User-Agent “topicblogs bad_bot
SetEnvIfHoCase User-Agent “Toplistbot bad_bot
SetEnvIfHoCase User-Agent “TopSerwver PHP bad_bot
SetEnvIfHoCase User-Agent “topyx-crawler bad_bot
SetEnvI fHoCase User-Agent “Touche bad_bot

SetEnvI fHoCase User-Agent “TourlentaScanner bad_bot
SetEnvIfHoCase User-Agent “TPSystem bad_bot

SetEnvI fHoCase User-Agent “TRAARZI bad_bot
SetEnvIfHoCase User-Agent “TranSGenikBot bad_bot
SetEnvIfHoCase User-Agent “travel -search bad_bot
SetEnvI fHoCase User-Agent “TravelBot bad_bot



SetEnvIfHoCase User-Agent “Travel LazerBot bad_bot
SetEnvI fHoCase User-Agent “Treezy bad_bot
SetEnvIfHoCase User-Agent “TREX bad_bot
SetEnvIfHoCase User-Agent “TridentSpider bad_bot
SetEnvI fHoCase User-Agent “Trowvator bad_bot
SetEnvIfHoCase User-Agent “True_Robot bad_bot
SetEnvIfHoCase User-Agent “True_Robot bad_bot
SetEnvI fHoCase User-Agent “tSchol arsBot bad_bot
SetEnvIfHoCase User-Agent “TSM Transl ation-Search-Machine bad_bot
SetEnvI fHoCase User-Agent “TskebBot bad_bot
SetEnvIfHoCase User-Agent “TulipChain bad_bot
SetEnvI fHoCase User-Agent “turingos bad_bot

SetEnvI fHoCase User-Agent “TurnitinBot bad_bot
SetEnvIfHoCase User-Agent “TurnitinBotsl. 5 bad_bot
SetEnvI fHoCase User-Agent “TutorGigBot bad_bot
SetEnvIfHoCase User-Agent “TweetedTimes Bot bad_bot
SetEnvIfHoCase User-Agent “TweetmemeBot bad_bot
SetEnvIfHoCase User-Agent “TwengaBot bad_bot
SetEnvI fHoCase User-Agent “TwengaBot-Di scover bad_bot
SetEnvIfHoCase User-Agent “TwengaBot bad_bot
SetEnvI fHoCase User-Agent “Twiceler bad_bot
SetEnvIfHoCase User-Agent “Twikle bad_bot
SetEnvIfHoCase User-Agent “twinuffbot bad_bot
SetEnvIfHoCase User-Agent “Twisted PageGetter bad_bot
SetEnvIfHoCase User-Agent "Twitturls bad_bot
SetEnvIfHoCase User-Agent “Twitturly bad_bot
SetEnvIfHoCase User-Agent “TuygoBot bad_bot

SetEnvI fHoCase User-Agent “TygoProwler bad_bot
SetEnvI fHoCase User-Agent “Typhoeus bad_bot
SetEnvIfHoCase User-Agent “U. 5. Gowvernment Printing Office bad_bot
SetEnvIfHoCase User-Agent “uberbot bad_bot

SetEnvI fHoCase User-Agent “ucb-nutch bad_bot
SetEnvI fHoCase User-Agent “UdmSearch bad_bot
SetEnvIfHoCase User-Agent “UFAM-crawl er- bad_bot
SetEnvIfHoCase User-Agent “Ultraseek bad_bot
SetEnvIfHoCase User-Agent “UnChaos bad_bot

SetEnvI fHoCase User-Agent “unchaos_crawler_ bad_bot
SetEnvIfHoCase User-Agent “UnisterBot bad_bot
SetEnvIfHoCase User-Agent “Unitek UniEngine bad_bot
SetEnvIfHoCase User-Agent “Uniwversal Search bad_bot
SetEnvI fHoCase User-Agent “UnwindFetchor bad_bot



JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
Set FowT fHACAse

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

| lI=pr-Anent

“Unwi ndFet chor bad_bot
“Unf TDB_experiment bad_bot
“updated bad_bot

“URL Control bad_bot
“url _gather bad_bot
“URL-Checker bad_bot
“URLAppendBot bad_bot

“URLEB] aze bad_bot

“urlchecker bad_bot
“urlcksl, 2, 3 bad_bot

“UrlDi spatcher bad_bot

“URLSpi derPro bad_bot
“URLyY MWarning bad_bot
“URLy. Warning bad_bot

“USAF AFKH K2SPIDER bad_bot
“usasearch bad_bot

“U55-Cosmi x bad_bot

“USyd-HLP-5pi der bad_bot
“Yacobot bad_bot

“Yacuum bad_bot

“Wadi xBot bad_bot
“Wagabondo bad_bot
“Walidator bad_bot
“Walkuyriesl, B 1ibwww-perl /8, 48 bad_bot

“wBSED bad_bot
“YCI bad_bot

“WCI KWebViewer WCI lLebWiewer Win3Z2 bad_bot

“YerbstarBot bad_bot

“YeriCiteCrawler/Hutch-2, 2.1 bad_bot
“Yerifactrola bad_bot
“Werity-URL-Gateway bad_bot

“Yermut bad_bot
“wermut bad_bot

“wersus crawler bad_bot
“wersus, integis ch bad_bot
“wiasarchivinginformation, html bad_bot

“WIP bad_bot
“YIPr bad_bot

“wirus-detector bad_bot

“¥i sBot bad_bot

“Wishal Far T TA had hnt



SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

Cat FruT fHAM oo

e

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

lzar_Onant

“¥i sleb bad_bot

“Wital Search'n Urchin bad_bot
“vlad bad_bot

“vlsearch bad_bot

“WMBot bad_bot

“WocusBot bad_bot

“Woi dEYE bad_bot

“WoilaBot bad_bot

“Wortex bad_bot

“woyager-hc bad_bot

“woyager-partner-deep bad_bot

“woyager bad_bot

“Y3E

bad_bot

“wspilder bad_bot

“W3C_
“W3C-

“w3m

Unicorn bad_bot
WebCon bad_bot
bad_bot

“w3search bad_bot
“wachot bad_bot
“wastrix bad_bot

“later Conserwe Paortal bad_bot

“Water Conserwve Spider bad_bot
“WatzBot bad_bot

“wauuy enginesMauuy bad_bot
“Wavefire bad_bot

“Waypath bad_bot

“Wazzup bad_bot
“Wazzupl. B, 4588 bad_bot
“wbdbot bad_bot

“Web
“web
“Web
“Web
“Web
“Web
“Web

“leb

“web-
“leb-
“leb,

CED Online robot bad_bot
crawl er bad_bot

Downl oader bad_bot
Image Collector bad_bot
Link validator bad_bot
Magnet bad_bot

Site Downloader bad_bot
Sucker bad_bot

agent bad_bot

Sniffer bad_bot

Image, Collector bad_bot

“Llakz1 +PAt khad kAt



oL IYL e

SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

o g
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

FHCLIOL L, gL

“WebAuto bad_bot

“WebBandit bad_bot
“webbandit bad_bot
“WebBandits3 58 bad_bot

“WebBOT bad_bot
“webbot bad_bot
“WebBot bad_bot

“webbul -bot bad_bot
“WebCapture bad_bot

SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

el e T S L ™ e

“WebCapture 2 B bad_bot
“webcheck 1 bad_bot
“Webclipping, com bad_bot

Uzer-Agent
Uzer-Agent
Uzer-Agent
User-Agent “Webclipping. com bad_bot

“webcoll age bad_bot

“WebCopi et bad_bot

“NebCopy bad_bot

“WebCorp bad_bot

“webcrawl, net bad_bot

“WebCrawl er bad_bot

“webcrawl er bad_bot

“WebCrawler/3, 8 Robot 1ibwww/S, Ba bad_bot
“WebDownl oader for ¥ bad_bot

“Webdup bad_bot

“WebEMailExtrac bad_bot

“WebEnhancer bad_bot

“WebFetch bad_bot

“webfetch bad_bot

“WebFetcher/B, 8, bad_bot

“WebGather bad_bot

“WebGo IS5 bad_bot

“webGobbl er bad_bot

“lNebl mages bad_bot

“Webinator-searchz, fasthealth, com bad_bot
“Webinator-WBI bad_bot

“Webl ndex bad_bot

“Webl ndexer bad_bot

“webl ayerssA, @ bad_bot

“WeblLeacher bad_bot

“Webl exBot bad_bot

User-Agent “leblinker/8. 8 1ibwww-perl /8. 1 bad_bot

| )

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

bkl i d ke d oL



S2LENYL T HU.dSe
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase

USEr —HJgern. wepLgsz4ara pga_pon

“WebmasterCof fee bad_bot
“Webmasterlorld Extractor bad_bot
“Webmasterlorl dForumBot bad_bot
“WebMiner bad_bot

“WebMiner bad_bot
“WebMoose/sB, B, BAEA bad_bot
“WeBot bad_bot

“WebPix bad_bot

“lebReaper bad_bot

“WebRi pper bad_bot

“WebSauger bad_bot

“Webscan bad_bot
“websearchbench bad_bot
“WebSite bad_bot

“websitemirror bad_bot
“WebSpear bad_bot
“websphi nx, test bad_bot

“WebSpi der bad_bot

“Webster bad_bot

“WebStripper bad_bot

“WebTraf ficExpress bad_bot
“WebTrends Link Analyzer bad_bot
“WebVac bad_bot

“webwal k bad_bot

“Weblal ker bad_bot

“WebWasher bad_bot

“Webwasher bad_bot

“WebWatch bad_bot

“WebWhacker bad_bot

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

“HebxM bad_bot
“WebZIP bad_bot

“Weddings. info Bot bad_bot
“wenbi n/search bad_bot
“LIEP Search bad_bot

“HEPA bad_bot

“lleRel at eBot bad_bot

“lhacker bad_bot

“Whirlpool Heb Engine bad_bot
“Wholhere Robot bad_bot

“li dow bad_bot

- -



Setenwvl f HolCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

User-Hgent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

“Wik1labBot bad_bot

“Wikio bad_bot

“wikiwix-bot- bad_bot
“WinHTTP Example bad_bot
“WinHttp, WinHttpRequest bad_bot

“WIRE bad_bot

“wired-digital -newsbots1, 5 bad_bot

“WISEbot bad_bot

“WISEMutbot bad_bot

“wish-la bad_bot

“wish-project bad_bot
“wisponbot bad_bot
“WMCAL -robot bad_bot

“wminer bad_bot
“WMSEBot bad_bot

“woriobot bad_bot
“worldshop bad_bot
“lorlmada bad_bot

“Wotbox bad_baot

“wume_crawl er bad_bot
“WWK Collector bad_bot
“WWK-Mechani ze bad_bot
“WLWOFFLE bad_bot
“wwwrobot bad_bot

“wwwster bad_bot

“WWWWanderer w3, 8 bad_bot

“wwwxref bad_bot
“Wysigot bad_bot

“w—clawl er bad_bot

“w%aldon bad_bot
“wenu bad_bot

“werka MetaBot bad_bot
“werka WebBot bad_bot
“%EET/B, 7 bad_bot

“xirg bad_bot

“wmarksFetch bad_bot

“woviBot bad_bot

“woviBot/2, B bad_bot

“wqrobot bad_bot
“¥! J-BRI bad_bot

¥ J-BRJ/YATS crawler bad_bot



SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase
SetEnvI fHoCase

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent

“%! J-BRM bad_bot
4! J-BSC bad_bot
4! J-P5SC bad_bot
“4! J-5RD bad_bot
" J bad_bot

4! Tunnel Pro bad_bot
“yacy. net bad_bot

“yacybot bad_bot
“Yandex bad_bot

“YandexBot /3. B bad_bot

“Yanga korldSearch Bot bad_bot
“Yanga korldSearch Bot bad_bot
“yarienavoir. net bad_bot
“Yasaklibot bad_bot

“yBot bad_bot

“Yebol Bot bad_bot
“yellowJacket bad_bot

“yes bad_bot

“YesupBot bad_bot
“YesupBot bad_bot

“¥eti bad_bot
“¥eti bad_bot

“¥ioopBot bad_bot
“yolinkBot bad_bot
“yooqgl i FetchAgent bad_bot

™Yoono bad_bot
“yoono bad_bot
“Yoriwa bad_bot

“YottaCars_Bot bad_bot

“you-dir bad_bot

“Z-Add Link Checker bad_bot
“zagrebin bad_bot

“Zao bad_baot

“zedzo, digest bad_bot
“zedzo, validate bad_bot

“zermelo bad_bot
“Zeus bad_bot

“zibber-v bad_bot

“zimeno bad_bot

“Zing-BottaBot bad_bot
“ZipppBot bad_bot



JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase
JetEnvI fHoCase

Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Uzer-Agent
Referer
Referer
Referer
Referer
Referer
Referer
Referer

“foomSpi der bad_bot
“fotag Search bad_bot
“fotag Search bad_bot

“Zui Bot
“ZumBot
“Fubarg
“FuBaorg

bad_bot
bad_bot
bad_bot
bad_bot

“fute bad_bot

<Limit GET POST PUT:
Order ALl ow, Deny

Allow from all

Deny from
£ALimit
</ IfModul e

eny=bad_bot

$ End Bad Bot Prewention

# BLOCE SPECIFIC SITES FROM
<IfModule mod_rewrite, o

RewriteEngine On

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY

semalt, com bad_bot

fbdownl oader, com bad_bot
descargar-musi cas-gratis, com bad_bot
bai xar-musi cas-gratis, com bad_bot
savetubevi deo, com bad_bot
srecarder, com bad_bot

kambasoft, com bad_bot

STEALIHMG BAHDWIDTH BY HOTLIHKIMG TO IMAGES

“http
“http
“http
“http
“http
“http
“http
“http
“http
“http
“http
“http
“http
“http

S’
S’
S’
S’
S’
S’
S’
S’
S’
S’
S’
S’
S’
S’

c27di scussioni sty com /. £+ [HC, OR]

A 7sodaheady, comd /. 2§ [HC, OR]

2 7pixsharkh, come s, #1 =% [HC, OR]

. 2 7Padvancei ndi ana, bl ogspot, comd /. #)#% [HC, OR]
. 27galleryghi ph, comt /. «1 =% [HC, OR]

1P reespeechwi sconsinh, comd /. «) =% [HC, OR]
Crememekids, com s, £+ [HC, OR]

1 73edgesword, blogspoth, cads, )% [HC, OR]
CaTneogafh, comd S, #) %% [HC, OR]
7locationrebel s, com /. %2 +$ [HC, OR]

. 2 7pi xgoods, coml A, #) %% [HC, OR]

CA7pudel ek 23 blogspoth, comd s, #2%% [HC, ORI
P stdty, com /L #)#$ [HC, OR]

A 7zerohedgeh, comd S, #) %% [HC]

RewriteRule . ¢ jpeqgl JPEGI jpel JPEI jpgl JPGI gi fl GIFI pngl PHGI mngl MHGY$ - [F1



<A Modul e

# TURH OFF DIRECTORY IHDEXIHG
Options All -Indexes



