##

# Bpackage Jooml 3

# Boopyright  Copyright (C) 2885 - 2615 Open Source Matters, All rights reserved,
# @l1cense GHU General Public License version 2 or 1ater; see LICEWSE. txt

##

##

# EEAD THIS COMFLETELY IF YOU CHOOSE TO USE THIS FILE!

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems

# with some server conflgu-ations, It I1s regquired for use of mod_rewite, but may already
# be set by your server admind strator in g way that di sallows changing it in

# your . htaccess file. If using It causes your server to error out, comment 1t out Cadd #
to

# beginning of 1inel, reload your site 1n your browser and test your sef wl's  IF they
work,

# it has been set by your server admind strator and you do not need it set here

##

HHasRsaE Fegin — Ho directory 115tings

## Hote: +FollowSymlinks may cause probl ems and you might have to remove 1t
IndexIgnore

HHasastass End — Mo directory 115tings

HHagRRaRYE Fegin — File execution order, by Komra de
Directoryl ndex index. php index html
HHHAARE End - File execution order

HHasastass Begin — ETag Optimi zation

## This rule will create an ETag for files based only on the modi £1cation
## timestamp and their size, This works wonders 1 you are using rsync' ed
#t servers, where the 1node number of [dentical files differs.

## Hote: It may cause problems on your server and you may need to remove 1t
FileETag MTime Size

HHasasfass End - ETag Optimization

HHasasaE Fegin — Optimal default expiration time

## Hote: this might ceuse problems and you might have to comment It out by

## placing a hash in front of this section's 11nes

## Hote: Some people prefer using “now plus 1 omonth” instead of "now plus 1 year”,
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H#H# JUIL L0 LJdSLE,

£IfModul e mod_expires. o
# Enable expltation control
ExpiresActive On

# Default expiration: 1 hour arter reguest
Expireshefault "now plus 1 hoor"

# C55 and J5 expiration: 1 week after reguest
ExpiresByType texticss "now plus 1 week"

ExpiresByTupe applications javascript "now plus 1 week"
ExpiresByTupe applicationdx-javascript "now plus 1 week"

# Image files expiration: 1 month arter reguest
ExpiresByType imagesbmp "now plus 1 month"

ExpiresByType imagesgif "now plus 1 month"

ExpiresByType images jpeg “now plus 1 month"

ExpiresByType images jp2 "now plus 1 month"

ExpiresByType image/pipeg "now plus 1 month"
ExpiresByType image/png "now plus 1 month"

ExpiresByType imagesswg+xml "now plus 1 month"
ExpiresByType imagestiff “now plus 1 month"

ExpiresByType imageswnd. microsoft, icon "now plus 1 month"
ExpiresByType imagesx-icon “now plus 1 month"
ExpiresByType imagesico "now plus 1 month"

ExpiresByType imagesicon “now plus 1 month"

ExpiresByType text/ico "now plus 1 month"

ExpiresByType applicationdico "now plus 1 month"
ExpiresByType imageswnd. wap., wbmp "rnow plus 1 month"
ExpiresByTupe applicationdvnd, wap. wbxml “now plus 1 month"
ExpiresByType applicationssmil “now plus 1 month"

# Audio files expiration: 1 month arter reguest
ExpiresByType audiosbasic "now plus 1 month"
ExpiresByType audio/mid "now plus 1 month"
ExpiresByType audio/midi "now plus 1 month"
ExpiresByType audio/mpeg “now plus 1 month"
ExpiresByType audios/x-aiff “now plus 1 month"
ExpiresByType audiosx-mpegurl "now plus 1 month"
ExpiresByType audiosx-pn-realaudio "now plus 1 month"
ExpiresByType audiosx-wavy "now plus 1 month"



# Movie files expiration: 1 month after reqguest
ExpiresByType applicationdx-shockwave-flash "now plus 1 month"
ExpiresByType x-world/x-viml “now plus 1 month"
ExpiresByType wideo/x-msvideo "now plus 1 month"
ExpiresByType video/mpeg “now plus 1 month"
ExpiresByType video/mpd "now plus 1 month"
ExpiresByType video/quicktime "now plus 1 month"
ExpiresByType wideos/x-1a-asf “now plus 1 month"
ExpiresByType wideosx-ms-asf “now plus 1 month"
/I fModul e

HHas sty End - Optimal expiration time

#Has st Begin - Common hacking tool s and bandwi dth hoggers bl ock
## By 510510 net and 6Bl kosdi on.,

# This line also disables Akeebs Remote Control 205 and earlier
SetEnvIf user-agent "Indy Library" stagout=1

# WARKIHG: 01 sabling wget will also block the most common method for
# running CROW jobs, Remove 1f you have 15sues with CROM Jjobs,
SetEnvIf user-agent "lget" stagout=1

# The following rules are for bandwi dt h-hoggi ng downl 030 ool 5
SetEnvIf user-agent "1ibwww-perl" stayout=1

SetEnvIf user-agent "Download Demon” stagout=1

SetEnvIf user-agent "GetRight" stagout=1

SetEnvIf user-agent "Getleb! " stayout=1

SetEnvIf user-agent "Gol Filla" stagout=1

SetEnvIf user-agent "Go-Ahead-Got-It" stagout=1

SetEnvIf user-agent "GrabHet" stayout=1

SetEnvIf user-agent "TurnitinBot" stayout=1

# This line denies access to all of the above tools

deny from env=stayout

#as st End - Common hacking tools and bandwi dth hogogers bl ock

## Can be commented out 1 causes efrors, see notes above
Options +FollowSumlinks
Options -Indexes

#4 Mod_rewrite 10 use

RewriteEngine On



## Begin - Rewite rules to block out =some common expl ol ts,

# If you experience probl ems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common type of exploit “attempts to Jooml 3
#

# Block out any script trying to base6d_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in URL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS variable wia LKL

Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]

# Block out any script trying to modify a _REGQUEST wariable wia LREL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I A[I %L A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepsge
RewriteRule . # index, php [FI

#

## End - Rewrlte rules to block out some common expl ol ts,

## Feqgin - Custom redirects

#

# If you need to redirect some pages, or set 3 canonical non-www to

# www redirect (o vice versal, place that code here. Ensure those

# redirects use the correct RewlteRul e syntax and the [R=361,L1] flags
#

## End - Custom redirects

##

# Uncomment following 1ine 1F your webserver' s URL
# 15 not directly related to physical file paths,
# Update Your Joomls! [0frectory ¢ just # for rootl,
##

# Fewrl teBase

## Beqgin - Jooml 3! core SEF Section,

#

RewriteRule . * - [E=HTTP_AUTHORI ZATION: ¥{HTTP: Authorizationi]

#

# If the requested path and file 15 not /1ndex. php and the reguest

# has not already been Internally rewitten to the 1ndex, php script
RewriteCond #¥{REQUEST_URI T ! “/indexh. php

# and the reguested path and file dossn't directly match 3 physical file



RewriteCond #{REQUEST_FILEMAMEY ! -f

# and the requested path and file doesn't directly match a physical fol der
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# internally rewite the reguest to the 1ndex, php script

FewriteRule . # index php CL]

#

#Hagastass Fegin - File execution order, by Komra de
Directoryl ndex index php index html
#paghsfats End - File executlon order

# End - Jooml 3! core SEF Sectlon,

#Hasfstats Fegin - Rewite rules to block out some common explolts

## I you experience problems on your- site block out the operations 11sted bel ow
## This attempts to block the most common type of exploit “attempts™ to Jooml 3

#

# If the request guery string contalns Zprocssel fAenl ron Cby 519510 mets
FewriteCond #{0OUERY_STRIMGY proc/self/environ [OR]

# Legacy warliable injection (these attacks wouldn't work w/out Joomla! 1,5 s Legacy Hode
ol ugi nd

RewriteCond %{OUERY_STRIMGY mosConfig_[a-zA-2_141, 213C=1 %¥E300 [OR]

# FBlock out any script trying to basebd_encodesbasebd_decode data to send wia URL
RewriteCond ¥{0UERY_STRIMGY basefd_tenl dercodeh(, =) [OR]

##t IMPORTAKT: If the abowve 11ne throws an HTTP 568 error, teplace 1t with these 2 11nes:
# RewrlteCond XCOUERY_STRIMG? basebd_encodeil, #40 [OR]T

# RewrlteCond XCOUERY_STRIHG} basebd_decodeil, #40 [OR]T

# FBlock out any script that Includes a <script: tag in URL

RewriteCond %{OUERY_STRIMGY ¢« ¥3C), #script, =0 ¥3E) [HC, OR]

# FBlock out any script trying to set 3 PHP GLOBALS wariable wia URL

RewriteCond %{OUERY_STRIMGY GLOBALSC=| “[I “¥[B-9A-Z1{8, 232 [OR]

# FBlock out any script trying to modify & _REQUEST wariable wia URL

RewriteCond ¥{0UERY_STRIMGY _REQUESTC=| [ %¥[B-9A-Z1{@, 232

# Return a 483 Forbl dden header and show the content of the root homepage
FewriteRule . # index php [F]

#

Hpapastass End — Rewrlte rules to block out some common explolts

#Hapasfass Fegin - File injection protection, by 51050 u net
RewriteCond ¥{RENUEST_METHODY GET

RewriteCond #COUERY_STRIMGY [a-zR-28-9_1=http: /¢ [OR]
RewriteCond #{OUERY_STRIMGY [a-zR-28-9_1=C%, %, //70+ [OR]



FewriteCond ¥COUERY_STRIMGY [a-zA-£8-9_1=/([a-zB-9_. 1//%77+ [HCI
RewriteRule . = - [F]
#apntass End - File Injection protection

#Rpp RS Begin - Advanced server protection rul 85 exceptions ##4#

##

## These are sample exceptions to the Advanced Server FProtection 38

## rule set rurther down this file

##

## Hllow Liddel 1 CAFTCHA

FewriteRule “components/com_uddei md captchal 5, php$ - C[LI]

## Allow Fhil Taylor's Turbo Gears

RewriteRule “pluginsdsystemd Googl eSearss gears-mani festh, phpd - [L]

## Allow Jooml allorks AlLYi deos

FewriteRule “plugins/content/ ju_allvideos/includess ju_allwvideos_scriptss, php$ - [L]
## Allow Admin Tools Jooml ! updater to run

FewriteRule “administratorscomponent s/ com_admi ntool s/restoreh, phpg - [L]
## Allow Akeebs Backup Frofessional's integrated restoration script to run
FewriteRule “administrator/component s/ com_akeebasrestoreh, phpg - [L]

## Allow Akeeba Kickstart

FewriteRule “kickstarth, php$ - [LI

# Add more rules to single PHP files here

## Allow Agora attachments, but not PHP files 1n that directory!
RewriteCond #{REQUEST_FILEMAMEY !¢\, php)$

RewriteCond ¥{REOUEST_FILEMAMEY -f

FewriteRul e “components/com_agoradimgs membersd - [L]

# Add more rules for allowling full access (except PHP f1les) on more directorles here

## Uncomment to allow full access to the cache directory (strongly not recommended!
#Rewrl teRul e “caches - [L]

## Uncomment to allow full access to the tmp directory Cstrongly not recommended!
#Rewrl teRule “tmps - [L]

# Add more full access rules here

#ppantAts End - Advanced server protection rul 65 exceptions ##4#

#ppp RS Begin - Advanced server protectlon
# Advanced server protection. version 2 A - August 2618



# by MHicholas K, 0f onysopoul os

## Rererter filtering for common media f1les, Replace with your own domsin,

## Thi= blocks most common f1ngerprinting attacks o

## MHote: Change www', exampl 8%, com with your own domalin name, substituting the
## dots with %, I.e ! wwwh exampl ey, com For wwl, examol e com

RewriteRule “images/storiess, =\, (jple?gl 227 pngl gi fl bmpl cs3l jsl swflicod$ - [L]
RewriteCond #¥{HTTP_REFERERY .

FewriteCond ¥{HTTP_REFERERY ! “https?: /4 Cuwwwh, 2 7pharmect, local [HC]

RewriteCond #{REQUEST_FILEMAMEY -f

RewriteRule %, ¢ jple?al 2271 pngl gi fl bmpl cssl j3l swfl icod g - [F]

## [i=sallow visual fingerprinting of Jooml s =1tes Cmodul e position dumpd
## Initial 1dea by Brisn Teeman and Ken Crowder, see:

## http S, 511 deshare, netsbri ant eemans bl dden- jooml 3-sectet s

## Improved by Bnikosdion to work more efficiently and handl e templ ate
## and tmpl query parameters

FewriteCond ¥COUERY_STRIMGY 71 & tmpl = component| system) [HCI

RewriteRule . & - [L]

RewriteCond #COUERY_STRIMGY 71 & t(pl emplater= [HC]

RewriteRule . & - [F]

## [i=sallow PHP Easter Eggs (can be used in fingerprinting attacks to determine

## your FHP wersiond, See httoe sfwww, Aphp, comsphp_easter_egg php and

## http s sosvdb, orgsl 216849 for more 1nformatlon

RewriteCond #{OUERY_STRIMGY “=PHPL a-f@-91{8%-[a-fB-9]1{43-[ a—fB-91 {4} -[ a-TA-9] {43 -[ a—fB-9]
©12% [HCI

RewriteRule . & - [F]

## Back-end protectlon

## This also blocks fingerprinting attacks browsing for XHL and THI fi1les

RewriteRule “administrator/?s - [L]

RewriteRule “administrators/indexs, (phpl html70% - [L]

RewriteRule “administratorsindexl 2314, phps - [LI

RewriteRule “administrator/Ccomponent sl modul esl templ atesl i mages! plugins) /. b, © jple?gl 207
| pngl gi f1 bmpl =5l j=l swfl btml 71 mpCeg?l [34101 avil wavl ogl gwll x1 5x? docx?l pptx?

| zi pl rarl pdfl xpsl txtl 721 svgl odC tspdl f1vl mova§ - [L]

RewriteRule “administrators - [F]

## Explicitly allow access only to SAL-RPC' s xml rpcsl ndex, php or plain xmlrpes di rectory
RewriteRule “xmlrpc/oindexs, php) 7% - [L]



FewriteRule “xmlrpcs - [F]

## [ s3llow front-end access for certain Joomla! system directorl es
RewriteRul e 1ncludesfjsf - [L]
FewriteRule “(cachel includes! languagel 1ibrariesl 1ogsl tmp)s - [F]

## Allow 1imited access for certain Joomla! system directories with client-accessible
conternt

FewriteRule “(componentsl modul esl pluginsl templ ates) s, =\, © jple?gl 207

| pngl gi f1 bmpl cssl jsl swfl html 70 mpceg?l [3410 1 avil wavl ogl gvwll x1 5x71 docx?l pptx?

| zipl rarl pdfl xpsl txtl 7zl svgl odCtspll 1wl mova g - [L]

## Uncomment this 1ine 17 you have extensions which reguire direct access to thelir own
## custom 1ndex, php files, Hote that this 1s UHMSAFE and the devel oper shoul d be ashamed
## ror being so 1ame, 1azy and security unconsci ous,

# Rewrl teRul e 0 component 5/ modul esl pl ugl nsl templ at esis, #01 ndex, php..'i 74 - [L]

## Uncomment the following 1ine 17 your templ ate reguires direct access to PHP files
## inside 1ts directory, & g G21p compréessed copies of 1ts C55 files

# RewrlteRule “templ atess, =%, phpg - [L]

FewriteRule “(componentsl modul sl pluginsl templ ates)s - [F]

## [ s3llow access to rogue PHP files throughout the site. unless they are explicitly
al I owed

RewriteCond % REQUEST_FILEMAMEX (. php)$

RewriteCond %{REQUEST_FILEMAMEY ! ¢/index[ 2317, phpi g

RewriteCond ¥C{REQUEST_FILEMAMEX -f

FewriteRule o, =\, php)$ - [F]

## [ s3llow access to htaccess, txt and configuration php-di st
FewriteRule “(htaccessh, txtlc an1gurat1nnh.php—d15t|phph.1n1)$ - [F]

## SOL1 first 1ine of defense, thanks to Radek 5Suskl (510500 netd @

## htto < fwww, 510510 netspresent at1onssfort1 Ful ng_gow_ jooml 5_webs1 te html
## May cause problems on 1egltimate reguests

RewriteCond #{OUERY_STRIMGY concat, #\( [HC, OR]

RewriteCond %{OUERY_STRIMGY union. #select, =\ [HC, OR]

RewriteCond %{OUERY_STRIMGY union. #all, #select, = [HCI

RewriteRule .+ - [F]

#Hagastass End - Advanced server protection

HARBHRARES Brain — Basis antisnam Filtes. R 51057100 net
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## I removed some common words, tweak to gour 11k1ng

## This code uses PCRE and works only with Apache 2, x

## This code will HOT work with Apache 1. x servers,

FewriteCond #¥C0UERY_STRIMGY b ambienl bluetspilll cialisl cocainel ejacul ationl erectiledhb
[HC, OR]

RewriteCond ¥{0UERY_STRIMG:

wbi erections! hoodi al huronei weracres! i mpotencel 1evitral 1ibidodsb [HC, OR]

RewriteCond ¥{0UERY_STRIMG:

“wbilipitor! phenterminl prol szl acl sandyauer| tramadol | troghamby) b CHC, OR]

## Hote: The final RewiteCond must HOT use the [OR] flag.

FewriteCond #¥C0UERY_STRIMGY “boultraml unicaucal waliuml vwiagral vicodinl xanaxl ypxal eod b [HCI
RewriteRule .+ - [F]

## Hote: The previous 11nes are a "compressed” version

## of the filters, You can add yow own F1lters as:

## RewriteCond HOUERY_STRIMNG: \bbadwordib [HC., ORT

## where "badword” 15 the word you want to exclude

HHas st Fnd - Basic antispam Filter, by 519510 net

#Hastasts Begin - Jooml 5/ core SEF Sectlon

#

RewriteRule .+ - [E=HTTP_AUTHORIZATION: ¥{HTTP: Authorizationi]

# If the reqguested path and file 1s not /1ndex php and the reguest
# has not already been internally rewitten to the 1ndex php script
FewriteCond ¥{REQUEST_URIZ ! "/indexh. php

# and the reqguest 1s for the site root, o for an extensionl ess LRL,
# or the reguested URL ends with one of the 11sted extensions
FewriteCond ¥{REQUEST_URIY /component/l /L7 1= %, Cphpl html?

| feed pdfl rawl inil zipl jsonl filel wofa2 % [HCI

# and the reqguested path and file doesn't directly match a physical file
RewriteCond #{REQUEST_FILEMAMEY ! -f

# and the reqguested path doesn't match a physical fol der
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# internally rewite the reguest to the 1ndex php script

FewriteRule . # index php C[L]
#
HiHH it End — Jooml 3! core SEF Sectlon

#Hay Fewrlte 1ndex, php to /
RewriteEngine On
FewriteCond #¥REQUEST_URIY “/indexh, php!
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