# RUF w281 6A51 5

FewriteEngine On

# Fedirect from wimw

#Rewrl t efase
#Rewr] teCond ZCHTTP_HOST: “wwwb, ¢ 1% [HCT
#Rewl teRule ©C, #1¢ http So%LS$] [R=3A1, L]

# Config

# s-604]

£IfModule autoindex_modul e, c
IndexIgnore

<41 fModul e

# s-aaa2

ServerSignature OFf

Options -Indexes

Directoryl ndex index php index html index. htm

# s-aaa5

ErtrarDocument 488 default
ErtrarDocument 4681 default
ErrorDocument 483 "Forbi dden”
ErrorDocument 484 "Page Mot Found”

# s-006]

<IfModul e mod_phpd, c>

php_flag magic_quotes_gpc of f
php_flag magic_quotes_runtime of f
php_flag reqgister_globals of f

<41 fModul e

<IfModul e mod_phpS, c

php_flag display_erraors of f
php_flag magic_quotes_gpc of f
php_flag magic_quotes_runtime of f
php_flag reqgister_globals of f

AT S kA T o



LT IadUL Ex

# WAF Ful e=

# Bl ock methods
RewriteCond ¥{REQUEST_METHOD: ¢ TRACEI DELETEl TRACK| DEBUG) [HC]
RewriteRule ., * - [F, L]

# Apache range security probl em

RewriteCond #{REQUEST_METHODY “CHEADI GET) [HCI

RewriteCond ¥{HTTP: Rangel ([A-91#-[A-9]1=)1Chs%, \sx[B-9]+#-[B-9] =) +
RewriteRule ., = - [F]

# RFISLFI FProtection

# s-aaa7

FewriteCond ¥OUERY_STRIMGY ! [a-zA-28-9_1=http: /' www, vidal, ru’
RewriteCond #{OUERY_STRIMGY [a-zRA-Z8-9_1=http: // [OR]
RewriteCond %{OUERY_STRIMGY [a-zA-Z8-9_1=https: // [OR]
RewriteCond %{OUERY_STRIMGY [a-zRA-Z8-9_1=ftp: // [OR]
FewriteCond ¥OUERY_STRIMGY [a-zA-£8-9_]=gopher: /¢ [OR]
RewriteCond %{OUERY_STRIMGY [a-zA-ZB8-9_1=(%, %, 4770+ [OR]
RewriteCond %{OUERY_STRIMGY [a-zR-Z0-9_1=/([a-zB-9_ 1//72+ [OR]
RewriteCond #{OUERY_STRIMGY ©h %, A1 #2e¥2e¥2f| ¥2e¥2esl N, N\, B2 22eh, H21 ¥2eh, A1 N, B2eR2f1 N, #2e,
RewriteCond #{OUERY_STRIMGE =\l wsl [HC]

RewriteRule .+ - [F,L]

# FBlock system file and folder access

RewriteCond ¥LOUERY_STRIMGY “C, #)/self/(, )% [HC, OR]

FewriteCond ¥OUERY_STRIMGY “C, #xcPath=http: /40, )& [HC, ORI
RewriteCond #LOUERY_STRIMGY (local hostl loopbackl 1274, 8%, 8%, 1) [HC, OR]
RewriteCond ¥COUERY_STRIMGY o, €1, 3/)+(motd etcl biny [HC, OR]
RewriteCond #COUERY_STRIMGY “$_POST [HC, ORI

RewriteCond #¥{OUERY_STRIMGY wp-config. php [HC, OR]

RewriteCond ¥{OUERY_STRIMGY ¢ jawvascript: ., =1, % [HC, OR]

RewriteCond ¥{OUERY_STRIMGY “=PHPLB-9a-f1{83-[B-9a-f1{dy-[A-9a-f1{dF-[B-9a-f1{d3-[ B-9a-f1{1:
RewriteCond ¥COUERY_STRIMGY “(#2dl -2["=1+% [HC, ORI

RewriteCond #COUERY_STRIMGY “C#2dl %-)["=1+% [HCI

RewriteRule .+ - [F,L]



RewriteCond #{THE_REQUESTY C¥AAI #E01 Shrl hwnd [HC, OR]
RewriteCond ¥{THE_REOUESTY cgi-bin [HC, OR]

#Rewr] teCond X THE_REQUEST? Y7% HTTEY [HC., ORT
#Rewri teCond % THE_REQUEST? %./%+y HTTRS [HC, ORJ
RewriteCond #{REQUEST_URIY owsswrh, dll [HC, ORI
RewriteCond #{REQUEST_URIY server-status [HCI
RewriteRule .+ - [F.LI]

RewriteRule /DOCUMEMT_ROOT - [F,L]
RewriteRule /_mem_bin - CF, L]
RewriteRule /msadc - [F,L]
RewriteRule /_wti_bin - [F, L]
RewriteRule /_wti_inf. html - [F,L]

# 5hel 1 shock

RewriteCond #{OUERY_STRIMGY (hsx)hssihss @hssl;
RewriteCond #{THE_REQUESTY (hs=)issliss ) \Sxi;
RewriteCond #{HTTP_REFERER} (hs#)\s#i{hs# :h\s=l;
RewriteCond #{HTTP_USER_RGEMTY (hs#)hss{hss @hs=l;
RewriteRule .+ - [F.LI]

# Block 3rd parties

FewriteCond ¥C0UERY_STRIMGY ~ =Chttpl httpsl fLpd CE3A1: 2 CEIF A CH2F] 2w £8, 35, 70 bl ogger| pica:
FewriteCond #¥{THE_REQUESTY *, #Chttpl httpsl ftpd CESAL: 2 CE2F ACE2F A Cwr €8, 33, 70bl ogger!| pl cas:
FewriteRule . # index php CF, L]

# TimThumb b1 ocker

# s-ga18

RewriteCond #¥{HTTP_REFERERY ~, *¥{HTTP_HOSTI, =

RewriteCond #{REQUEST_URIY ¢timthumbh. phpl phpthumbs, phpl thumbs, phpl thumbss, php) [HC, OR]
RewriteCond #{REQUEST_URI Y (uploadifysuploadify phpr [HCI

RewriteRule .+ - [F.LI]

# Block susplclous user agents

# s-H11

#Rewr] teCond ZCHTTP_USER_AGEHTY (AESOFP_com_5pi dertanl AlrefsBat] Al exi bot ! Anonymouse, orgl a5t e
Wonder! bowrl oader! dr-agonf] ol 0ri pl eCat chl EasybLl ebi ngbongl £1 rGrabber! Emal 100l 1ector! Emal 151 pi
Hinjal Irial Jakartal JennyBot! Jet Carl JOCO! Just ¥ ewl Jyxobot! Kenjin, Sp1 der! Keyword, bensi tyl 1arbi
Yampi el Het ZI Fl Hext GenSearchBot | HEl HICEF-sPROI HI mbl eCrawl e Hi njal HPbot! Octopus/ O0FFf11ne Expli



tracker! Fockeyl FroFPowerEBots 2 14 Frolebblal ker! psbot! Pumpl Queryt, Met asearchl Real Dowrl oadl Feam

Image Collector! Heb Sucker! WebAut of WebBandi t] Mebel 1 ppl g, coml HebCopt et WebEMAaI 1 Extrac, # Web
RewriteCond %CHTTP_USER_AGEMTI << : * 1 #BA1 ¥A01 #2771 %301 ¥3E #A8) [HC, 0R]
RewriteCond ¥CHTTP_USER_AGEMT: Cxl<l 11" 1" %21 8O %8RI 20001 %221 #2701 ¥281 %3C1 %31 #880, +C 11 buww-

RewriteRul e

RewriteCond #CHTTP_USER_AGEMTX
RewriteCond #CHTTP_USER_AGEMTX
RewriteCond #CHTTP_USER_AGEMTX

RewriteRul e

% - [F,L]

% - [F,L]

"ra[A-91+ " [HC, OR]
" IDat abaselbriver" [HC, ORI
"MT & 1; SW1" [HCI

FewriteCond ¥HTTP: X-FORWARDED-FOR: ": = [A-91+ " [HC, ORI
RewriteCond #%CHTTP: ®-FORWARDED-FORY " JDat abasebriwer" [HCI

RewriteRul e

% - [F,L]

# Filter out refersr

# s-aa12

RewriteCond ¥CHTTP_REFERERY BRI #EDI #271 %301 43E] ¥AA) [HC]

RewriteRul e

% - [F,L]

# Frotect against S0 Injections and code 1njection

# 5-0013

Rewri teCond
Rewri teCond
RewriteRule

# s-641 4

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

ELOUERY _STRIHG:
ELOUERY _STRIHG:
% - [F,L]

ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:

0, #3([-_a-z]1{1, 153 =Ceval | chmodl chdirl mkdirl rmdirl whoami| unamel
. #1Cwget] shell _execl passthrul popenl proc_openi @, 1§

Cl =t ] EBAL ER0 E271 301 ¥3E1 ¥BA) [HC, OR]
€] 30D, #5cript, =00 ¥3E) [HC, OR]

O BACHCL sl %5y +oript, =0 ¥3E) [HC, ORI
Ch <] %300, =embed, 0% %3E) [HC, ORI

[l ¥3CHCL "el«ed +mbed, «( x| ¥3E) [HC, OR]
(%< %300, #object, =03 ¥3E) [HC, ORI

4| ¥ACHCL "ol #0) +hject, =0 ¥3E) [HC, OR]
O8N E30, #1frame, =05 %362 [HC, OR]

C4l HACHCL 11+ 0 +frame, =0 ¥3E) [HC, ORI
basebd_encode, #\C, #42 [HC, OR]
basebd_renl dercodel “C1+5\CL ™2 1#%) [HC, OR]
GLOBALSC =l MO NELB-9R-2148, 230 [0R]
_REQUESTC=I MO NELB-9R-2148, 230 [OR]



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e

ZLOUERY_STRIMGY ™, CN(1 NI <1 =] #3cl ¥3ed,  [HC, OR]

RCOUERY _STRIMGY ™, #ChxBAl YAl wxBEl YxBdl hvxl bl vx3cl vx3el V72, + [HC, ORI

FCOUERY _STRIMGY ¢HULLI OUTFILEI LOARD_FILEY [HC, ORI

ZLOUERY_STRIMGY concatl ™ ¢I=%( [HC, ORI

ZLOUERY _STRIMGY union(["slss)+elect [HC, OR]

ZCOUERY _STRIMGY union([™al=a)+11C(["sl+s)+elect [HC, OR]

ELOUERY_STRIMGY %-[sdcr], #Callow_url _includel allow_url _fopenl saf e_model di sable_1
RCOUERY _STRIMGY Cal <l =1 " 1" Nl #BA1 #8Dl %221 %271 €301 ¥3E1 #88), =M+l unionl select| ir
ECOUERY_STRIMGY (sp_executesgly [HCI

.+ — [F,L]

# Block sensitive files

# s-AA15

<FilesMatch

Order AL ow,

"5, tofgl pll htaccess! htpasswdl inil phpsl f1al psdl 1ogl shl sgll incl tpll senl gitl cwsl phi

Deny

Deny from ALL

£/FilesMatche

# Block sensitive files

<FilesMatch

Order AL ow,

“toocgin gt
Deny

Deny from ALL

£/FilesMatche

# EBlock unsare system components

# s-aa1 7

RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e

Sphpmys - [F, L]
dphpmyadmind - [F, L]
sphpMus - [F, L]
/_phpmyadmin/ - [F, L]
fpmas - [F, L]

AMyAdmins - [F, LI
scripts/setup php - [F, LI
fbackup - [F, L]

dumper, php - [F, L]
dadmindphpmyadmin - CF, L]
dadmindpma - [F, L]
Jdbadmin - [F, L]
dmysql-admin - [F, L]
Smysglmanager - [F, L]



FewriteRule /mysgl - CF,L]

FewriteRule /phpadmin - [F, L]

FewriteRule /phpmanager - [F, L]

FewriteRule /phpmyadminl - [F, LI

FewriteRule /phpmyadmin? - [F, LI

FewriteRule /phpMyAdmin-2 - CF,L]

FewriteRule /php-myadmin - [F, L]

FewriteRule /phpmy-admin - [F, L]

FewriteRule /pmaZ@BBs - [F, L]

RewriteRule /PMA2ABS - [F,L]

FewriteRule /p/mfa - [F,L]

RewriteRule /pma - [F,L]

FewriteRule /sglmanager - [F, L]

FewriteRule /sglweb - [F, L]

FewriteRule /typo3s/phpmyadmin - CF, L]
RewriteRule Awebadmin - [F, L]

RewriteRule fwebdb - [F, L]

FewriteRule Sweb/phpMyAdmin - CF, L]
FewriteRule /xampps/phpmyadmin - CF, L]
FewriteRule /myadminscriptsdsetup php - [F, L]
FewriteRule /mysgladmin - [F, L]

FewriteRule /php-my-admin - CF, L]

FewriteRule /phpmyadmin - [F, L]

FewriteRule fwebsgl - [F, L]

FewriteRule /myadmin - CF, L]

RewriteRule /sgl/ - [F, LI

FewriteRule /musqgls - [F, L]

FewriteRule /setup. php¥dir - [F, L]
RewriteRule /MSOfficescltreq asp - [F, L]
RewriteRule ///7_SERVERC DOCUMEMT_ROOTI - CF, L]
RewriteRule #/7_SERVERLDOCUMEMT_ROOTI - [F, LI
FewriteRule /pageads/test_domain. js - [F,L]
FewriteRule /pageads/osd. js - [F, LI
FewriteRul e /pagead/expansion_embed, js - [F, L]
FewriteRul e /pagead/render_ads. js - [F, L]
FewriteRule /pagead/atf. js - [F, L]
RewriteRule ¢, #)\cmd exed - [F, LI

# Block parasite traffic
# s-aKl 5
FewriteCond ¥{HTTP_REFERERY iskalkoh. ru [HC, OR]



RewriteCond #{HTTP_REFERERY buttons-for-websitel., com
RewriteCond #{HTTP_REFERERY semalt. semalt'. com
RewriteCond #{HTTP_REFERERY cenowal®. ru
RewriteCond #CHTTP_REFERERY darodar'. com
RewriteCond #{HTTP_REFERERY cenokosh., ru
FewriteCond ¥{HTTP_REFERER} seoexperimentyh. ru
FewriteCond ¥{HTTP_REFERERY gobongos. info
RewriteCond #{HTTP_REFERERY adcash'. com
RewriteCond #{HTTP_REFERERY websocial®., me
FewriteCond ¥{HTTP_REFERERY cityadspixh, com
FewriteCond #¥{HTTP_REFERERY 1uxuph. ru
FewriteCond ¥{HTTP_REFERER} superiendsh., arg
RewriteCond #{HTTF_REFERERY social seeth. ru
RewriteCond #CHTTP_REFERERY screentoolkit'. com
RewriteCond #CHTTP_REFERERY curh, 1w
RewriteRule . & - [F]

BE S e e

AddDef aul tCharset utf-5

# CHUMSEM OrpaHUYEHUE UCOAESYEMOL NaMATY — UH3Ye SgHUHKE HE xBaT3eT
php_wvalue memory_limit -1

# oyucTka ceccul HE paHBWE, YeM HYEpES MECHdl
php_walue session go_maxlifetime 2592086

# zakadka bonswux Bugeo—padnob B agruHk e
php_wvalue upload_max_filesize SAM

php_wvalue post_max_size SAM

php_wvalue max_execution_time 126@

# npodue pagocTy HICTpoek CepBens

php_flag output_buffering On

php_flag magic_quotes_gpc Off

php_value allow_url _fopen @

php_walue allow_url _include @

php_walue mail. add_x_header 1

php_value expose_php @

php_walue date. timezone EuropesMoscow

Redirect 3681 /fnovostisdell httpe ASwww, widal, rosnovosti /4618

# Use the front controller as Index file It serves as fallback solution when



# every other rewitesredirect rails (e g 1n an aliased environment without

# mod_rewlter, Additionally, this reduces the matching process for the

# startpage (path /") because otherwl se Apache will apply the rewitting rul es
# to each configuwed Directorylndex file (e g 1ndex, php, 1ndex, html, 1ndex plo,
Directoryl ndex app. php

<IfModul e mod_rewrite, o
RewriteEngi ne On

RewriteCond #CHTTP_HOSTY “195h, 624, 524, 165
RewriteRule ¢, #) httpr /Awww, vidal, rud$l [R=361, L]

# redirect 1ast slash to non-s1ash
RewriteRule “C, +["410/% http A/ ECHTTP_HOSTY A 41 [R=361, L]

# old subdomal ns
FewriteCond ¥CHTTP_HOSTY “Ctwiga. widal. rul mail server, widal. rul widal, rul
FewriteRule “C, #3% http /Awww vidal, rud$l [R=361, L]

# Determine the RewriteBase automatically and set 1t as environment warl abl e,
# If you are using Apache allases to do mass wirtual hosting or 1nstalled the
# project 1n a subdirectory, the base path will be prepended to allow proper
# resolution of the app. php file and to redirect to the correct URI, It will

# work 1n environments without path prefix as well, providing a safe, one-size
# rits all solution But 35 you do not need 1t in this case, you can comment

# the rfollowing 2 1ines to eliminate the overbead,

RewriteCond ¥CREODUEST_URIZ:: $1 “C/, +3/0, #2828

RewriteRule “(, #) - [E=BASE: #11

# Redirect to URT without front controller to prevent duplicate content

# cwith and without “Aapp php'd. Only do this redirect on the initial

# rewite by Apache and not on subsequent cuycles, Otherwi se we woul d get an
# endl ess redirect 1oop (reqguest -: rewrite to front controller -

# redirect -» reguest -x ...,

# 50 1n case you get a3 "too many redirects” error or you always get redirected
# to the startpage because your Apache does not expose the REDIRECT_STATUS
# environment wariable, you have 2 chol ces:

# - disable this feature by commenting the following 2 11nes or

# - use Apache >= 2 35 9 and replace all L flags by END flags and remove the
#  rollowing RewteCond (best solutlon

Rewri telnnd 35FHY: REDTRFET STATHSY "%



L T b NS e T -

RewriteRule “apph. phpl /s, 2] $3 %{EMY: BASEZ/$2 [R=361, L]

# If the requested filename exists, simply serve 1t

# We only want to 1et Apache serwe f1les and not directorl es,
RewriteCond #{REQUEST_URIY ! “/downl oad

RewriteCond ¥{REOUEST_FILEMAMEY -f

RewriteRule .7 - [L]

# Fewrite all other gueries to the front controller,
FewriteRule . 7 #{EMW: BASE:/app. php [LI]
</1fModul e

¢IfModule ! mod_rewrite, o
£IfModule mod_alias. o
# When mod_rewrite 15 oot available, we 1nstruct a temporary redirect of
# the startpage to the front controller explicitly so that the website
# and the generated 1inks can still be used,
RedirectMatch 3682 “/% /app. php!
# Redirect Temp cannot be used 1nstead
/I fModul e
/I fModul e

<IfModul e mod_headers, ¢
£FilesMatch ", Cflwvl gifl jpal jpegl pngl icol swfl jsl cssl pdf 2 $"
Header set Cache-Control " max-age=2592668"
£/FilesMatch:
/I fModul e

HARBRRRRRRRRRRRRR BB AR RRRRRRRRRRRRRRRR BB AR AR AR RRRRRRRAH

#<F11es reprotect, phps

#AUt hHame "Heed authorization”

#Aut hType Basic

#Aut hllserF1le shomestwl gavi dsvi dal #2681 6-A3-25_12, A3, 46/ webspsws, ht passwd
#regui e val 1 d-user

#erFiles:

#<F11es unprotect, php

#AUt hHame "Heed authori zation”

#Aut hType Basic

#Aut hllserF1le shomestwl gavi dsvi dal #2681 6-A3-25_12, A3, 46/ webspsws, ht passwd

] ]
e 11 s sl 1 A—r s



™oLl = YL L ]

#orF1less

#oF11es revtest, phps

#Aut hHame "Heed authori zation”

#AuthType Basic

#Aut hllserF1le <homestwl gavi d-vi dal #2681 6-A3-25_12, A3, 46/ web/psws, bt passwd
#requi e val 1 d-user

#o/F1 ] es

SetEnvIf Request_URI " “/bundl es/vidal mainskcfinder” export _uri
SetEnvIf Request_URI "“/admin" export_uri

SetEnvIf Reguest_URI " “/reprotect, php" export _uri

SetEnvIf Request_URI "“/revtest, php" export_uri

SetEnvIf Reguest_URI " “/unprotect, php" export _uri

AuthTupe Basic

AuthMame "Heed authorization”

#AuthllserFile Cr s wamps wwws Y1 dal < webspsws, bt passwd

AuthUserFile /homestwigavid/public_bhtml/current /webspsw/, bt passwd
Require wvalid-user

Order allow, deny

Allow from all

Deny from env=export _uri
Satisfy any



