#
# Better wehsite experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment 115926
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headets, c
Header set X-UAR-Compatible “IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, ¢ jsl cssl gi fl pnagl jpe?
gl pdfl xmll ogal oggl mdal ogyl mpdl mdvl webml svgl svgzl eotl t1f] ot fl wof I icol webpl appcachel mani fest|
*
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln Ajax requests, di sabled by defsul t,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0rT gl nRegquest Securl ty

£

<IModul & mod_headers, c»
Header set Access-Control -ALlow-0rigin "+"
</ T FModul e

O

#
# [0isable content sniffing while no Content-Type header =et
# We disable 1frame "DEHY" or "SAMEORIGIH

#

<IfModul & mod_headets, c
Header set X-Content-Tupe-Options “nosniff"
Header set X-Frame-Options "SAMEORIGIH"
#Header set Content-Securl ty-Policy: "defaul t-src 'self'; frame-src 'self'; object-sc
Header set Strict-Transport-Security “max-age=31536608; includeSubDomains"

AT S kA T o



LT IadUL ex

#
# CORS-enabl ed 1mages (Borossoriglng
#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,
# devel oper, mozi 11 a orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2al1..11 . us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:
# wiki, mozilla orgslSecuri tysRevi ewsscrossori gl nAt tri but e

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u no match by Content-Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin ":" IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e, com”,

<IfModul e mod_headers, ¢
¢FilesMatch "5, (ttfl ttcl otfl eotl woffl font, cssy g
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

C SR S
# # SECURITY #
L SR S




# 1 LlIckjacking /
#

# Frotect website agalnst clickjacklng.

#

# The example below sends the ~X-Frame-0Options  response header with

# the wvalue "DENY , Informing browsers not to display the content of

# the web page 1n any frames,

#

# This might not be the best setting for everyone You shoul d read

# about the other two possible values the " 5-Frame-0Options  header

# field can have: "SANEORIGIN and “ALLOW-FROM

# https: </tool s 1etf, orgshtml Zrfc7a5d8sect ] on-2 1.

#

# Keep in mind that while you could send the " s-Frame-Options  headsr
# for all of your website’s pages, this has the potential downside that
# 1t forbids even non-malicious framing of you content (e g when

# users visit your website using a Google Image Search results pagel,

#

# Monethel ess, you should ensure that you send the " s-Frame-Options

# header for all pages that allow 5 user to make a state changl ng

# operation (e g pages that contain one-click purchase 11nks, checkout
# or bank-transrer conflrmatlion pages, pages that make permanent

# configuration changes, etc. b,

#

# Sending the X-Frame-0ptions header can also protect your website

# against more than just clickjackimg attacks:

# https: </ocuress desxfo-clck jackl ng, pdf,

#

# https: </tool s 1etf, orgshtml Arfc7a54

# httpe /7Bl ogs, msdn, comsbel el nt ernal 57archl ves 261 A5 36,/ combat 1 nmg-cl 1 ok jackl mg-wi th-x—1ram
# https: <l www, owasp, orgsl ndex, phpeCl1 ok Jackl mg

<IfModul & mod_headers, ¢

Header set X-Frame-Options " DEHY"

# ‘mod_headers cannot match based on the content-tuype, however,

# the "s-Frame-Options’ response header should be send only for

# HTHL documents and not for the other resources,

£FilesMatch "%, (appcachel atoml bbawl bmpl crxl 35l curl eotl f4Cabpyll f14l geojsonl gi fl htol 1o
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl topojsonl t1Lcf 1l txtl voard wofl wttl webappl webl mpll wof £ 271 xlocl xmll xpi ) $" >



Header unset X-Frame-0ptions
£/FilesMatch:
<A1 fModul e

#
# | Content Security Pollcy (CSFP) /
#

# Mitigate the risk of cross-site scripting and other content-injection
# attacks,

#

# This can be done by settimg 3 Content Security FPolicy' which

# whitelists trusted sources of content for your website,

#

# The example header below al1ows OHLY scripts that are 1oaded from the
# current website's origin Cno 1nline scripts, no COM, etcl, That almost
# certainly won't work as-is for your website!

#

# For more details on how to craft a reasonable policy for your website,
# read: httoe sfwww, Atml 5rock s, comsenst ut orl 3l s/secor tuscont ent -securl ty-pol 1 ous
# Cor the specification httpr /7w w3 orgl/TRACSPLL A, Also, to make

# things easier, you can use an online C5P header generator such as:

# httpo /7cspl sawesoms, coms,

<IfModul & mod_headets, c

Header alwaus set Content-Securitu-Policy “script-src 'self' 'unsafe-inline’ wuww, google
‘zelf' "
# ‘mod_headers’ cannot match based on the content-type, however,
# the Content-Security-Folicy response header should be send
# only for HTHAL documents and not for the other resources
£FilesMatch "%, Cappcachel atoml bbawl bmpl crxl cssl corl eotl £40abpydl f1wl geojsonl gi fl htcl ic
| mel av11 mani festl mapl mpdl oexl ogl agwll opusl ot f1 pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl topojsonl tt0cf 1l txtl voard wofl witl webappl webl mpd| wof £ 271 x1ocl xmll xpi 14" >

Header unset Content-Security-Policy
£/FilesMatch:

AT Modul e

#
# Froper MIME type for all files
#




# JavaScript

#  HMHormallze to standard type (it's spiffed in IE anuyways)
# tools 1etf, org/html Arfodiz9fsection-7, 2
AddType applications javascript js
AddType applications json json

# Audi o

AddType audiofogg oga o0gg
AddType audi o/ mpa m<a

# ¥ideo

AddType wideo/ogg gy
AddType wi deo/mpa mpe may
AddType wideo/webm webm

# 54E

# Reguired for swg webfonts on 1FPad

#  twitter, com/FontSqui rrel /st atuss] 43556840545
AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# Webront=
AddType application/wnd ms-fontobject eot

AddType applicationsx—font-ttf ttf ttc
AddType font/opentype oLf
AddType applicationsx—font-woff wof f

# Assorted types

AddType image/x-icon ico
AddType image/webp webp
AddType text/cache-mani fest appcache manifest
AddType text/x-component htc
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-xpinstall xpi
AddType applicationsoctet-stream safariextz
AddType applicationsx—web-app-mani f est+json webapp
AddType text/x-wvcard wiof

#

# Allow concatenation from within specific js and css files



# & 0 Inside of script, comblned j5 you could have

# <l —#include fil1e="11bs/jguery-1. 5 6 min js" --»

# <l —#include f11e="plugi nss jguery. 1dletimer, j5" --»
# and they would be Included into this single file

# This 15 not 1n use 1n the bollerplate as 1t stands  You may
# choose to name your files In this way for this advantage or
# concatenate and minl fuy them manual 1y,

# [i=abled by defaul t.

#cF11esfiatch "% combi ned'. j=s$">

# (Options +Includes

# AddOutputFilterByType THCLUDES 3pplications javascript applications json
# SetOutputFilter THCLUDES

#</F11estat chr

#<Filestlatch "% combinedi, cssg">

# (Options +Includes

# AddOutputFilterByType THCLUDES text /css

# SetOutputFilter THCLUDES

#</F11estat chr

# HHRHHRHHR AR AR AR AR AR R AR AR R ARR AR R AR R AR R AR R AR RAR AR B AR HHR AR AR R
# # WEE FERFUORMAHLCE #
# HHRHHRHHR AR AR AR AR AR R AR AR AR AR R AR R AR R AR R AR R AR AR B AR HAR AR AR AR

#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangled Accept-Encoding request headers
# https: < /devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-£5661, html

£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{15%1 “{1531 -{1532% " {gzipl det
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding



AT Modul e
AT Modul e

# Compress all output 1abeled with one of the following medis types,

#

# (13 For Apache versions below version 2 3 7 you don't need to

# enable “mod_filter’ and can remove the <IfHodule mod_filter, o

# and <A/ FModul ex T 1ines as " AddOutputFilterByType 1s still in

# the core directives

#

# https: </httpd apache. orgsdocsscurrent smodsmod_f11ter, html #3ddout put 111t erbyt ype

<IfModule mod_filter, ci
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml” %

"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” b
"applicationsvnd, ms-fontobject”
"applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %
“font/eot" A
"font/opentupe” A
"imagesbmp"
"imagessva+xml" N
"imageswnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" A
"text/css" A
"text/html" N
"text/s javascript” A
"text/plain® A



"textvcard N
"text/vnd rim location, xloc" %
"textsvtt" A
"text/x—component” A

"text s x-cross-domai n-policy” A
"text s xml”

AT Modul e

# Map the following f1l1ename extensions to the specifled

# encoding type 1n order to make Apache serve the file types
# with the appropriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! b,

#

# If these files types would be served without an appropri ate
# Content-Enable’ response header, client applications (e g .
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: //httpd apache orgsdocs: curtent s mods mod_mi me, bt ml #addencodl ng

£<IfModul e mod_mime, c»

AddEncoding gzip SWOZ
</ fModul e
</ fModul e
#
# Expites headers (for better cache controll
#

# These are pretty far-future explires headsrs,

# They assume you control wersioning with cachebusting query params 11ke

# <script src="application js7EA1 AAGAS"

# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogsERAGS AEY 25/ revyl ng-r1 1 enames-dont —~use-querystri mgs

#TF 1irwr ran' torise £11enamss tr wersion. Tower the 1755 & TS5 ftio somethinm 11ke
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# access plus 1 wesk” or so,

£IfModul e mod_expires. o
ExpiresActive on

# Ferhaps better to whitelist expires rules? Perhaps,
ExpiresDefaul t "access plus 1 month"

# cache, appoache needs re-tequests In FF 3 6 (thanks Remy “Tntroduci ng HTHLED
ExpiresByType text/cache-manifest "access plus A seconds"

# Your document hRtml

ExpiresByType text/himl "access plus A seconds"
# Data

ExpiresByType text/xml "access plus A seconds"

ExpiresByType applicationdxml "access plus A seconds"

ExpiresByType applicationd json "access plus A seconds"
# Feed

ExpiresByTupe applicationsrss+xml "access plus 1 hour”

ExpiresByTupe applicationdatom+xml "access plus 1 hour”

# Favicon {cannot be renamed?

ExpiresByType imagesx-1icon "access plus 1 week"

# Media 1mages, video, sudio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByTupe images jpg "access plus 1 month"
ExpiresByTuype images jpeq "access plus 1 month"
ExpiresByType wvideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType wvideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (rcss3plel
ExpiresByType text/x-component "access plus 1 month"

# Webrfonts

FuwriracsPiniTiimae amrl 1 ~ab 1 Aancd v Fand 44 F armass Al 1 mant B
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ExpiresByType font/opentuype "access plus 1 month"
ExpiresByTupe applicationd/x-font-woff  “access plus 1 month"
ExpiresByTuype 1mage/sswg+xml "access plus 1 month"

ExpiresByType applicationdvwnd ms-fontobject "access plus 1 month"

# C55 and Javascript

ExpiresByTupe text/css "access plus 1 year”
ExpiresByTupe application/javascript “access plus 1 year”
<A1 fModul e
#
# ETag removal
#

# FileFTag Hone 15 not enough for every server,
<IfModul & mod_headets, c

Header unset ETag
<A1 fModul e

# Since we're sending far-ruture expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comspertormances Ul g5, [tml #et ags

FileETag Hone

#
# Stop screen flicker In IE on C55 rollovers
#

# The following directives stop screen flicker in IE on C55 rollovers - In
# combination with the "ExplresByType” rules for Images (see abovel, If
# needed, un-comment the followlng rul 85,

# Browsertiatch "HSIE" brokenvary=1

# Browsertatch "Mozillasd [A-9]172" brokenvary=1
# Browsertatch "Opera” ! brokenvary

# SetEnvif brokenvary 1 force-no-vary

#
# Cookie setting from Iframes

AL



# Allow cookies to be set from 1frames (for IE onluyl

# If needed, uncomment and specify a path or regex in the Location directlve

# <IFHodul & mod_headsrs, cx

# <Location 7

# Header set P3P "policyref=%y" wicsp3p xml %", CP=V"IDC DSP COR ADH DEYI TAID PSA FSD I
#  </Location:

# <1 FHodul g

#
# start rewlte englne
#

# Turning on the rewlte engine 15 necessary for the following rules and features,

# FollowSymllnks must be enabled for this to work,

I fModule mod_tewrite, o
Options +FollowSumlinks
FewriteEngine On
#  RewiteCond XHTTPS: off
# RewiteRule ¢, ) https: </ HTTP_HOST? ACREGQUEST_LIRT 2
</TfModul e

#
# Built-in f1lename-based cache busting
#

#If you're not using the build script to manage your £11ename version rewylng,
# you might want to consider enablimg this, which will route reguests for
# sosssstyle ZA118265 css5 to socss/style css

# To understand why this 15 Important and a better 1dea than all. css7wl 231,

# read github, com/h5boshtml 5-boi 1erpl at e/wil k12 Yersi on-Cont rol —wi th-Cachebust 1 mg

#lincomment to enabl &,

I fModule mod_tewrite, o

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule “C, +2%, Chd+dh, O jsl cssl pngl jpal gif2 % $1. %3 [L]



<O 1T Modul e

#
# Frevent 484 errors for non-exi sting redirected fol ders
#

# without -Multiviews, Apache will give a 4684 for 3 rewite 1 5 foldsr of the same nams do
# e g sblogfhello ; webmasterworld comsapaches 35685795 [tm

Options -Multiviews

#
# Lustom d684 page
#

# You can add custom pages to handle 566 or 4683 pretty easily, 1F you 11ke
# If you are hosting your site In subdirectory, adjust this accord ngl g

# & g ErrorDocument 484 /subdi /904, bt ml

ErrorDocument 484 4a84, html

ErrorDocument 488 488, html

#
# UTF-5 encodi mg
#

# Use UTF-5 encoding for anything served textsplain or textshtml
AddDef aul tCharset UTF-S

# Force UTF-5 for a number of file formats
AddCharset UTF-3 .css . js . =ml . json . rss . atom =

#
# A 1ittle more securlty
#

# Do we want to advertise the exact wersion number of Apache we're runnl ng?

# Frobably rnot,

## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
# ServerTokens Frod

# "-Indexes" will have Apache block users from browsimg folders without 5 defsult documsnt



# Usually you should 1eave this activated, because you shouldn't allow everybody to surf th
# every rfolder on your server (which 1ncludes rather private places 11ke CHS system ol ders,
£l fModule mod_autol ndex, o

Options -Indexes
<A1 fModul e

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directorles used by version control systems such a5 Subversion or GIE,
£IfModule mod_rewrite. o

# Don't rewite files or directories

RewriteCond #¥{REQUEST_FILEMAMEY -f [ORI

RewriteCond #¥{REQUEST_FILEMAMEY -d

RewriteRule ™ - [LI

# Rewite everything else to index html to allow html5 state 1inks
RewriteRule ™ index. html [LI
<SIfModul e

# Block access to backup and source fI11es
# This files may be 1eft by some textshtml editors and
# pose 3 great security danger, when someone can access them
¢FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal “ag"
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:



